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Resumé

L’environnement d’exécution Java est idéal lorsqu’il s’agit de charger le code mobile binaire Java
par I'Internet de facon fiable. Les classes Java sont chargées par le chargeur des classes Java
(“class loader”) avant d’€tre soumises a une vérification de conformité de typage du code binaire.
Le vérificateur (“verifier”) standard (spécifié par Lindholm et Yellin) réalise une stratégie de flot de
donnés (“dataflow algorithm™). 1l est cependant difficile pour un vérificateur standard de tourner
sur un systéme restreint en memoire, vu que cette technique en général consomme de la mémoire
RAM (“random access memory”’), proportionnelle a la largeur du code.

Dans cette these, nous proposons d’appliquer la stratégie générale de “Proof Carying Code”
(PCC), afin de pouvoir définir une technique alternative qui permet de vérifier la conformité des
typage du code binaire sur les systemes restreints en mémoire. En effet, cette technique permet
d’effectuer la vérification sans appliquer de méthodes chryptographiques, et donc sans dépendre
sur d’un tiers. La technique, nommée lightweight bytecode verification, suggere de munir le code
mobile binaire Java avec des “certificats”, ce qui permet de réduire la consommation générale
de mémoire. Nous définissons cette technique en utilisant une spécification formelle, LBV, et
une spécification formelle du vérificateur standard, BV, ainsi qu’une spécification formelle d’un
composant Java qui produit des certificats, LBC. Nous montrerons que les guaranties de conformité
de typage posées par LBV et BV (pour le méme code) sont équivalents pour un sous-ensemble
pertinent de la machine virtuelle Java. Par conséquent, la conformité de typage du code binaire ne
peut étre compromis ni par un faux certificat, ni par une modification directe du code. Nous dirons
que LBV est “sire” (“tamper proof™).

Nous montrerons également que le vérificateur de la machine virtuelle KVM de I’entreprise
Sun peut étre simulé par notre technique. Ceci vaut également pour le “on-card” vérificateur,
congu par Xavier Leroy pour le code binaire destiné aux Java Cards.

Enfin, nous présentons une réalisation en Java d’un prototype de LBV pour les classes Java.

Mots cléfs : code d’octet virtuel Java, conformité de typage, vérification statique, machine
virtuelle Java (JVM), code mobile, sémantique formelle, Internet, certificat, systeémes restreints,
KVM, Java Card.



Abstract

The Java runtime environment provides for mobile code: classes can be loaded in compiled form
over the Internet, as bytecode, and are verified for type safety to ensure that they can be safely
loaded dynamically into the running program. Type safety is ensured by the bytecode verifier, a
component of the class loader, and thus a security-critical component to the Java model. Sun’s
standard bytecode verifier implements a data-flow analysis in the form of a fixed point iteration
over all possible execution paths in the method bytecode, which is not feasible on small execution
platforms, as it consumes an amount of random access memory proportional to the size of the code.

In this thesis, we propose how to take a Proof-Carrying Code (PCC) approach to bytecode
verification, to define an alternative bytecode verification technique called lightweight bytecode
verification, which allows verification to be feasible on ressource-constrained Java execution plat-
forms without depending on cryptographic technology that require having to trust an external party.
Instead the bytecode is annotated with a “certificate” that permits bytecode verification to proceed
with much lower resource consumption. We define our technique formally by giving three for-
mal systems for a substantial subset of the Java Virtual Machine: the LBV system defines the
lightweight bytecode “checker”, BV defines Sun’s standard verifier, and LBC defines the requiere-
ments for constructing a certificate to satisfy LBV. We prove that the techniques in general provide
equivalent type safety guarantees in general and in particular we show that lightweight verifica-
tion is “tamper proof” in the sense that the type safety guarantee, provided by the checker at the
execution platform, cannot be broken by crafting a “false” certificate or by inverting the bytecode.

We also explain how the verifier component of the KVM virtual machine, specifically targeted
for small systems, and the on-card bytecode verifier by Leroy [26], targeted for Java Cards, can be
simulated by the lightweight technique. (Indeed, the KVM verifier was directly derived from the
initial presentation of this material: the pre-verifier corresponds to LBC and the runtime verifier to
LBV with the certificate corresponding to the “stackMap” attribute.)

Finally, we present a prototype implementation of the lightweight verifier.

Keywords: Jave Bytecode, type safety, static analysis, the Java virtual machine (JVM), mobile
code, formal semantics, Internet, certificat, resource-constrained systems, KVM, Java Card.
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Chapter 1

Introduction

In Section 1.1, we summarize the contributions and development of the thesis. Then, in Sec-
tion 1.2, we explain why we regard this study as being significant, followed by a presentation of
our approach in Section 1.3 along with a canonical example which we shall refer to throughout the
thesis. Finally, in Section 1.4, we give an overview of how the remaining document is structured.

1.1 Contributions

The main conceptual contribution of the thesis is the proposal of the lightweight bytecode verifi-
cation technique for the Java programming language. The technique stages the “standard” Java
bytecode verifier, i.e., the officially specified verifier by Lindholm and Yellin [29, 30], into two
phases in such a way that bytecode verification becomes feasible for code which is downloaded
over a network onto a general, ressource-constrained system.

Specifically, we give a formal presentation of lightweight verification for an important Java
Virtual Machine (JVM) subset, and show how the technique provides the same type safety guar-
antees as standard bytecode verification on the same JVM subset. In particular we have, that these
type safety guarantees are obtained without that the ressource-constrainted execution platform has
to trust a third party, as it is the case when cryptography is applied.

In Figure 1.2 we show how the lightweight verification technique differs from a standard byte-
code verification (as it performs over a network), which is depicted in Figure 1.1, in the way the
two techniques are designed to perform over a network. The diagrams read as follows: arrows
indicate the sequencing of events (in time horizontally and space vertically); firm rectangles show
executing interpreters or compiler components, whereas rounded boxes denote code and other in-
termediate data entities.

Standard bytecode verification over a network, begins with the standard Java compiler,' which
produces verified bytecode, but contains no record of the verification. Once the code is transmitted
over an unsafe network to the code destination platform, it has to be (re)verified before execu-
tion. Lightweight bytecode verification also starts with a standard Java compiler, which produces
verified bytecode. On the translation platform, however, lightweight verification begins with a cer-
tification (or pre-verification) step, which from already verified method bytecode produces a set

'A standard Java compiler like Sun’s, includes bytecode verification as an integrated part.

9
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Figure 1.1: Standard bytecode verification.

Java javac
Program t

certifier

Verified
JVM
bytecode

Certificate

Untrusted | wvvw

Trusted
JVM

bytecode

checker execution

Figure 1.2: Lightweight bytecode verification.
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of jump target type-annotations to accompany the method. At the execution platform, lightweight
verification then proceeds with a checker step, which consists in checking that the accompanying
type annotations actually are sufficient to guarantee, in one straight code pass, that the received
method code is type safe at the execution platform.

The lightweight technique exploits the theoretical observation that Sun’s standard Java byte-
code verifier implements a fixed point iteration over all possible execution paths (or traces) in some
method code. (To be precise, the verifier is officially specified as a data-flow algorithm which in
turn can be seen as a realization of a fixed point iteration strategy.) Something which implies that
Sun’s standard bytecode verifier algorithm consumes scratch memory space which is proportional
to the size of the code [29, §4.9.2], [58, 59].

The factor which makes lightweight verification feasible for ressource-constrained platforms is
the way that scratch memory space consumption is generally reduced in relation to standard byte-
code verification: for a standard bytecode verifier, the verification of a method will build internal
data structures described to be of size proportional to the code size [58, §5.3]. For the lightweight
technique, the memory consumption during method verification is given in terms of a certificate
size space and a pending constraints space. We shall show that these have size proportional to the
number of reverse and forward jump targets (or “labels”), respectively, in the worst case. Specif-
ically for Jave Cards (and other embedded platforms) [9, 53, 57], the constraint space, consumed
by standard bytecode verification, must all be updateable and thus stored in scratch memory. In
contrast to this, the lightweight technique’s certificate is static and can be stored in flash memory?
(along with the method bytecode) and only the pending constraints need to be stored in scratch
memory.

The general idea, to stage bytecode verification with respect to the jump targets in the code, was
outlined by the author [46, 47, Chapter 6], but never formalized up until this thesis work. A pre-
liminary formalization was proposed in collaboration with K. H. Rose [48], which has later been
mechanically verified to be correct by Klein and Nipkow [23]. The general lightweight verification
idea [46, 47, Chapter 6] was subsequently implemented by Sheng Liang at Sun Microsystems as
the foundation for KVM, the K-Virtual Machine’s “preverifier” and “stackmap” attribute [58, 59,
personal communication]. The “preverifier” realizes the idea of the certification step, which es-
tablishes the certificate as type annotations at jump targets, given by the “stackmap” attribute. In
this respect, Sun has modified the class file standard for the K-Virtual Machine to encompass a
“stackmap” attribute, which today allows a class file to hold a method certificate. The lightweight
verification formalization proposed in this thesis goes further than the above in formalizing essen-
tial parts of the JVM instruction set, and proves them to provide the same type safety properties as
standard verification on that subset. Specifically, it goes further in reducing the size of the certifi-
cate as it was adopted by the KVM verifier (in a non-trivial way), and it goes further in showing
how it generalizes the “on-card verifier” approach, recently proposed by Leroy [27], on our JVM
subset.

In Chapter 8, we show that

o if the certificate contains type annotations for every jump target in the method code, then the
lightweight verifier technique works as in the KVM verifier, but

2“Flash memory” is persistent memory, which can be read byte-wise, but only written to as a block of continuous
data.
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e if the code constraints of Leroy are imposed, i.e., all local variables are initialized before
any jumps, with no type changes throughout, and the stack being empty before statements,
then the certificate is reduced to information about backward jump targets, which again is
assumed to be available by Leroy’s algorithm. Thus, in this case there is no need for a
certificate.

In order to provide the formal framework for presenting the lightweight verification idea and
for showing the trust relation in the latter case, we present a formalization of standard bytecode ver-
ification in Chapter 4, based on the official verifier specification [29, 30]. To enhance the overview
of the formal arguments, we have intended to keep down the complexity of such presentation by
only formalizing a JVM subset. The subset has been selected and formalized in Chapter 3 to sup-
port an important subset of object-oriented features, notably those which has to do with jumps and
abrupt code execution behaviour. The subset extends the one which has been considered in an
earlier formalization of standard bytecode verification [47, Section 4.4] by the inclusion of several
new aspects of the JVM, notably:

e One-dimensional array of integer and reference type.
e Exception raising and handling.

The actual lightweight verification formalization, which is original work to the thesis, is presented
in two parts:

e lightweight certification, and

o lightweight checking, or simply, by abuse of notation, lightweight verification , as given in
Chapter 6 and Chapter 5:.

The former shows how a lightweight bytecode verification certificate can be constructed from the
type information gathered during a standard bytecode verification procedure, the latter shows how
a method code is checked with a given certificate.

Based on the checker and verifier semantics, we state our main theorem, which formally shows
that the lightweight technique provides the same type safety guarantees as a standard bytecode
verifier. An important consequence is that the tecnique is tamper-proof: it is impossible to con-
struct or modify a certificate to make the lightweight bytecode verifier accept bytecode that would
not be accepted by the standard verifier.

In order to state a “proof of concept” for our formalized lightweight verification algorithm,
we have implemented the lightweight bytecode verifier from Chapter 5, as a Java program which
permits the lightweight verification of “real” Java . class files (as long as the implementation does
not use JVM features outside our subset). The program uses Markus Dahm’s BCEL [12] to access
.class files, but is otherwise an original contribution to the thesis. We present the documented
Java code of the lightweight verifier with “the user’s manual” in Chapter 7.

Finally, at the end of the thesis, we have looked into the area of making dynamic type checks
static in the context of small-resourced execution platforms. A study over permission types is
presented in Chapter 9 in terms of an independent publication with K. H. Rose [49]. The paper
proposes how the Java class file format could be slightly modified to include further static type
information, allowing a bytecode verifier to check field access rights.
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1.2 Motivation

Over the last years, there has been an increasing demand for generalizing the programming capabil-
ity of small, independent, network-connected devices such as smart cards, point-of-sale terminals,
PDAs, and set-top boxes, featuring an on-device microprocessor. Specifically with an interest in
downloading foreign code onto those devices. The Java platform seems ideally suited for this task,
as Java, and its predecessor Oak, were originally developed with just this type of deployment in
mind [36, 41, 55]. The original prototype device included a verifier to provide safe program execu-
tion that did not need to trust the foreign code provider. For various reasons, the prototype failed in
performance, but the idea survived in terms of a Java platform with an integrated abstract machine
model (the JVM?) at which security issues could be addressed independently of the underlying ex-
ecution platform, and independently of the code provider. Thus perfect for downloading arbitrary
code from the Internet (that is a Java applet is loaded into a web browser.)

On the present Java execution platform, applet security is provided by the concept of “sand-
boxing” [60]. Sand-boxing, among other things, features bytecode verification, which provides
program type safety at the virtual machine level, without having to trust the code provider. Re-
cently, the Java platform was reorganized to include a variant which specifically focuses on small-
memory, ressource-constrained environments featuring an on-device microprocessor [56, 57, 59].
The general problem of porting the existing sand-box technology onto sparsely resourced plat-
forms, has specifically been the requirements for expensive memory. (For details on memory types
we refer to Definition 1.3.7.) Bytecode verification, in particular, has traditionally been specified
as a complex data-flow algorithm, which must store a set of static Java types for each (virtual)
instruction of the method code being verified [29, 30, §4.9]. Even though some intermediate op-
timizations may be obtained in each method case, the complexity of the problem does dictate the
general space performance.

Observation 1.2.1. A Java bytecode verifier, as officially described by Lindholm and Yellin, is
specified to consume ‘“‘scratch” memory which is proportional to the size of the method bytecode.
By “scratch” we understand that each individual byte in the memory is addressable, i.e., can be sep-
arately read from or written to.(For further details on memory types we refer to Definition 1.3.7.)

In the rest of this thesis, we shall denote any bytecode verifier with the described memory
performance as “standard”.

Definition 1.2.2 (Standard Bytecode Verification). By a “standard bytecode verifier”’, we mean
any verifier algorithm, code, or verifier formalization, which adheres to the official verifier specifi-
cation as described by Lindholm and Yellin [29, 30]

Remark 1.2.3. Even though the official 1999 specification [30] slightly extends the 1996 specifi-
cation [29], they do not differ on the discussed instruction set.

Figure 1.1 on page 10, illustrates where standard bytecode verification is traditionally sched-
uled along a Java class file transfer over an untrusted network, in order to ensure Java safety at the
code destination platform.

3«JVM” is an abbreviation for “Java Virtual Machine”.
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When the present study began, it was in fact not obvious how to provide for bytecode safety on
a resource-constrained code destination platform without depending on the approval from a third
party, as is normally an announced strength of operating on an execution-independent level as the
JVM . At that time, two conceptually different approaches were known, in some cases, to prevent
safety and security violations at the code destination platform from foreign code, downloaded
from an untrusted network: cryptography, or proof carrying code [37, 38]. Whereas a classic,
cryptography-based approach was accessible for Java through digital signatures [60], the proof
carrying code approach still remained unexplored with respect to Java. In order to evaluate these
approaches, we begin by a comparison of the more significant virtues and drawbacks.

(Public key) cryptography. Techniques which implement this concept work by storing a “key”
at the execution platform, distributed by a trusted party [5]. We list some pros and cons of the
cryptographic approach:

e well-defined technology, already available for Java in terms of “digital signatures” [60],

e guarantees that the code is literally identical to the code which was sent off by the trusted
party, however,

e the code consumer must trust an external party (the key provider),

e the number of keys to store has a tendency to grow, which is problematic on sparsely re-
sourced devices, as keys generally take up significant space (for further examples, Anderson
elaborates thoroughly on the problematic issue in a paper from 1994 [4]), and finally,

e the trust-relation between code consumer and code provider creates a single point of failure
system. Whenever a device receives code which is widely distributed, it is an unfortunate
situation when the device producer and the code provider do not necessarily trust the same
sources (or each other). In banking, e.g., this is the frequent case when credit cards are issued
by one bank, whereas code is produced and encrypted by a competing bank.

Remark 1.2.4 (Digital signatures). Java today possesses the possibility to perform a checksum-
based (public key) encryption of documents in terms of digital signatures of applet [31, p.146].
However, this does not avoid the other inconveniences which have been listed above.

Proof-carrying code (PCC). Implementations of this concept, which was first launched by Nec-
ula and Lee in 1996 [38], allows untrusted code to be statically verified as safe* prior to execution,
in the case where safe behavior can be logically defined and automatically verified. PCC works
by the definition of a “security policy” expressed as a logical (type) system of decidable program
safety properties. Thus, for a correct program, an additional formal prove (typing) can be con-
structed upon code transfer time, such that it can be mechanically decided whether the program
adheres to the adopted policy or not at the code receiving platform. We list some pros and cons of
the PCC approach:

“By the term safe program behavior, we understand behavior which does not allow access to private files/data, to
overwrite important files/data, to access unauthorized resources, etc.
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e The code consumer only has to trust it’s own, internal security policy management.
e The checker component implements a decidable proof check at the code receiving platform.

e The design and implementation of PCC methods (that is the formal definition of a security
policy, proof generator, and mechanical proof checker) for different kinds of non-abstract
machine-code frameworks have already yielded interesting optimization results [38].

e The number of transfered bytes will increase with a certificate.

e PCC methods only ensure that the code does not circumvent the code consumer’s security
policy. However, it does not ensure that the received code is identical to the code which was
sent off.

e It is crucial that the proof producer and the code consumer have integrated the same safety
policy in order for a correct program to be accepted. Thus, if the code emitter mistakenly
sends an accompanying proof based upon a different (non-compatible) safety policy, the
code will not get accepted, even in those cases where the program would have been safe to
execute.

e In all existing descriptions of PCC, an operational semantics for the execution platform has
been fully specified in a decidable, logical form such that safety properties can be specified,
i.e., defining a “Curry-Howard™> style correspondence between the type system defined by
the operational semantics and a generic logic. For object-oriented languages with sub-typing,
such a correspondence is presently not known.

The first of the listed PCC arguments is a very strong one, if PCC should be sought applied for
small, independent systems. By dealing with safety or security issues directly on these platforms,
we simply obtain the ultimate protection against flaws in that no further trust relations are involved.
This is in particular desirable for small Java platforms such as certain Java banking cards or mil-
itary Java processing devices, where even a minimal risk of flaws may have fatal consequences.
The second and third of the listed arguments are highly interesting, as a PCC checker component
generally performs a simple, decidable type check of the transferred code, in order to proof that
it meets given security measures at the execution platform. Clearly, if a PCC checker could be
defined to ensure bytecode safety, it would be very likely to have a better space performance than
a standard bytecode verifier, and thus make bytecode safety verification feasible for small devices.
The fourth of the listed PCC arguments questions the applicability of PCC for space restricted
platforms, as the number of bytes to be stored at the destination would increase if a PCC certificate
became attached. We notice, however, that a PCC certificate doesn’t have to be stored in scratch
memory, as it only has to be addressable for reading. In comparison, the number of cryptographic
keys which may need to be stored would have a tendency to grow with the amount of trust relations
to maintain. (Even though such keys only have to be read, and as such can be stored on the same
kind of “cheap” memory as PCC certificates, they generally do take up significant space.) The fifth
argument states that whereas a cryptographic approach assures that the transmitted (bytecode safe)

A “Curry-Howard” correspondence guarantees the existence of an isomorphism between a formal type system
and a formal logic.
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code remains literally identical, PCC makes a weaker assumption in that only the safety aspects of
the received code would be evaluated. The last of the listed PCC arguments, however, questions
the applicability of PCC, as it is presented by Necula and Lee [38], to ensure Java bytecode safety.
As mentioned, the problem is that no one has yet found a way to specify an object logic which
corresponds to the type systems of object oriented languages. We have,

Observation 1.2.5. The PCC methodology is not directly applicable for bytecode verification.

If an alternative deduction system to specify bytecode safety can be found, though, we may gain
some of the discussed virtues of PCC, in particular that bytecode verification is assured directly
on the code destination platform, without the involvement of a third party. This, however, will
also require a reformulation of the certificate and checker concepts. Thus, instead of defining a
certificate as a formal proof for some Java type safety policy, we simply look for a way to enrich
the bytecode sufficiently, such that the complexity of the standard bytecode verification algorithm
is reduced satisfactory. Finally, we will have to require that the simplified algorithm assures that
bytecode type safety cannot be circumvented at the destination platform, if either unsafe code is
received, or an inappropriate certificate enrichment is received. Hence, inspired by PCC, we will
adopt the terminology of a “‘checker” for a simplified algorithm which makes use of enriched code,
and a “certificate” for the actual code enrichment, provided that bytecode type safety cannot be
circumvented at the code destination platform.

Generally we have, that for “small”, i.e., sparsely resourced code destination platforms for
transmitted code, a certificate will only need to be stored for reading, which requires relatively
cheap memory (flash) as opposed to bitwise read/write memory types (scratch). A checker, how-
ever, will need regular read/write types of memory (scratch), just as any standard bytecode verifier
algorithm, in order to store temporary data structures. (For a detailed explanation of the different
memory types, we refer to Definition 1.3.7.) These considerations lead to the following important
observation.

Observation 1.2.6 (Bytecode verification portability.). Assume that a bytecode-safety checker
algorithm can be designed so that it has a simplified memory space complexity, without circum-
vention of type safety at the code destination platform. Then it is feasible that bytecode verification
can be ported to a small platform.

1.3 Approach

When this study began, only Java 1.1 was yet released. In this thesis, we only consider Java
bytecode type safety for Java 1.1 (thus not any of the additional features of Java 2 (1.2))

In order to provide the best proofs of concepts, we intend to primarily take a formal approach
when re-designing the standard bytecode verifier for small platforms. As argued in relation to
Observation 1.2.5, no general type-logic has been defined for object oriented languages. Instead,
we propose to apply the general idea of PCC in defining a formal proof system in which bytecode
type safety can be evaluated. Others have specified bytecode safety formally, when defining a static
semantics for bytecode verification [7, 51]. Thus, by taking an operational approach to formalizing
bytecode safety, we may not only profit form work done by others, but we obtain the deducted “type
safety proofs” become stepwise specified. However, since we wish to reason over complete proofs,
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we will adopt a “big step” approach as opposed to current bytecode verification specifications. By
choosing Natural Semantics as our specification formalism, we obtain all of the above [14, 22, 34].
Consequently, bytecode verification becomes specified as logical type judgments where the type
terms are given as members of algebraic sorts [63].

In order to begin a formalization of bytecode verification, we notice that this concept assures
JVM type safety per method. Therefore we reformulate Milner’s original definition® [33] of pro-
gram type safety for JVM methods. Here, as a pseudo-formal, natural semantics judgment.

Definition 1.3.1 (JVM Type Safety). Let a JVM method be given by the bytecode sequence
component C within a static JVM, compile-time type environment E . Furthermore, let X denote a
well-typed sequence of arguments to that method. Then the following implication must hold:

E Fyym Cis well-typed = VX : C(X) runs without type errors.

which reads: when a method bytecode component C bytecode verifies within the static JVM
compile-time type environment E, then C will run without type-errors on any well-typed argument
sequence X.

Remark 1.3.2. We notice that by a well-typed method argument sequence X, we understand a
sequence of arguments which matches the declared number, and the declared types. (The argument
run-time types must be assignment compatible with the declared types [30, §2.5].) By the static
method type environment E, we must refer to those statically typed JVM components which may
affect the method’s well-typedness, e.g., the class hierarchy, and reference to the current class.

The challenge is to formally express what it means for a method bytecode sequence to be
statically “well-typed”. In Lindholm and Yellin’s description of Java bytecode type safety, the
concept is specified by the existence of a set of (compile-time) Java types for all local variables
and operand stack elements at each program (method) step, such that regardless of the control
flow, no type constraints are violated [30, §4.9]. Theoretically, this corresponds to the existence
of a fixed point’ on the sets of local variable and operand stack types which are associated to each
method execution point, in the sense that the type-annotation set will satisfy all (compile-time)
type constraints that the application of any potential execution path can enforce. In Lindholm and
Yellin’s description of the Java (standard) bytecode verifier, it is specified by a data-flow algorithm,
which in turn may be seen as a realization of some fixed point type-iteration strategy (over all
method execution paths/traces.) [30, §4.9.1]. (The equivalent theoretical view of this is to consider
standard bytecode verification as an abstract interpretation over the set of Java types [11].) It is
very important to notice, however, that Java bytecode type safety does not depend on the existence
of a minimal (or maximal), iterated fixed point (with respect to the JVM?® type-domain), but on the
existence of some fixed point. The specification merely suggests that if the code is safe to execute,
a fixed point will eventually be found by an adequate strategy. (An equivalent view is to say that if
a set of type-annotations can be constructed by the abstract (compile-time) type analysis, then the
code is well-typed/safe to execute.) The discussion leads to the following, important consideration.

The type safety principle was originally formulated by Milner in terms of the famous phrase: “Well-typed pro-
grams cannot go wrong”.

7An element x of a function f’s domain is a “fixed point” if f(x) = x.

8 At the JVM level, a few Java types are not present, e.g., booleans, which are compiled into integers.
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Observation 1.3.3 (Type safety condition). We recall that method bytecode is regarded as type
safe, if we can statically type-annotate the operand stack elements and the local variable table
elements at each program point in the code, such that the instruction’s type constraints are not
broken [30, §4.9]. Thus, the existence of such a set of type annotations is in itself sufficient to state
that the method code is type safe.

Where we by “program point” refer to the relative byte position of each instruction in the
method bytecode.

In connection with Observation 1.2.6, we discussed the possibility of defining an appropriate
way to enrich network transmitted bytecode (by a “certificate”), such that type safety issues can
be addressed in a space efficient way at the execution platform (by a “checker”). Three important
properties have to be addressed in order to validate the approach.

Space efficiency A “checker” should run more space efficient on enriched bytecode than a stan-
dard bytecode verifier can run on “plain” bytecode, in order to be feasible on a space-limited
platform.

Type safety guarantee We expect the same type safety guarantees from running a “checker” as
from running a standard bytecode verifier.

Certificate size A ‘“certificate” must have an appropriate size compared to the associated byte-
code, or the improved space-performance may be contradicted.

In order to obtain a reduction of the standard verifier’s space complexity, we have to analyze
what causes the excessive need for space. Hardly surprising, it is the control flow branches in
the code, caused by, e.g., a jump instruction, a jump subroutine instruction, an abrupt instruction,
or (exception) throw instruction. which forces the data-flow analysis to perform another type-
iteration over the code. In the general case, the standard verifier performs as a type-reconstructor
which at each program point reconstructs a set of type annotations which obey the constraints
which the code imposes for each new type-iteration. Since it is generally unpredictable where
these instructions appear or where there eventual confluence target will be, the data-flow analyzer
has to maintain a set of temporary type-annotations for each program point in the code until no
subsequent control-flow branches add any changes to the type annotation set (theoretically, a fixed
point is then reached over the set of type-annotations.).

An attractive guess for a certificate is to register only those type-annotations which are the result
of diverting control-flow paths, and therefore cannot be straight forwardly evaluated. Based on the
assumption that the strategy by which we verify the possible execution paths does not influence
on the ability to decide on bytecode type safety, we suggest that type safety can be successively
decided in each program point by checking the certificate type constraints, and by checking the type
constraints imposed by the instruction at the previous program point. This strategy only requires
one straight pass through the code, thus with a reduced space-complexity with respect to standard
verification.

In our setting we initially imagine that method code can be standard verified at a “larger” code-
provider platform. We imagine that this can be exploited when a standard verifier performs suc-
cessfully, to process the resulting type solution set, a fixed point for the diverting type constraints
in the code, to select an “appropriate” subset and transform them into a certificate. We believe that
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such a certificate can be created in such a way that it provides the same safety guarantees when
checked against the code at the destination platform, as standard bytecode verification.

Definition 1.3.4 (Java Lightweight Verification Concepts). We will specify a type safety checker
as the “lightweight verifier”, or “checker” . The processed type-annotation subset is called the
“certificate”, and finally, the selection and processing component for the “certifier”, or “certificate
generator”.

In Figure 1.2 on page 10, we illustrated where these components are scheduled for a Java class
transmission over an untrusted network.

Notation 1.3.5. We allow the term "lightweight verifier” instead of “lightweight checker”. When-
ever the meaning is clear from the context, we will furthermore, by slight abuse of notation, use
“lightweight verification” to denote the process of code certification, code enrichment, and code
checking, for a successfully bytecode verified method.

The previous discussions lead to a specification of the semantical form for a type safety judge-
ment, as used in the type safety definition.

Notation 1.3.6. Method bytecode type-safety will be specified as natural semantics judgments of
the shape:

(1.3.6a) “environment” = “method” , “typeannotations”

Specifically, we shall label the turn-style with the relevant semantical signification, i.e., -, for
standard bytecode verification, -, for lightweight bytecode verification (“‘checker”), and . for
lightweight bytecode certification, when needed to resolve any ambiguities.

We will consolidate the concept of lightweight verification, both formally and practically, in
addressing the following matters:

Semantical correctness of standard bytecode verification semantics has to be established, as it
serves as our formal basis for proving formal correctness for the lightweight semantics. The
proof requires the specification of the dynamic semantics of JVM, together with an abstrac-
tion function and a realization function, formally showing that the semantics commute. °(For
further details we refer to work by Cousot and Cousot [11], Despeyroux [14],and Nielson
and Hankin [39].) As such proofs have already been thoroughly studied by others [45], and
as the focus of the thesis is merely to present the improved bytecode verification technique,
we will side-step such a formal correctness proof. We will, however, relate the static JVM se-
mantic judgments on the fly to the official, operational description of the dynamic instruction
behavior to provide for an intuitive understanding [30].

Tamper proof In order to ensure that lightweight verification does not introduce any security
flaws, we must specifically prove that the lightweight bytecode verification technique is
“tamper-proof”. By “tamper-proof” we mean that one cannot break the safety guarantee
that the checker provides at the execution platform, by “clever” crafting of a certificate or
inverting the bytecode (or both).

°Two semantics commute when it is possible to define an abstraction function & and a realization function y
between the semantics such that «oy <id and yoa <id.
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Proof of Concept We will investigate whether the lightweight formalization is practically feasible
by implementation of a prototype of the checker component. A prototype which can run on
“real” “.class” Java class files.

We will subsequently comment on the memory model, notably the different memory kinds
which are feasible at the sparsely resourced, code destination platform.

Definition 1.3.7 (Memory Model). Since our general aim is to make lightweight verification feasi-
ble for smart cards, we assume a memory model which consists of two types: fast scratch memory,
and slow flash memory, ROM, or EEPROM [9]. For our convenience, we shall briefly characterize
each of these.

Scratch memory: General name for the part of the RAM which has the highest flexibility and
permits read and write operations on individual bytes but the contents is lost when power is
removed. Quite expensive, thus typically available in the range of a few thousand bytes on
smart cards.

Flash memory: Persistent memory which can be read byte-wise, but only written to in large
blocks of continuous data. Rather inexpensive, thus comes typically in a range of thirty
to a hundred thousand bytes on smart cards.

ROM: Read-Only Memory that is created when the circuit is first manufactured. Early smart cards
contained typically sixteen thousand bytes of ROM used for completely constant system
programs and data, but this has become obsolete by the use of Flash memory even for system
data (so it can be updated), except for the simplest cards produced in high volume.

EEPROM: “Electrically Eraseable Read Only Memory” ROM that can be rewritten a limited
number of times using a special but very slow process. Obsoleted by flash memory.

In the rest of the thesis, we will draw our conclusions based on flash memory, because it
is the most common type of “slow memory” on smart cards, as well as the normal Java Card
technology procedure for heap allocation on smart cards, which permit the objects to be stored as
either persistent objects in the flash memory, or transient objects in schratch memory [9].

Observation 1.3.7a. Clearly, the transferred method bytecode and lightweight certificate should
be placed in flash memory, as these components need to be written once (upon receipt) and read
(bitwise), during lightweight verification. Runtime data and other dynamic structures which uses
the object heap, however, may exploit the organization of a heap into persistent and transient
objects, to reduce the need for scratch memory.

Finally, we present a Java source program which shall serve as our canonical example through-
out the thesis. The program is made up for an imaginary situation where the compiled bytecode is
downloaded onto a (Java) credit card from an external platform.

Example 1.3.8 (Checksum Computation). Assume that an algorithm is needed on a (Java) credit
card to compute a checksum, based on the credit card number, and that it has to be externally
downloaded. Specifically, we imagine the credit card number to be hard-coded on the credit card
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together with methods to set and retrieve it, as part of some “credit card” package. The actual
checksum definition is naturally hard-coded on the credit card as an abstract class, part of some
“down-loadable” package. The downloaded checksum algorithm must be implemented as a non-
abstract subclass (part of the “down-loadable” package), which implements the cksum method,
and hence respects the abstracted type description. (A selection which already provides a certain
level of security.) In Figure 1.3, we show an example of an implementation of such an algorithm
in terms of the Euclidean “greatest common divisor”. Also, we expose the class which realizes
the getter-method to fetch the hard-coded credit card number. (Notice, that we imagine the actual
initialization of the credit card to be performed once and for all within a secured environment when
the card is released.) The resulting CrCardRd object, which contains the credit card number, will
thus reside on the persistent heap.

UnsetCrCard, Abort: define the exceptions to be raised if an error occurs.

class UnsetCrCard extends Exception {}
class Abort extends Exception {}

CrCardRd: contains and yields the credit card number.

class CrCardRd {
int it; // credit card number or O if uninitialized
public int getlt() throws UnsetCrCard {
if (it == 0) throw new UnsetCrCard();
return it;

}
}

CkSum: subclasses of this abstract class will calculate an integer checksum based on the credit
card number.

abstract class CkSum {
abstract public int cksum(CrCardRd ccnum);

}

Gedl1: calculates the greatest common divisor of a credit card number, with 11 as divisor. The
program is shown separately in Figure 1.3.

1.4 Overview

In this section, we present the overall structure the rest of the thesis. We notice, that a listing of the
main contributions already has been given in Section 1.1, and that we in Example 1.3.8 presented
the canonical example of this thesis.

We begin, in Chapter 2, with an explanation of notational conventions and symbols which
are applied in definitions and specifications, together with a re-statement of some theoretical key-
concepts upon which this work is based. In Chapter 3, we discuss how we have selected our
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class Ged11 implements CkSum {

public int cksum(CrCardRd ccnum) throws Abort {
int x;
try {
x = ccnum.getlt();
} catch (UnsetCrCard e) {
throw new Abort();
}

inty=11;

while (true) {
intz=x—y;
if(z>0){x=2}
else if (z == 0) { return x; }
else{z=x;x=y;y=12}

Figure 1.3: The cksum() source program.

representative JVM instruction subset, we account for which features are not encompassed. We
discuss and formalize the notion of a static verification context, and we informally summarize the
officially specified instruction behaviour along with their syntactical formalizations. In Chapter 4,
we present the semantics of standard bytecode verification. We discuss our formalization approach
to type safety for the JVM, which leads to the definition of a JVM type safety lattice on which
our verification semantics are based. Then we formalize standard bytecode verification as a type
safety checker with respect to a supposed type solution set. Our formalization of static instruction
verification, is based on the official specification, which we use as our reference throughout the
presentations. In Chapter 5, we present the formal semantics of lightweight bytecode verification.
We discuss the lightweight idea and a formal strategy for its realization. The technique is finally
specified as a type safety checker semantics with respect to a type certificate. In Chapter 6, we
present the formal semantics of lightweight certification. In particular we discuss and define what
to understand by a lightweight type certificate. The certifier is then specified as a certificate gener-
ating type safety checker with respect to a supposed type solution set. In Theorem 6.1.1, we finally
formulate and prove that lightweight bytecode verification provides the same safety guarantees
as standard bytecode verification. Finally, we draw the conclusion that lightweight verification is
tamper proof in that no “false” certificate can be invented which makes type unsafe code pass the
lightweight verifier. In Chapter 7, we present a prototype implementation of the lightweight veri-
fier. The implementation can run on “real” “.class” Java class files with handcoded certificates. The
implementation is completed with a user manual. Finally, some example programs are presented.
In Chapter 8, we compare lightweight verification with the “on-card” algorithm by Xavier Leroy,
and with Sun’s KVM bytecode verifier. For each of these algorithms, we study how the lightweight
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verifier technique coincide, when we impose the same assumptions as in those cases. In Chapter 9,
we present an article on how to statically perform access-modifier check, which today are done
at runtime, by a small addition of compile-time information. In Chapter 10, we finally conclude
over the obtained results. In particular, we relate the work to other, similar studies, and we discuss
the importance and the future perspectives of the thesis. Finally we notice Appendix A, which
largely contains examples of hand-unfolded verification proofs for a canonical JVM programming
example, as well as example-runs with the lightweight verification implementation.



Chapter 2

Preliminaries

This chapter enumerates the way we use standard formal notations and definitions in the thesis.
We present several standard results from the literature without proof.

2.1 Basic Set Operations

The following basic operations are used. (Some examples are used and explained in the following
sections.)

Definition 2.1.1 (Boolean Logic). We use usual boolean logic operators: if a and b are boolean
expressions then a /A b is the logical and of the two, a V' b is the inclusive logical or of the two.
a = b is the logical implication of b from a, a & b is true if a and b are logically equivalent
(sometimes written “iff”’), and —a is true if a is false. Furthermore, Vx,p(x) : q(x) is true if all
x satisfying the predicate p(x) also satisfy the predicate q(x), Ix,p(x) : q(x) is true if some x
satisfying the predicate p(x) also satisfy the predicate q(x), and 3! x,p(x) : q(x) is true if exactly
one x satisfying the predicate p(x) also satisfies the predicate q(x); in all three cases x may denote
more than a single variable and we abbreviate “x,p(x)” to just “p(x)” if the identity of x is obvious.

Definition 2.1.2 (Sets). We use basic set notation: {e7, ez, ...} denotes the set containing the mem-
bers e, e, efc., e € S is true if e is a member of the set S, {f(e) | p(e)} denotes the set con-
taining the members generated by the expression f(e) for each e that satisfies the predicate test
p(e), S1US, denotes {e|ee€ S1Vee Sy}, S1NS;, denotes {e| e € Sy Ae e Sy}, S1\S, denotes
{eleeS1Ae¢S;}, and 0 is the empty set {}. The subset test S; C S istrue whenVe € S1:e € S5,
sets are equal S;1 =S, when S C S, AS1 D S, and S; C Sy if S C S, A—(S1 2 S,). Finally,
P(S) is the “power set” of subsets {S’ | S’ C S}.

Definition 2.1.3 (Integers). We use the usual set of natural numbers n € N ={0,1,2,...} and
integers Z ={...,—1,0,1,2,...} with the usual arithmetic and comparison operations.

2.2 Sorts and Structures

In order to specify the signature of operators and composite structures we declare sorts using the
following algebraic conventions [32, 63, 50].

24
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Definition 2.2.1 (Sorts Declarations). A component of a structure is defined by declarations such
as

(2.2.1a) v € Sort Definition

which declares v as the “sort metavariable” for the sort Sort with a carrier set defined by the
Definition.

The Definition is either “=" followed by a simple set, or “::=" followed by a BNF-style struc-
tural definition (where ::= reads “has the structure” and | denotes a choice between structures,
each written as an example value using metavariables of the appropriate sorts for the inductively
included sorts).

Structural definitions imply the operator signature of the involved operators.

Example 2.2.2. The following two definitional equations occur in the thesis:

(3.2.2b) FREF € FieldRef ::= fieldref(CID, ID, T)
(3.2.6a) M € Method = MethSig x ReturnType x ExcAtt x CodeAtt

These specify the following points:

e FREF, FREF/, FREFﬁe“ o» efc., are metavariables denoting objects of sort FieldRef.

e Elements of the FieldRef sort can be constructed by the fieldref operator with the signature
Classldent x Ident x Type — FieldRef (derived from the fact that the metavariables CID, ID,
and T have those respective types as can be verified through the index.)

e M is a metavariable denoting an object of sort Method whereever it occurs.

e The Method sort contains quadruples of the form (MSIG,RT,EA,CA) as the metavariables
MSIG, RT, EA, and CA, denote members of the sorts MethSig, ReturnType, ExcAtt, and
CodeAtt, respectively.

Definition 2.2.3 (Tuples and Sequences). We use (ej,...,eq) to denote the n-tuple of the el-
ements ey through e,. For sets S, ..., Sp, S x--- xSy, and H?:] S; both denote the set of
tuples {(e1,...,en) | €1 € SyA---Aeq € Sp}. S™ is a shorthand for [, S, and S* denotes

% s (IT,S), and the special symbol € denotes the empty sequence () € S° for any S. Tuple
concatenation is denoted s1 - s2; by abuse of notation we will write € - s and s - € for s, as well as e
instead of (e), when this is unambiguous

Definition 2.2.4 (Functions). f € A — B denotes that f is a total function mapping each member
x of the “domain” set Dom(f) = A to an element of the “range” or “codomain” Co(f) = B denoted

f(x). Functions can also be written as the set of their simple mappings {x; — f(x1),...,Xn —
f(xn)}or {x; — f(xi) |1 €{1,...,n}}. In case the function domain is implied then we also allow
functions to be defined by a case list like
iy
Yy otherwise

Finally, f € A P2, B denotes that f is a partial function mapping just some of the elements of A
into elements of B.
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2.3 Orders

This section explains our use of partial orders [63, 50].

Definition 2.3.1 (Partial Ordering). A relation (C) is a subset of S x S with the special notational
convention that we write x C y for (x,y) € (C). Furthermore, L is a partial order if it is reflexive:
Vx € S :x C x, antisymmetric: Vx,y € S: (x CTy/Avy C x) = x =y, and transitive: Vx,y,z € S:
(xCyAyLCz)=xLCz

Definition 2.3.2 (Partially Ordered Sets). We will assume that every set S is equipped with a
partial ordering Cg. Unless an ordering is explicitly specified for the set a set is assumed equipped
with member equality corresponding to the “flat” partial ordering.

Some generic derived sets are equipped with special partial orders (it is easily seen that they
are, indeed, partial orders):

1. Given S is equipped with the partial order Cg. S is the set S lifted to contain the special new
element | g and be equipped with the partial order defined by x Cy iff x = LsVx Cg y.

2. Given S is equipped with the partial order Cs. S is the set S sunk to contain the special new
element Ts and be equipped with the partial order defined by x Cy iff x CsyVy = Ts.

3. Given sets S and S; equipped with the partial orders = and C;, respectively. Then S7 x S;
is equipped with the pointwise partial ordering C defined by (x1,%2) T (y2,y2) if x1 Cs,
y1/Axz2 s, ya.

4. Given sets A and B where B is equipped with the partial order Cg. Then A — B is equipped
with the function ordering C defined for f;,f, € A > B by fi C fy iff Va € A: fj(a) Cg

fa(a).
When clear from the context we omit the subscript in each case.

Definition 2.3.3 (Join and Meet). The following operators are defined on sets with a partial or-
der C:

1. xUy is the join (or greatest lower bound) of the elements x,y € S defined, if it exists, as the
ze€SsuchthatxCz,yCz,andVveS: (xCvAYyLCv)=zCv.

2. x[y is the meet (or least upper bound) of the elements x,y € S defined, if it exists, as the
ze€SsuchthatzCx,zCy,andVveS: (vExAvCy)=vLCz

We shall use similar rotated symbols for other orderings, e.g., the intersection N is the “meet” of
the usual C subset relation.

Definition 2.3.4 (Lattice). A set S equipped with the partial order C is a lattice if, for all x,y € S,
both x LIy and x My exist and are members of S. If only U (') exists then it is an upper (lower)
semi-lattice; in each case it is complete if every subset S’ C S has a unique | | g X and/or [ ], g
in S (as appropriate).
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Proposition 2.3.5 (Preservation of Lattice Property). When the constituent partial orders have
a lattice property then all the derived sets constructed in Definitions 2.3.2 have the (same) lattice

property.

Proposition 2.3.6 (Completion of semicomplete lattice). If S with C is a complete lower semi-
lattice with a greatest element then it is a complete lattice.

Example 2.3.7 (Partially Ordered Sets). N is equipped with the flat partial ordering =. N I isa
lattice since all members are less than T and larger than | so njMmn; and nj Ln; always exist,
respectively; similarly NI X NI is also a lattice since there all members are less than (T, T) and
larger than (L, 1).

Notation 2.3.8 (Function Meet and Join). The meet (LJ) and join (') of functions is only defined
for functions of the same sort A — B. Forf € A — B, a € A, and b € B we define the following
special function abbreviations:

N f(a)Mb  ifa’=a
(2.3.8a) (fr{a—b})(a’) = {f(a’) otherwise
"o fl(a)Ub ifa’=a
(2.3.8b) (fifa = bhla) = {f(a') otherwise

2.4 Inference Systems

We shall use structural operational semantics [44] with inference rules in the “big step” style used
for static semantics in natural semantics [ 14, 22] and for the static semantics of Standard ML [34].

Definition 2.4.1 (Judgments). A judgment is a formula defined by inference rules. The judgment
signature defining the signature of well-formed judgments is given in a box. An inference rule

premise; --- premise;

. (Rule) where side conditions

conclusion
Specifies that a proof of each of the judgments premise; through premise; constitute a proof of the
conclusion judgment provided the side conditions all hold. The tree obtained by matching premise
judgments with the (sub)proof of each is called a proof tree. Finally we remark that meta-variables
used in inference rule definitions are assumed locally bound for that rule but in actual proofs all
metavariables must be bound in the proof context.

Example 2.4.2. Definition 4.2.7 contains the judgment signature box

StdContext -y, Method, FrameTypeApprox

which formalizes that we must give inference rules for building proofs for a subset of the possible
combinations of judgment terms of the form I" -y, M, FTA with I', M, and FTA denoting members
of the sorts StdContext, Method, and FrameTypeApprox, respectively.
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The proof of Proposition 4.5.1 contains the fragment

(4.2.8b)

CHK - FTASK C FTEK (4.1.282) Qck -0, cck @ = ppsck
ek E Mok Frack

(2.4.22) (4.2.7a)

where all the ck-indexed metavariables as well as the subproof are defined in the proof
context.



Chapter 3

The Formal Verification Context

In Section 3.1, we discuss how to select a representative JVM instruction subset and how it is
formally presented. (We also include a brief, informal summary of these instruction’s runtime
semantics.) In Section 3.2 we discuss and specify a formal type context for bytecode verification
together with a formalization of a class file. In Section 3.3 we formalize the notion of a Java
subclass hierarchy, and in Section 3.4, we consider our canonical example.

3.1 The Machine Subset

We select a representative instruction subset for the Java 1.1, except for the jump routines as argued
below. This means that the additional features of Java 2 (1.2) such as inner classes and reflection,
will not be considered. The subset is chosen to represent all important type safety concerns, no-
tably non-trivial, object oriented language features. It is large enough to write meaningful pro-
grams, though small enough for the reader to maintain an overview throughout the formalizations.
Generally speaking, we have weighted the inclusion of instructions which support object features,
e.g., heap object creation and manipulation, instance method invocation, instance field access, and
control flow statements, e.g., jump statements, abrupt statements, and exception handling. We have
left out support for several language features, notably:

Jump subroutines given by the jsr instruction, has been shown to introduce many complications
in semantics and typing [52] yet are only intended to support the Java “try...finally”
construct so their use is in practice strikingly small; indeed a study by Freund [16] found full
unfolding of jsr to extend the average class file insignificantly, for example a mere 0.02%
for the JDK. Perhaps for that reason it is already common practice in some commercial
Java compilers to unfold these as part of normal compilation. Therefore, they will not be
encompassed by our formalizations.

Class methods, initializers and class fields are not supported. Even though the compile-time
type verification of initializers and class fields do not differ from the verification of instance
methods! and instance fields, they do require additional syntax to be included in our formal-
izations. They are, however, a trivial matter to add.

!Class methods and class initializers are syntactically simpler in that they do not contain the self-reference (this).
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Access modifiers and packages are not supported by our JVM subset since access modifiers are
not part of the type system but checked at link (or “resolution”) time; in Chapter 9, however,
we discuss how these checks could be added to the type system and thus the bytecode verifier.

Interfaces are not supported by our formalization, but are left for future work.

Dead code is not encompassed by our formalization. A relatively harmless restriction, as dead
code does not interfere with the execution of a program, and thus with bytecode verification.

The standard Java environment includes the java.lang package as a default. In our formal-
izations we have omitted packages. Instead we simply assume that the Object, Throwable,
Runtime and Exception classes are included in the bytecode verification environment with
their standard subclass relationship.

Before we proceed, we briefly comment on the type system at the JVM level.

Observation 3.1.1 (The JVM type system). Generally speaking, the Java type system at the
source level is the type system for which we evaluate bytecode type safety. There are, however, a
few differences which influence our type formalizations:

e First, the Java types “boolean” and “char” are not part of the JVM level type system, as they
are translated into integers. (Arrays of boolean and char are, however, allowed by the JVM.)

e Second, there is an insufficient mapping between the specification of multidimensional ar-
rays at the Java source level and that of the JVM level: whereas Java multidimensional array
types may have an infinite number of dimensions, JVM limits the number of dimensions
to a finite number because class file format leaves just one (unsigned) byte to declare the
dimension of a multidimensional array.

In the rest of this thesis, we shall write “the JVM type system”, or “the Java type system at the
JVM level”, whenever we need to emphasize the difference from the Java language type system.

Definition 3.1.2 (A representative data-type subset). We have selected a set of JVM types which
we consider the most important for bytecode verification.

Primitive types: integers of type int.

Non-primitive types: object references: class types or one-dimensional arrays of references and
int. The classes Object, Throwable, Exception, and RunTimeException are built-in.

We notice that class (reference) types are sufficient to cover the type description of abstract classes,
as they only exists by their name (that is a class reference into the constant pool.)

For reasons of clarity, we have not included all JVM data-types.

Definition 3.1.3 (Omitted data-types). We have left out those data-types which do not raise ad-
ditional verification-questions other than already addressed by the representative data-type set.
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Primitive types: Other numeric and character types: boolean, char, float, double, byte,
short, and long. These can all be added fairly easily as bytecode verification only checks
these types as the values are loaded into or stored from local variables where the only prob-
lem is managing double-word values.

Non-primitive types: Multidimensional arrays (of more than one dimension). As mentioned in
Observation 3.1.1, however, these compound types constitute a finite type set at the JVM
level, which each can be formalized as one-dimensional array types and may thus be added
easily to our formalizations. We also do not deal with the arrays of primitive type other than
int (boolean, char, float, double, byte, short, and 1long).

Interfaces: constitute a special set of data-types at the JVM level. Interfaces do not directly
get validated as they do not contain bytecode; as mentioned before we will not consider
interfaces further.

We finally present a JVM instruction subset of 32 instructions, which we consider as sufficient
to serve as our representative JVM target machine for the Java language subset which we have
discussed so far in this section. The instruction subset is close to the target machine for Nipkow and
von Oheimb’s Java subset BALI [40] (hardly surprising, as both language subsets were selected for
allowing non-trivial, object-oriented Java programs). Each virtual machine instruction is officially
specified by an opcode byte, followed by zero or more operand byte [30, §6]. We formalise the
opcode byte by the instruction’s official, mnemonic description, whereas the operand bytes (if any),
are formalized by their numeric value.

Definition 3.1.4 (The Formal Target Machine). The representative JVM instruction subset is
formally specified.

(3.1.4a) 1€ Ins = OpCode x Z U OpCode

(3.1.4b) oP € OpCode = {dup, pop,iadd,isub,iconst_0,iconst_1,aconst_null,
istore, astore, iload, aload, iastore, aastore, iaload,
aaload, newarray_int, anewarray, arraylength,
checkcast,ldc_w, new, getfield, putfield, invokevirtual,
ifne, ifle, ifnull, goto, athrow, return, ireturn, areturn}

Notation 3.1.5 (Instruction representation). In the rest of this thesis, we will write OP’ for an
instruction without any argument bytes, and OP[n]’ for an instruction which has the number value
n for its argument bytes. Notice how we have made the implicit byte operands explicit in our
formalization. In particular, we adopt that a jump instruction’s argument bytes construct a signed
code jump offset. By convention we state that if n < 0 we have a backward jump, whereas n > 0
indicates a forward jump.

Along with a systematic presentation of each formalized instruction, we informally present
their run-time semantics in Figure 3.1 through Figure 3.6, based on the official specification by
Lindholm and Yellin [30, §6.4] with the following parameter conventions.
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Notation 3.1.6 (Informal Description Parameters). The following parameter names are used in
all of the informal instruction descriptions.

value: Value of type as described in text.

int: Value of integer type.

ref: Reference to class instance (object).
arrayref: Reference to array instance (object).
length: Integer used as length of array.

index: Index into constant pool or array.

arg: Method argument.

branch: Branch offset.

Furthermore we define that when index is used to indicate a two-byte instruction operand, then
index and index; will respectively denote the first (high) and second (low) (8-bit) byte of the
(16-bit) index bytes. Similarly for branch.

Since all of Figure 3.1 through Figure 3.6 have been equally structured, they can be read in the
same way.

Notation 3.1.7 (How to read the tables). In the first column we list an instruction’s opcode and its
operand bytes (if any). In parentheses, following each instruction, its size is given in bytes. In the
second column, we show the instruction’s execution effect on the current operand stack. (Notice,
that the operand stacks grow towards the right as in the official specification [30, §6.4].) Finally,
in the third column, we generally describe the instruction effect in plain English.

We group instructions by their common characteristics and properties.

Definition 3.1.8 (Stack Instructions). The “stack” instructions operate exclusively on the stack,
where they manipulate the stack top values. Thus, this instruction group do not expect an operand
byte. In Figure 3.1, these stack manipulations are described in detail.

(3.1.8a) StackIns = {iconst_0,iconst_1, aconst_null, dup, pop, iadd,isub }

Definition 3.1.9 (Local Variable Instructions). The “local variable” instructions operate on both
the local variable table and the stack, manipulating the values stored in the local variable table, as
these cannot be directly accessed. The instructions expect a one-byte operand to index the variable
table. Their runtime behavior is described in Figure 3.2.

(3.1.9a) Locallns = {istore, astore, iload, aload }

We state an important property for this instruction group.
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instruction stack before Description
(size) = after
iconst_0 Pushes a ‘zero’ integer.
(1) = ...,0
iconst_1 Pushes a ‘one’ integer.
(1) = .51
aconst_null Pushes a ‘null’ reference.
(D = ...,null
dup ...,value Duplicates the stack top (an integer or reference
(D = ...,value,value | value).
pop ...,value Removes the stack top (an integer or reference
(D) =. value).
iadd ...,inty,int Adds the two stack-top integers.
(D) = ..., (inty +inty)
isub ...,inty,int Subtracts the second stack-top integer from the
(1) = ..., (int; —inty) | true stack top integer.
Figure 3.1: The stack instruction’s runtime behavior.
instruction stack before | Description
(size) = after
istore index ..., int Pops the top integer into local variable number
2) = ... index.
astore index ref ... Pops the top reference into local variable number
2) = ... index.
iload index . Pushes the integer from local variable number
2) = ...,int index.
aload index e Pushes the reference from local variable number
2) = ..., ref index.

Figure 3.2: The local variable instruction’s runtime behavior.
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instruction stack before Description
(size) = after
iaload ... arrayref index Pushes an integer from the indexed location of
(1) = ...,int the referenced integer array.
aaload ... arrayref index Pushes a reference value from the indexed loca-
(1) = ..., ref tion of the referenced (class) reference array.
iastore ...,arrayref ,index,int Stores the stack-top integer at the indexed loca-
(1) = ... tion of the referenced integer array.
aastore ...,arrayref index,value | Stores a well-typed stack-top reference value at
(1) = .. the indexed location of the referenced (class) ref-
erence typed array.
newarray_int ...,length Pushes a reference to a new integer array heap
(2) = ...,arrayref allocation, of the stack-top given length.
anewarray index ..., length Pushes a reference to a new (class) reference ar-
(3) = ...,arrayref ray heap allocation of a stack-top given length,
where the (class) reference is described at the
constant pool location index1 x 256 + index;.
arraylength ..., arrayref Pushes the length of the stack-top referenced ar-
(D) = ...,length ray.

Figure 3.3: The array instruction’s runtime behaviour.

Observation 3.1.10 (Local variable invariance). Local variable values are only accessed or mod-
ified through the stack.

Definition 3.1.11 (Array Instructions). The “array” instructions mainly creates and manipulate
array structures through the stack, thus require no operands. For anewarray, however, type infor-
mation is also fetched from the constant pool; this instruction therefore expects a two-byte index
operand. We refer to Figure 3.3 for a detailed description of their runtime behavior.

(3.1.11a) ArrayAccessIns = {iaload, aaload, iastore, iaload,
newarray_int, anewarray, arraylength }

Remark 3.1.12 (Formalization of newarray). This JVM instruction expects a one-byte operand
to indicate the (primitive) type of its elements [30, p.343]. Since we only operate with one prim-
itive type int in our formal setting, we formalize this directly into its mnemonic description as
newarray_int. However, we maintain the original instruction length of 2 bytes (which includes the
type-indicator operand.)

Definition 3.1.13 (Constant Pool Instructions). The “constant pool” instructions operate both on
the constant pool and on the stack, where they basically fetch or compare with the constant items
which are kept in the constant pool. Consequently, they expect a two-byte index operand. For a
detailed runtime description of these instructions, we refer to Figure 3.4.

(3.1.13a) ConstPoollns = { checkcast, ldc_w, new, putfield,
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getfield, invokevirtual }

Remark 3.1.14 (Formalization of new). At runtime, execution of the new instruction is not suf-
ficient to allocate a class instance on the object heap, until an initializing constructor is called: the
new instruction must be combined with an invokespecial call of the special constructor method
<init>. In order to simplify our formalizations, however, we have implicitly abstracted heap allo-
cations and initialization issues away in this setting, as they have no effect on bytecode verification.
For more details on the subject we refer to Freund and Mitchell [17].

In order to formalize those instructions which may cause a jump in the code, we shall char-
acterize them according to whether they definitely cause a specific jump (the goto instruction),
whether they cause one of two jumps (the branch instructions), and, finally, all instructions which
may throw an exception to be caught by some exception handler. In Section 4.4 we describe the
exception-caused code jump situations. For the present, we simply formalize the instruction syntax
for goto and branch instructions.

Definition 3.1.15 (The Branch Instructions). The “branch” instructions operate both on the code
and the stack, where they will perform one of two possible jumps in accordance with the “flag”
value on the operand stack. The jump offset is given by a two-byte index operand. We refer to
Figure 3.4 for their runtime descriptions.

(3.1.15a) BranchlIns = {ifne, ifle, ifnull }

Definition 3.1.16 (The Goto Instruction). The “goto” instruction operates exclusively on the
code, where it performs an unconditional jump in accordance with the offset given by a two-byte
index operand. The runtime behavior is described in Figure 3.5.

(3.1.16a) Gotolns ={goto }

Abrupt instructions may cause the current method execution to terminate. We split their defini-
tions in two: instructions which may terminate the current execution (i.e., athrow) and those which
always terminate the current execution (i.e., return instructions).

Definition 3.1.17 (The athrow Instruction). The “athrow” instruction operates on the stack and
on the method frame for the exception which is thrown. Thus, it takes no operands. In Figure 3.6
we describe the runtime behavior.

(3.1.17a) Throwlns = { athrow }

Definition 3.1.18 (Return Instructions). The “return” instructions terminate the current method
execution, regardless of the machine state, thus take no operands. They partly operate on the stack.
As the current frame is deleted, however, the operand stack becomes discarded. The runtime
behavior is described in Figure 3.6.

(3.1.18a) ReturnIns = { return, ireturn, areturn }
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instruction stack before Description
(size) = after
checkcast index s ref Verifies that the stack-top object reference is
3) = ... ref null or can be cast to something of the refer-
ence type, described at the constant pool location
indexy X 256 + index;.
Idc_w index Pushes the integer at the constant pool location
3) ..,int indexy X 256 + index;.
new index Pushes the class reference to the new object,
3) ,ref given from the constant pool location index; X
256 + index;.
geftfield index ,ref Pushes an instance field value in the stack-top ref-
3) = ...,value erenced class instance, where the field is given by
the field descriptor at the constant pool location
index) x 256 + index;.
putfield index ..., ref ,value Stores the value at the stack-top in the object, ref-
3) = .. erenced by the second stack-top element. The
value type must be well-typed with respect to
the field descriptor at the constant pool location
index) X 256 + index;.
invokevirtual index ... ref,[...arg;] | Invokes the method described at the constant pool
3) = ..., [valuel location indexy x 256 + index; . The stack-top

arguments argy, ... (if any), must be well-typed
with respect to the method’s formal parameter de-
scriptions. The class instance reference, given by
the subsequent stack argument, must indicate a
subclass to the invoked method’s descriptor class.
The instruction may push a return value, which
must be well-typed, if any, with respect to the
method descriptor’s return type.

Figure 3.4: The constant pool instruction’s runtime behavior.
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instruction stack before | Description
(size) = after
goto branch e Evaluation continues at another instruction in the
3) =... method code, relative to the goto opcode given
by a (signed) offset (branchy x 256 + branch;)
without affecting the current frame.
ifne branch ...,value For a non-zero nummeric value at the stack-top,
3) =.. evaluation will continue at another instruction in
the method code, relative to the ifne opcode po-
sition, given by the (signed) offset (branchy x
256 + branch;y). In any case, the value is popped.
ifle branch ...,value For a nummeric value at the stack-top which is
3) =.. less or equal to zero, evaluation continues at an-
other instruction in the method code, relative to
the ifle opcode position, given by the (signed) off-
set (branchy x 256 + branch;). In any case, the
value is popped.
ifnull branch oo ref For a non-null class reference at the stack-top,
3) =.. evaluation continues at another instruction in the

method code, relative to the ifnull opcode po-
sition, given by the (signed) offset (branchy x
256+ branch;y). In any case, the value is popped.

Figure 3.5: The jump instruction’s runtime behavior.
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instruction stack before | Description
(size) = after
return Indicates return from a method with return type
(1) = discarded void. Any values in the current frame are dis-
carded.
ireturn ...,value Indicates return from a method with an integer
(1) = discarded | return type value at the stack-top. The primi-
tive return type must be identical to the method’s
declared return type. Any values in the current
frame are discarded.
areturn .o ref Indicates return from a method with an object ref-
(1) = discarded erence return type ref at the stack-top. The re-
turn type must be well-typed with respect to the
method’s declared return type. Any values in the
current frame are subsequently discarded.
athrow .o ref Indicates that an exception of class instance type
(1) = ref ref has been thrown. (A reference for Throwable

or one of its subclasses.) If a matching exception
handler is found in the current method, program
evaluation continues at the location of the han-
dling code on a cleared operand stack where only
the exception reference has been pushed. Other-
wise, the entire method frame is popped.

Figure 3.6: The abrupt instruction’s runtime behavior.
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Remark 3.1.19 (The Java Card and the J2ME instruction sets). The described instruction set
constitutes a subset? of the Java Card language instruction set, and the J2ME, i.e., Java 2 Micro
Edition, instruction set [56, 57].

Example 3.1.20 (The checksum bytecode representation.). The original source code for the
cksum () method is shown in Figure 1.3. The disassembled bytecode, which has been translated
by javac JDK version 1.1 [54], is shown in Figure 3.7, and the cksum () bytecode is formalized
by the code component C. (The full Java source program and its disassembled output are shown in
an appendix in Section A.4.)

(3.1.20a) aload[1] invokevirtual[1] istore[2] goto[+8] pop
new[2] athrow Idc_w|3] istore[3] iload[2] iload[3]
isub istore[4] iload[4] ifle[-+10] iload[4] istore[2]
goto[—16] iload[4] ifne[+6] iload[2] ireturn
iload[2] istore[4] iload[3] istore[2] iload[4]
istore[3] goto[—39]

First we notice that approximately half of the instructions are given in terms of their quick-versions.
Since quick-instructions are not generally available in the considered subset, we have unfolded
these instructions into their standard opcode and operand part by hand. This with the side-effect
that the program point offsets and thus the values in the exception table become slightly bigger.
Second, the compiler-generated jump and branch targets are given as absolute addresses; each of
these has been replaced by their relative counterparts in the formalized code. Third, the instruction
sequence 9-13 in Figure 3.7, which was generated by the translation of the Java source statement
“new();” is given the formalized translation 'new’ under the restrictions in Remark 3.1.14. Finally,
bipush has been replaced by the more general Idc_w instruction.

3.2 The Context Components

Even though bytecode verification is performed per method, the actual method code is transmitted
in units of class files, which contains the methods to be verified [30, §4.1]. The information carried
by a class file thus becomes part of its method’s verification context. We formalize a class file
as the method’s verification context, given by the sort “ClassFile”. A (sub)class hierarchy is the
result of a subtle interaction between class resolution, class loading, and bytecode verification [30,
§5.3-5.4]. It is the class resolver which actually constructs the class hierarchy by allocating the
necessary space on the object heap during method evaluation, whereas the class loader takes care
of fetching the class files. Bytecode verification performs in between, since the Java runtime
system requires that a method is verified before it can be run. Notice, however, that even though
class resolution and class loading happens in between bytecode verification, they are not part of
the verifier. (For a fuller treatment of class loading formalization, we refer to work by Jensen et
al. [21].) Even though the class hierarchy may not have been loaded at once during verification, we
conclude that all necessary class information on the (compile-time) hierarchy structure is available

2Java Card integers are not guaranteed to be 32 bit, thus Java Cards are strictly speaking not JVM platforms. Since
this doesn’t affect bytecode verification, we tacitly side-step the observation.
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public int cksum(CrCardRd);
/* Stack=2, Locals=5, Args_size=2 */

aload_1
invokevirtual #9 <Method int getIt()>
istore_2
goto 17
pop
new #1 <Class Abort>

12 dup

13 invokespecial #7 <Method Abort ()>

16 athrow

17 bipush 11

19 istore_3

20 iload_2

21 iload_3

22 1isub

23 istore 4

25 iload 4

27 ifle 36

30 iload 4

32 istore_2

33 goto 20

36 iload 4

38 ifne 43

41 iload_2

42 ireturn

43 iload_2

44 istore 4

46 iload_3

47 istore_2

48 iload 4

50 istore_3

51 goto 20
Exception table:

from to target type
0 5 8 <Class UnsetCrCard>

W OO Ul W — O

Figure 3.7: The cksum () method bytecode.
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at verification time. As an approximation, we formally assume that a completion of the referenced
class hierarchy is fully available during verification. We formalize this component by the sort
name “ClassHier”. In (3.2.1a) we have summarized these decisions with our formal definition of
a “standard verification context”. In this section we proceed with a top-down specification of the
ClassFile sort, whereas the specification of ClassHier is postponed to Section 3.3.

First we formalize those ClassFile items® which are relevant to bytecode verification (within
our subset restrictions). These are the constant _pool[], the this_class, and the super_class
items [30, §4.4]. The fields[] item is only relevant for resolution, whereas the method[] item
actually contains the method being verified, thus is not considered part of its own context). Since
the superclass can be looked-up in the class hierarchy, however, and we assume that the class hier-
archy is fully available during verification, the formal information provided by the super_class
item becomes obsolete in the method’s verification context. In (3.2.1b) we have thus formalized a
class file by its constant pool table (constant_pool[]) and its class identity item (this_class).
Finally, we notice that a constant pool is specified as a table, which straight forwardly formalizes
as a (partial) map from table entry numbers to constant pool items, as depicted in (3.2.1c).

Definition 3.2.1 (The Formal Verification Context).

(3.2.1a) I" € StdContext = ClassFile x ClassHier
(3.2.1b) ClassFile = ConstPool x Classldent
(3.2.1¢c) cP € ConstPool =N 225 Ttem

(3.2.1d) IT € Item ::= CID | FREF | MREF | int

In the rest of the thesis we shall explicitly refer to elements stored in the constant pool as constant
pool items.

A constant pool typically serves as a common repository for large constants or constant in-
formation which is shared between several methods [30, §4.4]. With the restrictions we have
imposed on our subset, we consider the constant pool item CONSTANT Class_info which holds
a class reference, the constant pool item CONSTANT Fieldref_info which holds a reference to
a (name-and-type) field description, the item CONSTANT Methodref_info which holds a refer-
ence to a (name-and-type) method description, or the item CONSTANT _Integer_info which holds
a reference to an integer constant. The CONSTANT Class_info item is for example used by the
new instruction to create an instance of the indicated class. It is formalized by the unspecified
name sort “Classldent”. (We deliberately ignore issues arising from class loaders that require
the management of class names with a class loader part and a “local” name part. For the veri-
fier’s perspective, these are simply considered as different classes with different names [21]). The
CONSTANT Fieldref_info item is for example used by the putfield and the getfield instructions to
access the indicated field. It is formalized by the FieldRef sort. The CONSTANT Methodref_info
item is for example used by the invokevirtual instruction to invoke the indicated method. It is
formalized by the MethRef sort. Finally, the CONSTANT Integer_info item is straight forwardly
formalized by the int sort. In (3.2.1d) we have summarized these decisions by the definition of
a constant pool item as an element in a four-sorted algebra. We will continue to specify each of
these sorts in a top-down manner.

3 An “jtem” is a field in a JVM class file structure [30, §4.1].
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Definition 3.2.2 (Constant Pool Items).

(3.2.2a) CID € Classldent

(3.2.2b) FREF € FieldRef ::= fieldref(CID, ID, T)
(3.2.2¢) MREF € MethRef ::= methref(CID, MSIG,RT)
(3.2.2d) MSIG € MethSig ::= methsig(ID, T*)
(3.2.2¢) RT € ReturnType :=void| T

(3.2.21) T € Typecy = TyPecy prim Y TYPCcw,ob
(3.2.2¢) Tenob € TYPecn ob = TYPECH crer U TYPCcH aref
(3.2.2h) Ten,prim € TYPCcy prim = int

(3.2.21) Tencref € TYPEcy crer = Classldent|cy

(3.2.2)) Tenaref € TYPCy aref == Ten,priml | Tencrefl]
(3.2.2k) ID € Identifier

Remark 3.2.3. Because a class name unambiguously? identifies a specific class reference into the
constant pool, we have formalized a class as a member of the unspecified name sort Classldent.

Notation 3.2.4 (The class hierarchy subscript). By ’CH’ we indicate a specific class hierarchy
as specified in Notation 3.3.3. When CH’ is used as a subscript to a sort, we indicate a restricted
sort with respect to the class hierarchy indicated by CH’. The Classldent|cy sort, e.g., specifies the
finite set of class names which (unambiguously) identify the classes in ’CH’ (without structure.)

Elements in FieldRef or MethSig are specified as tagged triples in (3.2.2b) and (3.2.2c), which
unambiguously identify a field or a method, respectively. These triples specify the class where the
field or method is declared, their unique “member> identification”, and their declared rype. For
fields, the member-identification is the field name; for methods, it is the method’s declared sig-
nature which uniquely defines the method in some class. (Method signatures are special as they
dynamically decide which method to dispatch, whereas fields are statically dispatched.) Method
signatures formalize as tagged tuples of the method’s declared name, and (finite) list of declared
parameter types, as specified in (3.2.2d). Field and method names are easily formalized by the
unspecified name-sort Identifier in (3.2.2k). Types are formalized within the type restrictions de-
scribed in Definition 3.1.1. In (3.2.2¢e) to (3.2.2), types are generally formalized as elements in
Type, within the current class hierarchy which is formally given by CH. These are primitive types,
class instance types, or (one-dimensional) array types. The only primitive type in our type model
is the integer type, which formalizes straight forwardly as the unary type element int, regardless
of the available class hierarchy. Class instance types are identified by their class names, which
formalizes straight forwardly by the ClassIdent sort within the current class hierarchy CH. Similar
considerations apply for array types. Finally, the void method return type is specifically being
formalized as the unary type element void.

4A “class name” here means a distinguishable name with respect to a fully qualified name.
5 A member of some class is a field or method, declared in that class.
6JVM uses a compact string representation for void.



3.2. THE CONTEXT COMPONENTS 43

Example 3.2.5 (The checksum class file verification). We formalize the Gcd11 class file as a ver-
ification context component for the cksum () method. The method was described in Example 1.3.8.

cP = {1 — methodref(CrCardRd, methsig(getIt,€),int),
2 — Abort,
3 int}

CID = Gcdll

From the (disassembled) cksum () output in Figure 3.7, we notice that the #-references in the code
actually refer into the current constant pool. In our formalization of the constant pool CP, we let
entry 1 map to the description of getIt () (entry #9), and entry 2 to the description of Abort
(combining entry #1 for the class and #7 for the initialization). (Notice how we use € to formalize
that get It () has no formal parameters.) Finally, we map entry 3 to the specification of an integer
constant. The self-reference tag, CID, is formalized by the class name Gcdl1 of the referenced
instance type to be.

We proceed with the formalization of a method within our formalization restrictions. Declared
methods reside inside the class file as method_info structures. Each of these is specified by a
name_index, a descriptor_index, and an attribute_info field [30, §4.7]. These fields identify
and completely characterize the method. Within our formalization restrictions, the two first fields,
i.e., the method identifier and return type, is given by MethSig and ReturnType. The last field spec-
ifies the method’s attribute structures. The method code is specified in the Code_attribute and
the exceptions which might be throw, in Exceptions_attribute. We formalize these attributes
as the CodeAtt and ExcAtt sorts. (The sort names formalizes in fact the attribute identification tag
fields.) Since these are the only attributes which the JVM specification requires to be recognized
by a JVM implementation, we do not consider other method attributes in our formalization. In
Definition 3.2.6, we have listed our formalization decisions. The exception attribute is specified
by exception_index_table[] [30, §4.7.4]. As the table numbers are insignificant to bytecode
verification, the table simply formalizes as a list of exceptions, given by their (class) names.

The code attribute is specified by a multi-tuple of fields, i.e.,aattributes[] field , max_stack
and max_locals fields, a code_length, a code[] fields, and finally an exception_table[]
field [30, §4.7.3]. Since the the attributes[] only contains runtime information, however, we
have ignored the field in our formalizations. The max_stack and max_locals fields of the code
attribute, indicate the maximal capacity of the operand stack and local variable table of the current
frame to be. If we side-step the formalization of the program and frame counters, the formal-
ization of the capacity fields can be regarded as a formalization of the frame capacity given by
the MaxFrame sort. The code_length and code[] fields indicate the code length and instruction
list. Since the former field is not used during bytecode verification, and since the length appears
from the number and length of the instructions stored in the code[] table, it is indirectly formal-
ized as the side condition in the program point semantics of Definition 3.2.10. Thus, only the
code field is explicitly formalized by the Code sort, as specified in Definition 3.2.8. Finally, the
exception_table[] field is formalized in Definition 3.2.12 as the list ExcHandlers.

Definition 3.2.6 (A Method).
(3.2.6a) M € Methodys v = MethSig x ReturnType x ExcAtt x CodeAttys w1,
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(3.2.6b) EA € ExcAtt = ClassIdent™

(3.2.6¢) CA € CodeAttys v = MaxFrameys v, X Code x ExcTable
(3.2.6d) MFR € MaxFrameys v = MaxStackys X MaxLocalsy;,
(3.2.6¢) MS € MaxStackys = 0..65535

(3.2.6f) ML € MaxLocalsy; = 1..255

Remark 3.2.7. The max_stack field holds the maximal number of (word-sized) elements on the
operand stack, whereas the max_locals holds the maximal number of expected local variable as-
signments, each number given by two unsigned bytes. Notice that since we only consider instance
methods, this is set in the local variable table, ML > 1 for our subset. As we cannot extend the
table index byte without the wide instruction, MaxLocals is only supported up to 255.”7 Because
max frame constraints are assured by an initial file format check prior to bytecode verification [30,
§4.8.1], these numbers have been integrated directly.

The code [] field of the Code_attribute structure specifies “bytecode”, and is implemented as
an array of instruction bytes. It is formalized by the Code sort in Definition 3.2.8 as a (non-empty)
list of formalized instructions. In particular we formalize the (possibly empty) subsequences of
this list by the CodeSeq sort.

Definition 3.2.8 (Bytecode Formalization).

(3.2.8a) ceCode=1-CS
(3.2.8b) cs € CodeSeq =1*
(3.2.8¢) PPS € PPoints = P(PPoint)
(3.2.8d) PP € PPoint = 0..65535

Remark 3.2.9. The maximal code index is stored in the code_length field in four (unsigned)
bytes. However, Java imposes a static constraint on the code_length, which limits the number
of addressable code bytes to 65535 [30, §4.8]. This limit is part of the initial file format check
(prior to bytecode verification) [30, §4.8.1]. However, it is a type safety requirement that execution
cannot fall off the end of the code [30, §4.9.2]. As pointed out by Leroy, this code limit is in practice
not generally enforced by the JDK 1.2 verifier (for example when a method does not contain
exception handlers, as exception handler locations are addressed directly by a two-byte program
point field), we read the official bytecode specification by Lindholm and Yellin [30, §4.9.2] as
though this is merely an optimization in the JDK 1.2. We have therefore integrated this upper-limit
into our code formalization. Since a method code array is specified as non-empty [30, §4.8.1], we
have equally integrated this lower-limit in the formalization of the Code sort.

Definition 3.2.10 (Bytecode Sequence Program Points). Let C be the bytecode of a method, and
let CS be a consecutive bytecode sequence which contains the last instruction of C. The set PPSc is
defined as the set that satisfies the judgment - 0 : CS,0 — PPS¢ given by the rules:

(3.2.10a)

F PP : €,PPS — PPS

7Java Cards in fact support only 31 local variable allocations.
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Fpp’:cs,PPs’ — PPS”
(3.2.10b) : PP’ = PP +len(1)
FPP:1-CS,PPS — PPS”

where len(1) is the length in bytes of the instruction 1.

Notation 3.2.11. In the rest of this thesis, we shall write PPS: when we explicitly want to denote
the set of program points which occur in the bytecode sequence C.

The exception_index_table[] field of the Code_attribute field is formalized by the sort
ExcTable in Definition 3.2.12. Each of these elements, formalized by the ExcHandl sort, imple-
ments an exception handl, i.e., a translation of a try-catch clause at the Java source level. Since
only the order of the exception handlers in exception_index_table[] is significant to the static
verification of the handle search procedure [30, §3.10], the table is simply formalized as a list. In
JVM, an exception handler field is given as a quadruple item of the start _pc and end_pc fields,
the handler _pc field, and the catch_type field. The start _pc and end_pc fields mark-off the
instruction range where exceptions may be thrown during method execution, thus formalizes as
TryRange. The handler_pc indicate the program point of the handling code, which formalizes as
the program-point sort CatchHandle. The catch_type field, limits the kind of exceptions which
can be handled. Within the restrictions imposed on our subset, a catch_type is a class reference
type which is previously formalized by the Classldent sort.

Definition 3.2.12 (The Exception Handler Table).

(3.2.12a) ET € ExcTable = ExcHandlers

(3.2.12b) EHS € ExcHandlers = ExcHandler*

(3.2.12¢) EH € ExcHandler = TryRange x CatchHandle x CatchType
(3.2.12d) TR € TryRange = PPoint x PPoint

(3.2.12¢) CH € CatchHandle = PPoint

(3.2.12f) CT € CatchType = Classldent

Remark 3.2.13. Constraints on the code attribute format are ensured by an initial well-formedness
format check, which is not encompassed by the bytecode verifier [30, §4.8.1] The start and end of
a “try-range”, e.g., are required to be valid indices to an opcode in the associated method code, and
is met by our formalization by assuming that the range start and end values are to be found among
the associated method’s program points.

Example 3.2.14 (The checksum method formalization). We formalize the method_info struc-
ture for the cksum () method from Example 1.3.8.

M = (MSIG,RT,EA,CA)
MSIG = methsig(cksum, (CrCardRd))
RT = int
EA = (Abort)
CA = (MFR,C,ET)
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where the code attribute parameter, CA, is listed below.

MFR = (2,5)

C = aload[1] invokevirtual[1] istore[2] goto[+8] pop
new[2] athrow Idc_w|3] istore[3] iload[2] iload[3]
isub istore[4] iload[4] ifle[-+10] iload[4] istore[2]
goto[—16] iload[4] ifne[+6] iload[2] ireturn
iload[2] istore[4] iload[3] istore[2] iload[4]
istore[3] goto[—39]

ET = (((0,7),10,UnsetCrCard))

The bytecode parameter, C, was already formalized in Example 3.8. We refer to this example for a
detailed explanation of the code formalizations.

3.3 The Class Hierarchy

Generally speaking, one can relate any loaded class to its superclass through the class reference
given by the super_class item. A reference which is available in any class file (except for the
Object class). Whence, it can be justified to talk about a “class hierarchy”. Since each class only
can (super_class) reference one parent class and Java does not permit class hierarchy cycles, we
have that the class hierarchy constitutes a tree with Object as its root and “proper” subclasses as
its non-root nodes. In order to formalize the notion of such a class hierarchy, we adopt the binary
subclass order-relation “<:” as defined by Abadi and Cardelli [1]. The relation is defined as the
transitive and reflexive closure of a parent map (except for Object, tagged by the identity map).

Definition 3.3.1 (The Class Hierarchy). A class hierarchy is formalized as follows.
(3.3.1a) CH € ClassHier = P(Classldent)

where the ordering (CH, <:) is defined for the finite sets in P(ClassIdent), only. We furthermore
assume that Object (the root) is part of any class hierarchy (CH, <:).

Remark 3.3.2. The definition of an ordering only for finite sets of class names, corresponds to
the reality in that the number of classes which are loaded or linked into the class hierarchy during
program execution in practice is finite.

Notation 3.3.3. By slight abuse of notation, we let CH indicate an subclass ordered, finite set
(CH, <:) in the rest of this thesis.

For a class based object oriented language as Java, there is a close correspondance between the
Java subtype concept and class inheritance.® Consequently, the formalization of the class hierarchy
concept, equally defines a subtype system (on class instance types). In the rest of the thesis, we
may use the term “subtype” to describe a subclass, and vice versa.

Since a class hierarchy constructs a finite, non-empty tree which is rooted in the top element
Object, we immediately achieve an important property.

8The correspondance is often referred to as the inheritance-is-subtyping property.
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Lemma 3.3.4 (The subtype semi-lattice property). The partial subtype order <: constructs a
complete lower semi-lattice on any class hierarchy CH.

We consider the classes Throwable, Runt ime and Exception (and some of their subclasses as
we will account for in detail in Section 4.4) as an integral part of any class hierarchy CH. This is
in accordance with the fact that java.langis an integral part of the Java runtime environment. In
practice, however, we allow the following restrictions.

Notation 3.3.5. We generally omit to explicit the subclass relations between Throwable, the
Exception class, and the Runtime class (as well as their subclasses) when they are not explic-
itly subclassed in the class hierarchy.

Finally, we formalize the class hierarchy for our canonical checksum method.

Example 3.3.6 (The checksum class hierarchy formalization). We extend Example 1.3.8 with a
formalization of the class hierarchy context for the cksum () verification.

cH* = {CrCardRd +— Object,Gcdll — Object,Exception — Object,
Abort — Exception,UnsetCrCard— Exception}

where “_1 +— _” correspond to the parent map induced by the “_; extends _ ...” Java clause, i.e.,
“_1 <t 27, In this thesis, however, we generally adopt the somewhat counter-intuitive depiction of
subclasses above superclasses as follows:

Abort UnsetCrCard

N

CrCardRd Gedll Exception

~ |

Object

3.4 The Example

We summarize this chapter’s cksum() formalizations in Figure 3.8. A detailed description of each
formalization step can be found in the Examples 3.1.20, 3.2.5, 3.2.14, and 3.3.6.
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cP = {1 — methodref(CrCardRd, methsig(getIt,€),int),
2+ Abort,
3 int}
CID = Gcd11

M = (MSIG,RT,EA,CA)
MSIG = methsig(cksum, (CrCardRd))
RT =1int
EA = (Abort)
CA = (MFR, C,ET)

MFR = (2,5)

C = aload[1] invokevirtual[1] istore[2] goto[+8] pop
new(2] athrow ldc_w([3] istore[3] iload[2] iload[3]
isub istore[4] iload[4] ifle[+10] iload[4] istore[2]
goto[—16] iload[4] ifne[+6] iload[2] ireturn
iload[2] istore[4] iload[3] istore[2] iload[4]
istore[3] goto[—39]

ET = (((0,7),10,UnsetCrCard))

cH® ={CrCardRd — Object,Gecdll — Object,
Abort +— Exception,UnsetCrCard — Exception}

Figure 3.8: Formalizing checksum and its verification context.




Chapter 4

Standard Verification Formalization

In this chapter, we semantically formalize bytecode verification for the considered JVM subset.
It extends an earlier formalization given by Rose [47] in several ways. First of all, the notion of
type safety has been systematically formalized by a semantical specification of “type assignment
compatibility” as an (abstracted) Java type lattice. Second, we consider other JVM features than
previously, notably exceptions, array references, and the null value. Moreover, we discuss how
left-out type-features such as interfaces or multi-dimentional arrays can be added to our model,
without invalidating the safety guarantees provided by our verification formalization. Finally, we
have added several new instructions, notably those operating with arrays.

In Section 4.1 we discuss how to formalize an abstract model for type safety. In Section 4.2 we
discuss our formalization approach to standard verification, and present the semantical judgements
for standard verification of a method. In Section 4.3 we semantically specify standard verification
of our instruction subset, and in Section 4.4, we discuss the type safety and verification of excep-
tions. Finally, in Section 4.5, we present a complete standard verification proof-unfolding for our
canonical checksum method.

4.1 Analysis and Formalization Strategy

A “type safe program” means that a program which has been statically type verified will run with-
out type errors. The principle was originally formulated by Milner [33]. Its realisation, however,
requires the existence of a static type system.

Pure object oriented languages exclusively operate on objects by the invocation of methods
which are dynamically dispatched. Type declarations are not available, thus no static type checks
are performed.! Consequently, all type checks are runtime checks [1]. For more realistic, object
oriented languages such as Java, impure features have been added, notably: type declarations,
primitive types, field variables and compound types. The first of these, type declarations, add on a
statically given type system to Java, which permit us to address type safety issues statically. For a
class based language such as Java, type safety is related to the close correspondance between the
Java subtype concept and the class inheritance principle? as descibed by many text books [1]. Since

1“SmallTalk” is an almost pure realization of an object oriented language with no type declarations [18].
’The correspondance is sometimes referred to as the inheritance-is-subtyping property.

49
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(instance) method invocation in Java is specified through dynamic dispatch,? methods become
dynamically type-bound, through subsumption,* with their type-environment. Let us consider the
static consequences of this in two specific situations. One where a method is invoked on a formal
parameter which is dynamically bound to an object, i.e., by a method invocation statement, and
one where a method is invoked on an object involved in an assignment statement.

Example 4.1.1 (Type safety for method invocation). Assume that T and S are declared as Java
class types.

void someMethod (T x) {

x.dummy () ;

someMethod (new S());

At compile-time, the formal method parameter x is declared by the class type T in the method
declaration, which means that the dummy () method must be declared in either T or one of its super
classes, in order for the method to be defined by dynamic dispatch when invoked on x. At runtime,
however, x is dynamically bound to an object of class instance type S. In order to prevent the
x.dummy () call from failing, we must again verify that S is a subclass of T. With the notation
introduced in Section 3.3, the type assignment constraint becomes “ S <: T .

Let us continue with an example of object assignment.

Example 4.1.2 (Type safety for object assignment). Assume that S and T are declared as Java
class types.

void assignSomeType (S v) {
T x = v,
x.dummmy () ;

}

When the code is compiled, it is indirectly verified that S is a subtype of T, as the compiler other-
wise has to add a downcast check. Furthermore, it is checked that the dummy () method is declared
in class T or one of it’s superclasses (as illustrated in Example 4.1.1). Since x is a local variable,
whose assigned values are stored on an untyped local variable table location, there is no other way
for the bytecode verifier to make direct use of the at source-level declared type. The type constraint
which prevent the x.dummy () call from failing, i.e., “ S <: T 7, is thus ensured by the compiler’s
cast-check of S and T, and by a compiler check which ensures that dummy () is declared in either T
or a super class.

3Dynamic method dispatch indicates that an (instance) method inheritage is based on the runtime type of the object
upon which the method is invoked.

“4The subsumption rule specifies that an element of a given type also is an element of its supertype. In Abadi and
Cardelli’s formulation [1, p.18] : if a:A and A<:B then a:B.
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In Example4.1.1 and 4.1.2 we identified specific static subtype constraints, which can ensure
type safety for method invocations. Whether the analysis is general enough to cover all kinds of
potential type-unsafe program situations, however, requires a proof which consolidate the gen-
eral type safety of Java. Such a proof is typically given by the specification of a static and dy-
namic semantics, which are shown to commute operationally. Since many already have proven
that Java/JVM is a type safe language [15, 40], however, and since it is a large and tedious amount
of work which is beyond the goal of this thesis, we have decided not to repeat such a proof in this
thesis. Instead, we will consider the restatement of Milner’s original type safety formulation [33] in
Definition 1.3.1 as our basic hypothesis. Before we continue, however, we formalize an interesting
observation on the relation ship between statically and dynamically assigned class types.

Observation 4.1.3 (Type safety for dynamic type assignment). Assume that CID gy, is a statically
declared class (reference) type, and CID 4y, is the dynamically assigned (or parameter bound) class
instance type. Both declared in the same class hierarchy CH. The following type constraint must
hold:

(4133.) CIDdyn <:cu CIDgtat

which reads: a statically declared class type (target type) can be dynamically assigned a class in-
stance type (source) without breaking the type safety, if the dynamically assigned type is a subtype
of the statically declared type.

Remark 4.1.4. We notice, that the difference at the JVM level between a statically declared class
type, and a dynamically assigned class instance type, is the difference between the way that the
types are looked up by the JVM. The statically declared class type, is directly looked-up in the
class file, as a class reference into the constant pool. The dynamically assigned class instance type,
however, is found by inspection of the instance at the object heap, in where a class reference to the
constant pool will identify the type. At verification time, however, we cannot differentiate between
a class instance type and a class reference types, which is why we at some occations simply write
class type to statically describe either.

Finally we notice, that the addition of primitives to Java require that type safety is verified by
certain structural constraints, e.g., size verifications. Other impure features may be verified by
a combination of type assignment constraints and structural checks. Thus, in order to formalize
type safety verification, two aspects must be addressed: “well-typedness” (as generally required
for object oriented languages), and “well-sizedness” (to address impure object oriented features as
earlier discussed) [30, §4.9].

Definition 4.1.5 (General Verification Constraints). The official specification [30, p.142] impose
a list of general verification issues.

1. the operand stack must be well-typed and well-sized,
2. the local variable table must be well-typed and well-sized,
3. method invocation must be well-typed,

4. field assignment must be well-typed, and
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5. instruction operands must be well-typed.

First, however, we will study how to generalize a type assignment safety-constraint such as
“s <:T 7, for a local variable x with T as the declared (or static) type and S as the instance (or
dynamic) type. The general type constraint concept is called type assignment compatibility 30,
§2.6.7]. In this thesis, we shall in particular make a study on class types. The concept, however,
is also defined for primitive types, interfaces, abstract classes and compound types. During com-
pilation, the local variable x is translated into binary code, which operate on a location in the local
variable table. Because local variable locations are untyped, however, their “declared types” are
only implicitly given in terms of the type constraints which the bytecode instructions impose on
their operands. With this in mind, we reformulate the official specification of type assignment com-
patibility for an individual local variable location, informally reformulated for our JVM subset [30,
§2.6.7].

Definition 4.1.6 (Type assignment compatibility). Consider a situation where a value of dynamic
type S (source) is assigned to a location for which the code is statically expecting a value of type T
(target).

e if S is the primitive type int, it cannot be assigned to a location for a value of class reference
type T, or vice versa.

e If T is a class (reference) type, then S must be a subclass or equal to T.
e if S is an array type, and T is not an array type, then T must be of type Object.

e If S and T are array types, say SC [] and TC [], both SC and TC must be of primitive type, i.e.,
int, or,

e SC and TC are classes, and SC is a subclass or equal to TC.
If one of these conditions are satisfied, we say that “S is assignment compatible with T

In order to statically reason over uninitialized or erroneous values,” we extend the formal type
sort Type by adding a finite number of abstract symbols. First, we have added the abstract type
symbols: T and L, to indicate the type of any variable entity, possibly uninitialized. Then we
include two additional type symbols: Null, to indicate the type of all objects, and L [], to indicate
the type of any array, possibly uninitialized. Let us briefly recall the specification of the Type sort
in Definition 3.2.2, where it was specified as Type,;, U Type,y, , with Type, given by Typec,.r U

Typearef :

Definition 4.1.7 (The Abstracted Type Sort). We define an extension of the Type sort by the
addition of abstracted type elements in the following manner.

(4.1.7a) Typeer = (L1} U Type,ef
(4.1.7b) Typegp, = {Null} UTypecrer U Typeyres

>Milner was the first to describe analytically, the erroneous state that a variable can be in, by a special value
“WRONG” [33].
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—— T —
(4.1.7¢) Type, = {L} U{T} U Typepim U Typey,
with the ordering as informally specified in Figure 4.1.

Notation 4.1.8. Unless specifically mentioned otherwise, we will from here on use the term type

. —_— T . . —_—
to refer to a general element T in Type | . Specifically, we let Ty, refer to an element in Type,,, and

Taref t0 denote an element in Type, ..

The Notation 3.2.4 specifies that Type is defined in (3.2.2f) as a restricted set with respect to
some class hierarchy CH. According to Notation 3.3.3, CH indicate a finite set of class names,
which consequently leads to the following consideration.

— T
Observation 4.1.9. Since any Type sort is a finite set, the abstracted set Type ;| becomes finite.

We begin with a formalization of the type assignment compatibility order relation as an infer-
ence system written in natural semantics [14, 22], based on the official, though informal relation
description in Definiton 4.1.6. This is in accordance with our general formalization approach.
Furthermore, we apply an ML-definition syntax to specify the judgements [34].

Definition 4.1.10 (Type Assignment Compatibility). Type assignment compatibility judgement
have the signature:

—— T —— T
ClassHier Fp, Type, C Type;

where ” CH T E 1’ ” reads: the type T’ is assignment compatible with the type T on the abstraction
of the type sort Type, restricted by the class hierarchy CH.

(4.1.10a) CHFTCT
(4.1.10b) CHF1Cr
(4.1.10c) CHFTC T
(4.1.10d) CHF L[] Cint]]
(4.1.10e) CHI L[] Ccm]]
(4.1.10f) CHF Object C L[]
(4.1.10g)

CHFNullLC T



54 CHAPTER 4. STANDARD VERIFICATION FORMALIZATION

T
Null

\\vﬂm

int[] Object[]

A —
int (H{K7 /////

\ Object

L

—— T
Figure 4.1: A general <Type 1 ECH> ordering

(4.1.10h) CHF int[] C Null

(4.1.101) CHF CcID[] C Null

(4.1.10j) CHF CID C Null

(41100 it emr T ]
(4.1.101) where CID; <:cy CIDj

CH | CID7 C CID>

Let us briefly comment on the assignment compatibility formalizations.
e The rule in (4.1.10a) formalizes that a type is assignment compatible with itself.

e The rules in (4.1.10b) to (4.1.10j) formalize the assignment compatibility considerations for
the added, abstract type symbols from Definition 4.1.7. We postpone the argumentation for
the positioning of the *Null’ type to Remark 4.3.7, and of the L [] type to Remark 4.3.12.

e The rule in (4.1.10k) defines assignment compatibility order as contravariant in the subtype
order on class reference types. A formalization which directly reflects the listed requirements
to class types [30, p.22].
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e Finally, rule (4.1.101) formalizes that the assignment compatibility relation is covariant in
the array element types. A formalization which directly reflects the listed requirements to
array reference types [30, p.22].

Based on the formalizations in Definition 4.1.10, we specify the type assignment compatibility
relation on the abstracted type set.

Definition 4.1.11 (The Type Assignment Compatibility Relation). The extended type assign-
ment compatibility relation is defined as a binary type order relation on the abstraction of the Type
sort, restricted by CH:

— T

— T
(4.1.11a) Cen € Type x Type |

We write “T Ccy T/ with the meaning that the (uniquely) associated rule “CH Tt C 1/ can be
proven by Definition 4.1.10.

Lemma 4.1.12 (Type compatibility as a partial order ). For any class hierarchy CH the relation
Ccy is a partial order on the abstracted Type set, restricted by CH.

Proof. From rule (4.1.10a) we immediately have relational reflexivity. From Lemma 3.3.4 fol-
lows the transitivity and anti-symmetry from the Java subtype hierarchy, from rule (4.1.101) these
properties are extended to the final, transitive and anti-symmetric organization in Figure 4.1. [

Let us illustrate a concrete compatibility ordering for our canonical cksum() example, given in
(1.3.8).

Example 4.1.13 (The checksum compatibility ordering). We illustrate the type compatibility
— T

ordering <Type 1 QCHck> for our canonical checksum example in Figure 4.2, based on the class

hierarchy formalization in Example 3.3.6.

According to Observation 4.1.9, any abstracted Type sort is finite. Thus, we can show the
following important property.

Proposition 4.1.14 (The extended type lattice). For any class hierarchy CH, the type assignment
compatibility order Ty, constructs a complete lattice on the abstracted Type, restricted by CH.

T
Proof. The ordered set <(Type N\, Null}, ECH> constructs a finite tree which is rooted in
— T
1. So, for any 7,7’ € Type, \{T,Null} we have that T’ exists. (Take the smallest sub-
tree completion which contains T and t/. The meet will be the root of that subtree.) Moreover
.
we have that TMNull = Nullflt = T is defined for all T € (Type,)\{T,int}, and that

. . —_— T
intMNull = Nullfint = L. Since T’ exists for all T, v/ € (Type, ) \{T}, we have that
the set constructs a semi-lattice with the ordering Cy. Finally we have that T T is defined for

T
all T € (Type, )\{T}. Thatis T is a top element for the extended type sort. By lattice theoret-

T
ical results, we can immediately conclude that <Type 1 QCH> constructs a complete lattice [13,
Lemma 3.20]. [
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— T
The general structure of an abstracted type sort <Type 1 ECH> is diagrammatically illustrated

in Figure 4.1. We notice, that the illustration is reversed with respect to the subclass ordering CH
(as formalized by rule (4.1.101)).

Remark 4.1.15 (Multi-dimensional arrays). Notice that adding arrays of arbitrary, bounded di-
mension is possible without breaking the lattice structure.

Remark 4.1.16 (Interfaces). Interfaces (not considered in this work) are different from classes, in
that an interface can extend several other interfaces. This destroys the lattice structure as we know
it from classes, which only can extend one class. Presently we have no solution of how interface
types should be formally handled by the bytecode verifier.

Observation 4.1.17. The property makes it possible to define a “best defined type” in a type sort

— T

Type |, namely the “meet” type TMt’, or the “join” type T T’ [50, chapter 6]. The first of
these defines an abstract Java type which is formally type assignment compatible with either of
operands. The property has an interesting consequence for type assignment to the same location.
Imagine that at a given method program point, two type constraints T and T’ are imposed. The
property 4.1.14 then ensures the existence of a type solution at that program point.

We recall that bytecode is type safe only when we can statically type-annotate the operand
stack elements and the local variable table elements at each program point in the code, such that the
instruction’s type constraints are not broken [30, §4.9]. In order to formalize these requirements,
we have to formalize the notion of types for a Java frame, i.e., the operand stack and the local
variable table, and we have to extend the formal notion of type assignment compatibility to the
formalized frame type description.

A method frame type is straight forwardly formalized in Definition 4.1.18 as a pair of tuples.
The first of these formalizes a general type specification of an operand stack contents, the second
one formalizes a general type specification of the contents of a local variable table. The stack
type specification is given as an ordered tuple of n elements, where 1 is the length of the alleged
stack for the given method at some program point. The local variable table type specification,
abbreviated to “local type”, is an ordered tuple of a fixed number ML of elements, which is the
maximal number of allocated variables for the given method.®

Definition 4.1.18 (Frame Types).

(4.1.18a) FT € FrameTypey i, = StackTypeys x LocalType,;

MS n T
(4.1.18b) ST € StackTypeys = | J (] [ i), where T; € Type,

n=0 {=0

ML

— T

(4.1.18c¢) LT € LocalType,,; = H”ri,where T; € Type |

i=0

Notation 4.1.19 (Stack types). For a stack type ST of length k < MS which consists of elements
Ty, for i € {0,..,k— 1}, we permit writing T¢ - T - - - Tx—1, Where the stack top type is given as the
rightmost element. Thus, a stack type ’grows’ towards the right. In accordance with common
practice, we may denote a non-empty stack type as ST’ - T, and an empty stack as €.

®The first local variable position must contain a class (instance) type, since we only deal with instance methods.
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Notation 4.1.20 (Local types). For a local type LT of length ML which consists of elements T;,1 €
{0,..,ML—T1}, we permit a local (variable table) type-configuration to be written as (Tp,T1,..., Tyi—1)-
We use LT(1) to indicate the type T; at the local type index i € {0,..,ML — 1}, and the writing
LT[n — 7] to denote the local type LT, when updated at index n with the type T.

The number of stack elements on Java frame operand stacks are formalized as a family of
unary operators ’|_|,,’, each one indexed with a given, maximal stack length MS. Each of these is
recursively defined in the stack type (and always defined, since the size of a stack is bounded).

Definition 4.1.21 (Stack Type Size).

(4.1.21a) |-lys © StackTypey,s — N
(4.1.21b) lelys &0

def
4.1.21¢) STty & ST g + 1

We extend the definition of the size-operators on stack types to local types. We let the number
of allocated variable locations on Java frame local variable tables be formalized as a family of

unary operators ’|_|,,, ’, indexed with a given, maximal local variable table size ML.

Definition 4.1.22 (Local Type Size).

(4.1.22a) ||y : LocalType,,; — N
(4.1.22b) (o) | =1
def
(4.1.22¢) (T0, oy T2, Tii—1) hy. = 1(T0, -+, Tar—2)| (1) + 1, Where ML > 1

Remark 4.1.23. Since we only consider instance methods in our formalization, we know that
LT(0) is set to the class instance reference type. Thus, we assume that ML > 0.

Since all frame types are bounded by their maximal frame sizes, we formalize these as a family
of frame type sets FrameType, . indexed by their maximal frame size constraints (MS,ML,).

Definition 4.1.24 (Bounded Frame Types).

(4.1.242) FrameType,s \,, = { (ST,LT) | ST € StackType,, LT € LocalType,, }
(4.1.24b) StackType,,;s ={ST | ST € StackType, [ST| < MS}
(4.1.24¢) LocalType,,; ={LT | LT € LocalType, |[LT| =ML }

We continue our formalizations with a specification of assignment compatibility for frame
types. Since we see type confusion as a “local” phenomenon which can appear at an individual
variable or stack location, we suggest a point-wise extension of the assignment compatibility con-
cept to frame types. Consequently, we define a frame type FT to be assignment compatible with
a frame type FT/, provided they are bounded by the same maximal frame type constraints, if all
stack type elements of FT are point-wise type assignment compatible with those of FT’, and all
local type elements are point-wise type assignment compatible with those of FT.

In accordance with Definition 4.1.7, however, we begin with an abstraction of the bounded
frame types in order to be able to reason over uninitialized or erroneous Java frames.
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Definition 4.1.25 (The Frame Type Sort).
(41253) (FrameTypeMS’ML)I = {J—MS,ML} U {TMS,ML} U FrameTypeMs’ML

where for each (MS, ML), all frame types FT € (FrameTypeMS’ML)I are frame type compatible with
Lms,me, and Ty v frame type compatible with FT.

Notation 4.1.26. By abuse of notation, we will also let FT refer to an element in the type sort
(FrameType,, S’ML)I , whenever the meaning is clear from the context.

Remark 4.1.27 (The StackType). According to Observation 3.1.10, no local variable instruction
may access the local variable table without accessing the stack. Hence, it is not observable to
differentiate between when a stack is not well defined or when the entire frame is not well defined.
Statically this means that we do not need to differentiate between the abstract (L s, LT) type (e.g.,
when two stack type constraints are incompatible) and Ly (e.g., when the complete frame
type is undefined). Consequently, no undefined stack type _L ;s has been added to the StackType,;q
formalization in Definition 4.1.30.

We can now specify frame type assignment compatibility by an inference system, written in
natural semantics [14, 22]. We will use the judgment sort notation of the Standard ML defini-
tion [34].

Definition 4.1.28 (Frame Type Assignment Compatibility). Frame type assignment compatibil-
ity judgements have the signature:

ClassHier tpy (FrameTypeMS’ML)I Cms, ML (FrameTypeMS’ML)I

where “CH F FT Cys v FT'” reads: the frame type FT’ is frame type assignment compatible with

the frame type FT over the same abstracted, and bounded frame type sort (FrameTypeMs)ML)I,
where the individual frame type constituents are elements of the same extended type sort Type,
restricted by CH.

4.1.28a

( ) CH b FT Cys w1 FT

(4.1.28b) CHF FT1 Cys e FT2 CH F FT2 Cygs v FT3
h CH - FT1 Eys,mL FT3

4.1.28

( C) CHF L Cms,mr FT

4.1.28d

( : CHFFT Cysm T

(4.1.28¢) CHF STy Eys ST2  CHF LTy By LT

CH I FT1 Eys,m FT2
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(4.1.28e.i) where FTj = (STq,LTq)
(4.1.28¢€.ii) FT; = (ST2,LTy)
For our convenience we add two special cases.

CH I FT1 Cys v FT2
CH I FT1 =us,m FT2

(4.1.28f) FT1 =FT)

CH F FT1 Cys i FT2
CH F FT1 Cus,mw FT2

(4.1.28g) FT1 # FT)

Since the side conditions are mutually exclusive, the following holds.
Observation 4.1.29. (4.1.28f) and (4.1.28g) are mutually exclusive.

The assignment compatibility concept has specifically been formalized for stack types and local
types.

Definition 4.1.30 (Stack And Local Type Assignment Compatibility). The stack type assign-
ment compatibility judgement has the signature:

ClassHier F, StackType,;s Cms StackType,s

where “CH F STLC s ST'” reads: the stack type ST’ is stack type assignment compatible with the
stack type ST on the MS bounded stack type sort StackType,;s, where the individual stack type
constituents are elements of the same extended type sort Type, restricted by CH.

4.1.30 —
( a) CHF eLCys €

CHF ST/ Cys ST;! CHFT CT _
(4.1.30b) 1 =ms 12 11(|sT1]—1) = '21(|sT2|—1)

CHF ST Cyg ST2

(4.1.30b.i) where [ST1| < MS
(4.1.30b.ii) ST1| = [ST,|
(4.1.30b.iii) ST1 = ST1" - Ty1(js1 1)
(4.1.30b.iv) ST2 = ST2" o1 (51— 1)
(4.1.30b.v)

The local type assignment compatibility judgement has the signature:

ClassHier Fp, LocalType,,, Ty LocalType,,

where “CH F LTy LT'” reads: the local type LT’ is local type assignment compatible with the
local type LT on the ML bounded local type sort LocalType,,, , where the individual local type
constituents are elements of the same extended type sort Type, restricted by CH.
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4.1.30 —
( c) CHFeLjye
CHFLT{'Cyy_1 LT CHFT nCr _
(4.1.30d) 1 =ML-1 2 12(ML—1) = '22(ML—1)
CHF LTy Gy LTy
(4.1.30d.1) where |LT;| =ML
(4.1.30d.ii) ILTq| = [LTy]
(4.1.30d.iii) LTy = (LT1, T12(mL—1))
(4.1.30d.iv) LTy = (LT2', Too(mi—1))

where Ty j x is given by either
T
o Tk € Type, foreach i €{1,2}, k€{0,...,(|sTi/—1)}, or

T
e Ti)k € Type, foreach i€{1,2}, ke {0,...,(ML—1)}, respectively.

Remark 4.1.31. Definition 4.1.28 and Definition 4.1.30 together realize that frame type assign-

T
ment compatibility constructs a point-wise extension of Type | to StackType,,s and LocalType,, ,
and whence to (Frame Typeyg y )-

Finally, we shall briefly comment on how we have chosen our abstract frame type assignment
compatibility, stack type compatibility, and our local type assignment compatibility formalizations.

e Therulein (4.1.28a) and (4.1.28b) formalizes the reflexive and transitive nature of frame type
assignment compatibility. Even though this also follows from the point-wise way that the
formalization of frame type assignment compatibility has been defined for ordinary type as-
signment compatibility on FrameType};s, we have decided to add these properties explicitly,

since the point-wise definition does not hold on extended frame type sorts, ( FrameTypeﬁg)I.

e In our formalization of stack type assignment compatibility in (4.1.30b) we have followed
the official specification which prescribes that at every program point, we must know the
stack height and every element on it [30, p.144]. Thus we require that only frame types
where the stack type components have the same size can be assignment comparable. At
first glance, one could object that a method which consists of the following code, should be
allowed to verify. Even when the two possible brances from label 3 (the ifne conditional) will
produce two stack types of different length at label 6, the next instruction will only access
the top of the stack, which in both cases contains the required integer. Let os consider a
pseudo dataflow analysis on a pseudo instruction sequence.

0 iconst_1 int
1 ... int.int
2 ifne int.int
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3 ... int
4 ... int
5 iconst_2 int
6 ireturn int.int  int --> proposed merge: int

It is tempting to suggest that int Cyg int - int with int as the “best defined” stack type
by which the two stack branches are comparible. However, we would then lose track of the
stack size produced by the other branch, and that way we could very well cause a violation
of the method’s stack size constraint (MS) at run-time.

Based on the formalizations in Definition 4.1.28, we specify the frame type assignment com-
patibility relation on the abstracted frame type set.

Definition 4.1.32 (The Frame Type Assignment Compatibility Relation). The extended frame
type assignment compatibility relation is defined as a binary type order relation on the abstraction
of the FrameType,s ;. sort, an abstraction of the Type sort, restricted by CH:

(4.1.32a) Cus " € (FrameTypeMsyML)I X (FrameTypeMs’ML)I

We write “ FT E%)ML FT' ” with the meaning that the (uniquely) associated rule “CH - FT Cms,mL
FT” can be proven by Definition 4.1.28.

Definition 4.1.33 (The Stack and Local Type Assignment Compatibility Relation). In parallel
with Definition 4.1.32, we introduce “LCf; € StackType,,s x StackType,,s” as a binary type order
relation, and “C! € LocalType,,, x LocalType,,, ” as a binary type order relation, based on their

operational specifications in Definition 4.1.30.

Lemma 4.1.34 (Frame type compatibility as a partial order). For arbitrary frame constraints
(MS, ML), the relation T |, is a partial order relation on the frame type set (FrarneTypeMS’ML)I
which is abstracted from TYPE, restricted by CH.

Proof. Easy by observing that the frame type (carrier) set (FrameTypeMS’ML)I is constructed from
the Type (carrier) set using just operations from Definition 2.3.2 and equipped with the implied
partial orderings. O

Observation 4.1.35. According to Observation 4.1.9, an abstracted Type sort is finite. In parallel
with the proof of Lemma 4.1.34, we immediately have that (FrameTypeMS’ML)I is finite.

Proposition 4.1.36 (The frame type lattice property). The frame type assignment compatibility
order i ;. constructs a complete lattice on (FrameTypeMS’ML)I for any class hierarchy CH.

Proof. Follows immediately from Proposition 4.1.14 and Proposition 2.3.5. U

From the frame type lattice property, we obtain the following frame type existence statement,
where Mygs v and Lys v are given the usual meaning [50, chapter 6].
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Corollary 4.1.37 (The “meet” and “join” frame type existence). For all frame types FT1,FT; €
(FrameTypeMs’ML)I, there exists a unique “meet” frame type FT1 [ys mi FT2 such that the frame
type (FT1 Myusmr FT2) Cysme FT1 and (FT1 Mys v FT2) Cys v FT2, and there exists a unique
“join” frame type FT1 Uys mi FT2 such that (FT1 Uys mr FT2) Cus v FT1, and such that the frame
type (FT1 Uns v FT2) Cys v FT2.

The corrollary extends (pointwise) to the following important lemma.

Lemma 4.1.38 (Algebraic properties). We have that <<QMS,ML, (FrameType,, S’ML)I> ,I_IMS,ML>

and <<EMS,ML> (FrameTypeMS’ML)I> ,LUppMS, ML> are commutative and associative.

Proof. Follows immediately from the fact that <EM $,ML) (FrameTypeMS’ML)I> constructs a com-

plete lattice, i.e., all of its subsets have a well-defined “top” element, and a well-defined “bottom”
element, which is independent of the order in which the elements are arranged. U

4.2 Bytecode Verification

“Standard bytecode verification” is officially specified as a dataflow algorithm which exploits that
bytecode is explicitly typed to decide whether it is type safe by the ability to statically construct
a set of Java frame type annotations which is proportional to the code size. In dataflow terms a
solution (or typing) to the method’s constraint set. In Observation 1.3.3, we noticed that the mere
existence of some “appropriate” static frame type typing which satisfies the method’s constraint
set at all program points, guarantee that the method code is well-typed, i.e., type safe.

In this thesis, we formalize standard bytecode verification seen as a type checker, which given a
frame type typing for the method, checks whether it satisfies the method’s constraint set. Thus, we
do not intend to formalize a verification strategy which actual iterates a frame type solution, e.g.,
as an abstract interpretation over an abstract JVM type domain.” We notice, however, that abstract
interpretation translates to solving “chaotic equations” in a complete lattice. In our context, this
would mean that the order in which a method code’s (abstract) static type constraints (“equations’)
are solved during an abstract (type safety) interpretation, is indifferent (“chaotic”) with respect to
the existence of a (well-typed) solution [11] (as the abstracted frame type domain constitutes a
complete lattice, cf., Property 4.1.36).

Observation 4.2.1. With our standard verification specification-approach, the order in which we
perform the type checks, i.e., “unfold” the proofs, is indifferent with respect to the checking result.

Before we specify standard bytecode verification, however, we formalize an arbitrary method
typing as a (finite) map from, or an assignment of, a method’s program point set to the set of
abstracted frame types, but where none of the formal values can be T nor L.

Definition 4.2.2 (Frame Type Typing). Let a method with code C have it’s frame size bounded
by MS, ML. A frame type typing for that method is given by the algebraic sort specification:

(4.2.2a) FTA € FrameTypeAssigny;s ,,, = PPointc — FrameTypey v

"The iteration of a solution to the abstract interpretation is formally a fixed point iteration.
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The initial method invocation frame type is well-defined and formalizes to the e-abstraction
for the empty operand stack, followed by an abstraction of the current self-reference type CID at
local variable table location 0, and the abstraction of its, say k, formal parameter types in the k
subsequent local variable table locations.

Definition 4.2.3 (Invocation Frame Type). Let the maximal frame size be given by MS, ML.

(4.2.32) FTo € (FrameTypey v ) |
(4.2.3b) FTo = (€,(CIDo, T1,..., Tk, Ls1,--+, Lam—1)); 0 < k <ML

We illustrate this with a formalization of the invocation frame for our canonical checksum().

Example 4.2.4 (The Checksum Invocation Frame Type).

FTok € (FrameTypeZYS)I
FTo® = (e, (Gedl1, CrCardrd, L, L, L))

We now proceed with the actual bytecode verification formalization. Since this formaliza-
tion is supposed to serve as the basis for defining lightweight bytecode verification, we will not
specify it as a constraint system from which a satisfactory frame type assignment has to be de-
duced. We observe, that for any satisfactory bytecode verification, there exists a frame type as-
signment FTA, defined on the verified method’s set of program points, on the extended frame type
set FrameTypeAssign. The frame type assignment is by definition the “meet” of all frame types
which at any program point satisfies the set of type safety constraints that must hold for the alleged
frame type assignment, regardless of the evaluation order.

With this approach in mind, we specify bytecode verification as a collection of logical judg-
ments which formalizes the set of type safety constraints that must hold at every program point,
one judgment for every program point. Specifically, we choose natural semantics as our specifying
formalism [22]. Hence, a successful bytecode verification of some method will correspond to the
construction of a (logical) proof for the frame type assignment and the verified method, which is
finite in the number of exhaustive proof unfoldings. Since bytecode verification is formalized as
a big step semantics, we will specify the individual verification formalization steps in a top-down
manner. The actual judgment system which formally defines bytecode verification, is specified by
Definition 4.2.7 through Definition 4.4.20.

Definition 4.2.5 (The Formal Verification Assumptions). We briefly list the major verification
assumptions for our formalizations.

e The class file and class hierarchy must be well-formed in accordance with the specifications
in Chapter 3 (a requirement which corresponds to the official expectations that a structural
format check of the bytecode is performed prior to bytecode verification [30, §4]).

e The initial method invocation frame type, formalized in Definition 4.2.3, is considered as
well-typed prior to bytecode verification of that method (which includes that it is called with
the correct number and type of arguments). This relies on the assumption that the individual
method verifications of some class file, only takes place, if the method invocation call can
be correctly verified. An assumption which corresponds to the officially described class file
verification procedure [30, § 4].
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e We assume that any instruction I in the method code C is uniquely identified by its opcode
position PP, relative to the code. In particular, we assume that the program points are given in
ascending nummeric order during the instruction verification formalizations in Section 4.3.

e We assume that the FTA map, which is specified in the formalizations, is defined in all pro-
gram points Dom(C) of the associated method.

e Finally, we refer to Definition 4.3.4 for a listing of general, judgment notational conventions.

We introduce the verification contexts A, called the method verification context, and (), called
the the code verification context. The former specifies method-specific compile-time information,
the latter specifies the complete compile-time information for a method’s standard verification (that
is the class file and hierarchy context, the method-specific context, and a frame type typing).

Definition 4.2.6 (The Verification Contexts).

(4.2.6a) A € MethContextys v, = ReturnType x MaxFrameys v X ExcAtt x ExcTable
(4.2.6b) Q) € CodeContextys v = StdContext x MethContextys mi. X FrameTypeAssignMs’ML

Before we specify the method standard verification judgement, let us briefly comment on the
initial and final verification requirements.

Initial constraints The initial constraints on the lightweight verifier are

e the initial expected frame-type is FTy,

e the initial accumulated set of program points is 0.

The initial expected frame type FT is specified as the method’s invocation frame type in the
side consition (4.2.7a.ix). The initial set of accumulated program points, however, is directly
indicated in the rightmost premise.

Final constraints The final constraints on the lightweight verifier are
e the “accumulating-condition” in (4.2.7a.x)

is the ultimate requirement for a successful method verification. It states that the accumulated
set of program points for standard verified instructions, must comprise all program points of
the method.

Definition 4.2.7 (Method Standard Verification). A method verification judgement has the sig-
nature

‘ StdContext -, Method, FrameTypeAssign

where “I" Fy,, M,FTA” reads: the method M bytecode verifies with the frame type assignment FTA
in the verification context I'.

CHFFTA(O)CFTy  QF 0,¢,0 ¥ pps

I Fpy M, FTA

4.2.7a)
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(4.2.7a.i) where Q = (I, A FTA)

(4.2.7a.ii) I'= ({(cP,CID),CH)

(4.2.7a.iii) A = (RT,MFR,EA,ET)

(4.2.7a.iv) M = (MSIG,RT,EA, CA)

(4.2.7a.v) = (MFR, C,ET)

(4.2.7a.vi) MFR = (MS, ML)

(4.2.7a.vii) MSIG = methsig(ID, Ty, ..., Ty)

(4.2.7a.viii) 0<k<ML

(4.2.7a.ix) FTo = (€,(CID, T1,..., Tk, Lkt1y---y Lanar—1))
(4.2.7a.x) PPS = PPS¢

The code sequence verification is specified by two rules. For a code sequence of one instruc-
tion, and for a code sequence of several instructions. We notice, that a well-defined method in Java
contains at least one instruction. Thus, the sequence rule set is well-defined for all legal method
code components. Then we observe that the individual instructions in a method code component
are associated with distinct program points. Thus, the side-condition (4.2.8b.111) in Rule 4.2.8b,
will successively accumulate the program points of all verified instructions, by a stepwise verifica-
tion of the associated instructions.

Definition 4.2.8 (Instruction Sequence Verification). An instruction sequence verification judg-
ment has the signature

CodeContext -, PPoint, Code, PPoints tséfe PPoints

f , ) ) )
where “(Q + PP,CS,PPS ‘2 pPs’” reads : the code sequence CS, starting at program point PP with
a set of prior, verified program points PPS, is verified in the code verification context (), with the
accumulated set of verified program points PPS’.

(saf
QFpp, 15 pp/| T

(4.2.8a) o
Q F PP, 1,PPS = PPS’
(4.2.8a.i) where PPS’ = PPS U{PP}
QFpp:n 2 pp! R,
CH I FTA(PP') C FThy,
(4.2.5b) QF pp 15-cs, pps’ X ppg”

tsaf
QF PP, Ij-12-CS, PPS = PPS”
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(4.2.8b.1) where Q = (T} _ FTA)
(4.2.8b.i) r={(_,cH)
(4.2.8b.iii) PPS’ = PPS U{PP}

Remark 4.2.9. We notice that Judgment 4.2.8 implies a slight abuse of notation, as PP cannot be a
program point of an empty code segment. As the last program point is ignored by our specification,
however, we side-step this and by abuse of notation assume that PP € PPoints.

4.3 Instruction Verification

Instruction verification is given as a formalization of the instruction-specific type constraints in
Definition 4.1.5. Based on the observation that the set of verification constraints are virtually the
same for each of the instruction groups specified in Section 3.1, we intend to ease the readability by
only presenting one inference rule per instruction group. Thus, we introduce a syntactically sug-
ared inference rule notation, which also will be referred to as a family of inference rules. The rule
notation is realized as one, shared rinference for each of the instruction groups which are specified
in Section 3.1. The side condition syntax is enriched by a verification table, which schematically
presents those instruction-specific side conditions which differs within each instruction-group.

Notation 4.3.1 (The Verification Table Notation). The verification table is defined as syntactic
sugar for a set of side conditions which are specific for each individual instruction. Let us consider
a verification table which covers two kinds of safety conditions, given by column X and Y.

[ x]y
HEIE

Each table line is interpreted as follows: if the instruction being verified is i, the conditions “X
= x" and “Y = y” must hold in particular, for the instruction i. We notice that an “unfolding”,
i.e., a syntactical “de-sugaring” of such a table, eventually splits the inference rule into several,
instruction-specific inference rules. For example, a “syntactical unfolding” of the presented verifi-
cation table would cause the inference rul for instruction i to have “X = x” and “ Y = y” added to
its side conditions.

Before we proceed, we must introduce a new frame type concept.

Definition 4.3.2 (The Expected Frame Type). By an expected frame type in PP’, we understand
the frame type which is imposed from the instruction at the previous program point PP by applica-
tion of its compile-time semantics on the frame type constraint at PP. Specifically we define

e the expected frame type in O to be the invocation frame type FTy,

e the expected frame type after a non-fall through instruction to be T.
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An expected frame type is denoted by FT|}, whenever PP is a preceding program point to Pp’
We begin by a specification of the (commonly shared) instruction-group judgment signature.

Definition 4.3.3 (The Instruction Verification Signature). An instruction verification judgment
has the signature

CodeContext +y, PPoint : Ins tﬁfe PPoint, FrameType

« f ” . . . . . .
where “Q + pp:1 %’ pp’ ,FTr,” reads: the instruction I, at the program point PP, is verifiable in
the code verification context () with the successor program point PP’ and the expected frame type

PP
FT .

We list the specification assumptions which our formalizations must satisfy.

Notation 4.3.4 (Assumptions and notational conventions).

e The formal assumptions in Definition 4.2.5.

e The side conditions of inference rules which are specified by Definition 4.3.3 are generally
organized into three groups. The uppermost side condition group specifies the context by
pattern matching. Then follows the side conditions which assure that the code constraints are
well-typed, and finally we list those constraints which assurs that the well-sized constraints
are satisfied, in accordance with Definition 4.1.5. In separate verification tables, we finally
list the instructions and their instruction-specific characteristics (if any).

e We mark sort elements which are unbound by the inference rule by _. In (4.3.6a.iv), e.g., we
have replaced the class file context (CP,CID) in the verification context I' with _, as it is not
referenced.

e We generally use the notation PP’ to signify the first byte position after the verified instruction
at PP. As noticed in Remark 4.3.5, PP’ does not always signify a program point in the method
being verified. When it does, however, the frame type assignment FTA(PP’), and the expected

frame type FT}}, are well-defined. Specifically, we often use PP” to signify a jump target.

e Furthermore, we have omitted the subscripts 'MS’ and "ML’ from the C symbol, in order to
ease the readability to the extend where they are not obvious from the context.

e We use the notation FT;}, for arbitrary program points PP and PP, to denote the frame type,

imposed by application of the compile-time semantics on the instruction at PP on the program
point PP’

e In order to ease readability we allow the writting FTA(PP) in judgments and inference rules,
even though it es a syntactical abuse of notation. We notice that a correct but more cum-
bersome approach, would be either to introduce function application syntactically, or to deal
with it in inference rule side conditions.
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Remark 4.3.5. As we verify the last method instruction at the program point PP, the successive
position PP’, does not indicate a byte position of an instruction in the method. Since there are no
type constraints imposed at PP/, we permit, by abuse of notation that PP’ € PPoint.

Stack instructions have briefly been described in Definition 3.1.8. As indicated by the name,
these instructions purely operate on the operand stack, as specified in Figure 3.1. This means that
these instructions expect a certain stack structure in order to execute to a well-defined run-time
stack state. Stack instruction bytecode verification translates these expectations to the following
static type constraints. When primitive (integer) typed stack elements are manipulated, these stack
requirements are straight forwardly formalized into static constraints as depicted in the verification
table for the stack verification judgement. The instructions dup and pop, however, manipulate
any kind of stack top element. In this sense they are type polymorphic.’ _At compile-time, “any
kind of stack element” translates into a stack type element of type T € Type. In Remark 4.3.7,
we argue that the null value is special in that it can be of any object reference type (instances or
arrays) at run-time. Since there are no polymorphic types available in Java we shall do with the
special, abstract type Null, which was added to our abstract type domain in Definition 4.1.7, with
the ordering depicted in Figure 4.1. The addition helps, e.g., in formalizing the type constraints
imposed by the aconst_null instruction. The instruction-specific type-constraints are formalized in
the verification table to the stack instruction judgement.

Definition 4.3.6 (Stack Instruction Verification). Take the judgment signature to be as in Defi-
nition 4.3.3.

(4.3.6a) -
QFpPpP:1 = PP/ FTT,
(4.3.6a.i) where Q = (I A, FTA)
(4.3.6a.ii) FTA(PP) = (ST,LT)
(4.3.6a.iii) FTpp = (ST,LT)
(4.3.6a.iv) M= (_,cH)
(4.3.6a.v) A={_,(MS,_),_, )
(4.3.6a.vi) PP =PP+1
(4.3.6a.vii) |sT'| < MS
I | ST | s1’
iconst_0 ST ST-int
iconst_1 ST ST-int
(4.3 6a.viii) aconst_null ST ST -Null
R dup ST1 T ST1-T-T
pop STy T ST
iadd STq-int-int | STy -int
isub STy-int-int | STy -int

8 A “polymorphic type” is used to denote a type variable which can be assigned a non-polymorphic (ground) type.
For example used to specify an input-output function for a program.
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Discussion 4.3.7 (The Null type). As illuded to above, the null value in Java is special in that
an expression, assigned to null, may be of any (object) type at runtime. In order to give a static
type interpretation of the effect of the aconst_null instruction, we would like to indicate that the
runtime type can by any object type. In static type terms, this means that we would like to define
a “most general object type” with which any potential runtime object-type is compatible. Since
there are no polymorphic types available in Java, we have introduced a special Null type to our
Java Type sort in Definition 4.1.7, as illustrated in Figure 4.1.

The Local variable instructions have briefly been specified in Definition 3.1.9. They are char-
acterized by their impact on the local variable table, as specified by the run-time execution scheme
in Figure 3.2. We notice, however, that the local variable instructions all operate on the stack, and
thus expect a certain stack structure in order to execute to a well-defined run-time state. Since
local variable instructions only concern moving an element from the stack to the variable table or
vice versa, we must require strict compile-time type-identity between the element type which is
expected to be moved, and the element type expected to be received at either stack or local variable
table. The instruction-specific type safety requirements described in Figure 3.2 have been straight
forwardly formalized in the local variable judgement verification table.

Definition 4.3.8 (Local Variable Instruction Verification). Take the judgment signature to be as
in Definition 4.3.3.

(4.3.8a) —_—
QFPP:1 = PP/, FT,,
(4.3.8a.i) where Q= (T A, FTA)
(4.3.8a.ii) FTA(PP) = (ST,LT)
(4.3.8a.iii) FTpp = (ST/,LT)
(4.3.8a.iv) I'=(_,CH)
(4.3.8a.v) A= (_,(MS,ML), _,_)
(4.3.8a.vi) PP’ = PP +2
(4.3.8a.vii) |sT'| < M™s
(4.3.8a.viii) n <ML
| I | st | st/ | Lt/ |
istoren] || ST’ -int ST/ LT[n — int]
(4.3.8a.ix) astoren] || ST - Ty ST’ LT[ — Top)
iload[n] ST ST -int where LT(n) = int LT
aload[n] ST ST - Top, Where LT(N) = Tgp LT

Before we continue the instruction verification formalizations, we need to formalize exceptions
which can be launched from the same program point.

Definition 4.3.9 (Launched Exception Formalization). We formalize the exceptions which can
be launched from a given program point as an unspecified exception name sort.

(4.3.9a) ES € Excs = Classldent™
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Even though exception verification is postponed to Section 4.4, the order in which exceptions
are verified is independent of each other, with the following consequence.

Notation 4.3.10 (Exception Representation). Exceptions which can be thrown at the same pro-
gram point may be written

E]‘Ez...En

where the listing order is indifferent.

Array instructions have already been specified in Definition 3.1.11. As indicated by the name,
these instructions primarily operate between the heap and the stack, as specified by the run-time
execution scheme of Figure 3.3. We observe that any array operation in our verification framework
is only reflected indirectly by the resulting stack operations, since the heap is not part of the verified
structures. For the most part, they therefore expect a certain stack structure in order to execute to a
well-defined run-time state. Notice in particular how the arraylength instruction poses no require-
ments on the type of its stack elements, here formalized by T, which by convention is an element in
the Type sort. As for local variable instructions, we must require strict static type-identity between
the element type which is expected to be stored or loaded, and the element type which has actually
been fetched. The stack type expectations have been formalized in the verification table of the ar-
ray verification judgement. The table furthermore lists a set of miscellaneous instruction-specific
evaluation conditions, including the special exceptions which may be cast.

An array rule has two premises in our formalization. The leftmost premise assures that the the
frame type assignment FTA is assignment compatible with the successor frame type in the next
program point at PP/, The rightmost premise, verifies the instruction specific exceptions which
may be thrown by the instruction. The listing of these exceptions is given in a second verification
table, whereas the actual discussion and formalization of exception verification is postponed to
Section 4.4.

Definition 4.3.11 (Array Instruction Verification). Take the judgment signature to be as in Def-
inition 4.3.3.

© - PP, ES,ET

(4.3.11a)

QFpp:1 ¥ PP/, FTFP,
(4.3.11a.i) where Q = (I A, FTA)
(4.3.11a.ii) O =(Q,LT,false)
(4.3.11a.iii) FTA(PP) = (ST,LT)
(4.3.11a.iv) FTpp = (ST, LT)
(4.3.11a.v) A=(_,(MS,_),_,ET)

(4.3.11a.vi) |sT'| < Ms
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| I | ST st’ | condition | pp’ |
iaload STy-int[]-int STy -int PP+ 1
aaload STy -CID[] - int ST7 - CID PP+ 1
(4.3.11a.vii) iastore ST/’ -int[]- 'int -int st/ PP+ 1
aastore sT’-cID[] - int - CID’ st/ cip’ <:CIp | PP+ 1
newarray_int ST1-int ST - int] PP+ 2
anewarray[n] STq-int STy-CID[] | cCP[n] =cCID | PP+ 3
arraylength STq - Tl] STy -int PP+ 1
I Es |
iaload NullPointerException -ArrayIndexOutOfBoundException
aaload NullPointerException - ArrayIndexOutOfBoundException
iastore NullPointerException -ArrayIndexOutOfBoundException
(4.3.11a.viii) aastore NullPointerException -ArrayIndexOutOfBoundException
...ArrayStoreException
newarrayint NegativeArraySizeException
anewarray([n] NegativeArraySizeException
arraylength NullPointerException

Discussion 4.3.12 (An array of “any type’’). We notice that the arraylength instruction is specified
to count the number of elements in an array, regardless of their type, and regardless of whether the
array is initialized or not. Specifically, we make this observation observable for our static type
verification, by the addition of the special abstract type *_L [|°, as it has been in Definition 4.1.7.

The following example illustrates the point: the following code allocates two different arrays
and uses shared code to access the length:

Method void main(java.lang.String[])
0 aload_0
arraylength
ifne 12
iconst_5
newarray int
astore_1
goto 18
12 bipush 6
14 anewarray class #2 <Class java.lang.Object>
17 astore_1
18 getstatic #3 <Field java.io.PrintStream out>
21 aload_1
22 arraylength
23 invokevirtual #4 <Method void println(int)>
26 return

O 0 o U1 DN -

This is rejected by the verifier with the error

Exception in thread "main" java.lang.VerifyError:
(class: BotArray, method: test signature: ([Ljava/lang/String;)V)
Expecting to find array on stack



4.3. INSTRUCTION VERIFICATION 73

in spite of the fact that the code is type-safe.

Constant pool instructions have been briefly specified in Definition 3.1.13. These instructions
primarily operate between the constant pool and the stack, as specified by the run-time execution
scheme of Figure 3.4. For the most part, they expect a certain stack structure in order to execute to
a well-defined run-time state.

In order to ease readability, we will structure the formalization by three different judgments,
each one for a partition of the constant pool instructions. The first is specified in Definition 4.3.13,
the second in Definition 4.3.16, whereas the third specification is given by Definition 4.3.17. The
first kinds are called simple access instructions, since these instructions only retrieve values spec-
ified by the Type sort from the constant pool. (The anewarray instruction is particular in that it
is both an array instruction and a constant pool instruction. In this representation, however, we
have decided to let the grouping of array instructions take precedence over other groupings.) The
second kinds are described as field access instructions, since these instructions only retrieve values
of the FieldType sort from the constant pool. Finally, the last kind is called method invocation
instructions, since these instructions only retrieve method descriptors of the MethodType sort from
the constant pool.

All of the three constant pool rules are verified by two premises. The leftmost premise assures
that the the frame type assignment FTA is assignment compatibel with the successor frame type in
the next program point at PP’. The rightmost premise, verifies the instruction-specific exceptions
which may be thrown by the instruction. The listing of these exceptions is given in a second verifi-
cation table, whereas the actual discussion and formalization of exception verification is postponed
to Section 4.4.

Definition 4.3.13 (Simple Access, Constant Pool Instruction Verification). Take the judgment
signature to be as in Definition 4.3.3.

© - PP, ES,ET

(4.3.13a) —
QFPP:1 = PP/ FTHY,
(4.3.13a.i) where = (I, A, FTA)
(4.3.13a.ii) — (Q,LT, false)
(4.3.13a.iii) FTA(PP) (ST,LT)
(4.3.13a.iv) PP, = (sT’,LT)
(4.3.13a.v) = ((cp,_),CH)
(4.3.13a.vi) A:<_,<Ms,_>,_,ET>
(4.3.13a.vii) PP/ =PP+3
(4.3.13a.viii) |ST'| < Ms
| I | st | st |cpn]] ES
(4.3.13aix) checkcast[n] || STy - Top | ST1 - Tob | T,, | ClassCastException
T ldc_w[n] ST ST-int | int €

new|[n] ST ST-CID | CID €
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Remark 4.3.14 (The constant pool index). Notice how we verify the constant pool index indi-
rectly by assuming that the type of the referenced constant pool item is well-defined.

Remark 4.3.15 (The checkcast instruction). Notice how the checkcast instruction primarily is a
runtime check, which guarantees that a type cast of a stack element is performed “upwards” to a an
item of object type in the constant pool. (e.g., from a subclass to a super class, subarray to a super
array/Object). Thus, it is generally unpredictable to perform this check statically, and therefore
only the individual stack and constant pool item types, as well as the stack structure is verified.

Field valued constant pool instructions are specified as for simple valued verification, yet with
an additional type constraint on the field argument, added as a premise. A constraint which cor-
responds to the usual type assignment compatibility requirement for field assignment, where t by
convention is an element in the Type sort. Furthermore, an additional side condition verifies that
the class where the field is applied, i.e., CID, is a subclass of the class where the field is declared,
i.e., CID' in our formalization. A constraint which, by the method inheritance property,® ensures
that the field has a value at runtime, since the runtime type of the applied field always will be
identical to, or a subclass to, its compile-time type.

Definition 4.3.16 (Field Access, Constant Pool Instruction Verification). Take the judgment
signature to be as in Definition 4.3.3.

CHFTCT
© - PP, ES,ET
(4.3.16a) —
QFpp:i1 2 PP/ FTEY,
(4.3.16a.i) where = (I, A, FTA)
(4.3.16a.ii) =(Q,LT,false)
(4.3.16a.iii) FTA(PP) = (ST,LT)
(4.3.16a.iv) pp, = (sT1',LT)
(4.3.16a.v) =((cp,_),CH)
(4.3.16a.vi) A=(_,_, _,ET)
(4.3.16a.vii) PP’ =PP+3
(4.3.16a.viii) CID <:cxCID’
| I I ST | st’ ] cpn] | ES

(4.3.16a.ix) putfield[n] || ST1-CID-T | STy fieldref(CID’,_, T) | NullPointerException

getfieldin] || sT;-cID | ST;-T | fieldref(CID’,_,T) | NullPointerException

\'

Method valued constant pool instructions are basically specified as for field valued instruction
verification, yet with an additional set of method argument type constraint added as j premises

°An application of a field can be seen as another way to make a “getter” method call in order to fetch the field
value.
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to the verification rule in (4.3.17a). These constraints correspond to the usual type assignment
compatibility requirements on method calls, where T by convention is an element in Type. In order
to enhance the readability, we have furthermore listed the instruction-specific side conditions for
these instructions in two additional verification tables. As for the verification of fields, an additional
side condition verifies that the class within which the method is called, i.e., CID, is a subclass of
the class where the method is declared, i.e., CID’ in our formalization. A constraint which, by
the method inheritance property ensures that the field has a value at runtime, since the runtime
type of an applied method always is identical to, or a subclass to, the methods compile-time type.
Furthermore we notice, that since all listed exceptions which can be thrown from an invokevirtual
program point, we have listed those exceptions as a constraint set in (4.3.17a.ix) instead of a list,
in accordance with the conventions described in Notation 4.3.10 (knowing that such a set will be
finite for any concrete method verification).

Definition 4.3.17 (Method Invocation, Constant Pool Instruction Verification). Take the judg-
ment signature to be as in Definition 4.3.3.

CH F T1 E T
CH |— T; £ Tj
© - PP, ES,ET
(4.3.17a) —
QFPP:1 = PP/ FTPY,
(4.3.17a.i) where = (I, A, FTA)
(4.3.17a.ii) =(Q,LT,false)
(4.3.17a.iii) FTA(PP) = (ST,LT)
(4.3.17a.iv) PP, = (s1',LT)
(4.3.17a.v) =((cp,_),CH)
(4.3.17a.vi) A={(_,_, _ ET)
(4.3.17a.vii) PP’ =PP+3
ST st’ | cp(n) |
(4.3.17a.viii) ST1-CID-T7...T; | ST1 | methref(cID’, methsig(_,T1,...,T;),void)
ST1-CID-Tj...7Tj | ST1-T | methodref(CID’ methsig(_,T1,...,T;),T)
. ‘ I ‘ condition ‘ ES ‘
(4.3.17a.ix)
| invokevirtualn] | CID<:c4CID’ | {E|E <:¢y Throwable} |

The exceptions which may be rethrown by invokevirtual (that includes all exceptions which our
instruction subset can throw), are specified as subclasses of Throwable. In order to clarify our
formal exception verification treatment (indicated by the lowest of the premises), we only consider
those exceptions which our instruction subset may throw.
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Definition 4.3.18 (A Representative Exception Subset). Subclasses of Throwable which are
covered by our subset consist of the following parts.

e The subclasses of RunTimeException which are listed in Definition 4.3.6 through Defini-
tion 4.3.25 (which, by definition, are part of the class hierarchy CH).

def . . . .
ESRunExc = {NegativeArraySizeException,ArrayStoreException,
ArrayIndexOutOfBoundException,ClassCastException,
NullPointerException}

e The subclasses of Exception, given within the class hierarchy CH. (That is all user-defined
exceptions in a given method.)

Remark 4.3.19 (Omitted exceptions). In order to clarify our formal presentation, we have omitted
Error and any of its subclasses as well as any of the system-defined subclasses of Exception.

The next instruction group to formalize is the conditional code jump group, which was briefly
dexcribed in Definition 3.1.15. As described by Figure 3.5, the runtime effect of one of those
instructions is a binary branched execution control transfer, depending on a condition value. Stat-
ically, this behaviour is verified by imposing the same type constraints at both (potential) jump
targets. These requirements have been formalized as side conditions to the rule in (4.3.20a), where
PP’ and PP” signifies the two potential jump targets, and ST’ the commonly expected stack type.
The additional, instruction-specific requirements on the type of the jump condition, have been
systematically listed in the adherent verification table. Finally we notice, that the branch rule is
specified by two premises, which assures that the frame type assignment is frame type assignment
compatible with the expected frame type in the successor program point PP’ as well as the expected
frame type at the jump target PP”.

Definition 4.3.20 (Branch Instruction Verification). Take the judgment signature to be as in
Definition 4.3.3.

CH - FTA(PP") C FT};,

(4.3.20a) —

QFpP:1 = PP/ FTEY,
(4.3.20a.i) where Q= (I, _,FTA)
(4.3.20a.ii) FTA(PP) = (ST,LT)
(4.3.20a.iii) FTpp = (ST',LT)
(4.3.20a.iv) = (_,CH)
(4.3.20a.v) PP’ =PP+3
(4.3.20a.vi) pp’ =pPP+n

Lt [ st |

ifne[n] || ST'-int
ifefn] || ST'-int
ifnullln] || ST - Top

(4.3.20a.vii)
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Remark 4.3.21 (Jump targets). Notice, that the verification of wheather a code jump target is
well-defined in some method, only is specified indirectly; we simply require that the method’s
frame type assignment FTA, is well-defined in the jump target PP”.

In the remainder of this section, we present a bytecode verification specification of what in
assembler technology is known as non-fall through instructions. For our subset, these are: goto[n/],
athrow, return, ireturn, and areturn.

The first of these is the unconditional code jump instruction goto[n], which was briefly de-
scribed in Definition 3.1.16. As specified by Figure 3.6, the runtime effect of a goto execution is
an immediate control transfer to the jump target PP” which is indicated by the argument (byte) n,
regardless of the frame state. Statically, we formalize this by requiring that the frame type at the
jump target is identical to the frame type at the jump source (which here is FTA(PP).)

Finally we notice that goto imposes no type constraints on the subsequent program point (if

any).

Definition 4.3.22 (Goto Instruction Verification). Take the judgment signature to be as in Defi-
nition 4.3.3.

CH + FTA(PP”) C FTLY,

(4.3.222) —

QF pp:goto = PP/, T
(4.3.22a.i) where Q =(I] _,FTA)
(4.3.22a.ii) FTppn = FTA(PP)
(4.3.22a.iii) M= (_,CH)
(4.3.22a.iv) PP’ =PP+3
(4.3.22a.v) PP’ =PP+n

Remark 4.3.23. We notice, that goto does not impose any type constraints at the source jump in
PP. Consequently, any kind of frame type may be imposed at the jump target in PP”, as the source
constraint may be T or L.

The next group of non-fall through instructions encompasses the abrupt instructions. The first
of these, the athrow instruction, was briefly described in Definition 3.1.17 and Figure 3.6. It causes
an immediate execution control transfer, since an exception is thrown onto the operand stack. We
notice, that since the exception is dynamically checked by the Java runtime system, the stack does
not need to be statically type verified.

The transfer is either local, i.e., to the location of the first matching handler, or to the invoker of
the method, i.e., when the exception is rethrown by the method. The actual athrow type verification
is formalized by three rules which differ in the kind of exceptions verification strategy they apply.
We notice, that the actual exception verification, given by the premises, is treated in Section 4.4.

The rule in (4.3.24a) is for any thrown exception which is not a user-defined Exception. The
rule in (4.3.24b) is for any thrown exception which is a user-defined Exception, and finally, the
rule in (4.3.24c) is for any thrown exception which is a system-defined RunT ime exception. Because
of the hierarchy structure between these built-in classes [8], we have that the rules are mutually
exclusive. The reason for the rule separation into “user-defined Exceptions” is because we have
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to check that these exceptions are declared by the throwing method(’s atribute table EA), as this
decides which local variables should be type checked. The reason for the rule separation into
“system-defined RunTime exceptions”, or for the rule separation into “other exceptions” which are
not an Exception (or subclass hereoff), is that these exceptions do not have to be declared by the
user. We notice, that in the side conditions, the different rules “propagate” a “toggle” set to true or
false, which is packed into the environment variable © in the exception verification premises. The
toggle value decides the which of the described verification strategy to apply.

Finally we notice, that since the frame is popped after the execution control is transferred,
athrow impose no type constraints on the following program point (if any).

Definition 4.3.24 (Throw Instruction Verification). Take the judgment signature to be as in Def-

inition 4.3.3.

(4.3.24a)

(4.3.24a.i)
(4.3.24a.ii)
(4.3.24a.iii)
(4.3.24a.iv)
(4.3.24a.v)
(4.3.24a.vi)
(4.3.24a.vii)
(4.3.24a.viii)

(4.3.24b)

(4.3.24b.1)
(4.3.24b.11)
(4.3.24b.111)
(4.3.24b.1v)
(4.3.24b.v)
(4.3.24b.v1)
(4.3.24b.vii)
(4.3.24b.viii)

(4.3.24¢)

© F PP, CIDg, ET

tsaf
Q + pp: athrow =5 pp/, T

where = (I, A, FTA)
= (Q,LT,false)
FTA(PP) (CIDg - _, LT)
M= (-,CcH)
A={(_,_, _,ET)

CIDg <:cy Throwable
CIDg L:cy Exception
PP = PP+ 1

© F PP, CIDg, ET

tsaf
Q + pp: athrow = pp/,T

where = (I, A, FTA)
= (Q,LT,true)
FTA(PP) (CIDg - _, LT)
:< CH)

= (- - ET)

CIDg §.CH Exception

CIDg L:cy RunTimeException

PP/ =pPP+1

© PP, CIDg, ET

tsafe

Q F pp: athrow = PP/, T
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(4.3.24c.1) where = (I, A, FTA)

(4.3.24c.ii) =(Q,LT,false)
(4.3.24c.iii) FTA(PP) = (CIDg - _, LT)
(4.3.24c.iv) =(_,CH)

(4.3.24c.v) A= {(_, _,EAET)
(4.3.24c¢.v1) CIDg <:cy RunTimeException
(4.3.24c.vii) PP = PP+ 1

where the premises are specified in Definition 4.4.11.

The last group of abrupt instructions are the return instructions which have been briefly de-
scribed in Definition 3.1.18. As specified in Figure 3.6, the runtime effect is an immediate ex-
ecution control transfer back to the method invoker. Any value which the method must return,
however, must be present on the stack top prior to a return instruction execution. The latter situ-
ation is verified by an assignment compatibility check of the statically returned type on the stack,
and the method’s declared return type in the constant pool. Finally we notice, that since the frame
is discarded after the execution control is returned to the method invoker, these instruction imposes
no type constraints on the following program point (if any).

Definition 4.3.25 (Return Instruction Verification). Take the judgment signature to be as in
Definition 4.3.3.

(4.3.25a) —

QF pp:return == pp/, T
(4.3.25a.i) where Q= (_,A FTA)
(4.3.25a.ii) A= (void, -, -, -)
(4.3.25a.iii) PP/ =PP+1
(4.3.25b) —

Q F pp:ireturn = pp/, T
(4.3.25b.1) where = (., A, FTA)
(4.3.25b.ii) FTA(PP) (ST-int, _)
(4.3.25b.iii) =(int,_,_, )
(4.3.25b.iv) PP  =PP+1

CH F Top E Top

(4.3.25¢)

tsaf
Q + pp:areturn — pp’, T
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(4.3.25c.1) where Q = (IJ A, FTA)
(4.3.25c.ii) FTA(PP) (ST - Tob, )
(4.3.25c.iii) = (_,cH)
(4.3.25¢.iv) A= {Top,_,_,_)
(4.3.25¢c.v) PP/ =PP+1

From our semantical verification descriptions for non-fall through instructions, we summarize
an interesting property.

Observation 4.3.26 (Non-fall through instruction constraints). All expected frame type con-
straints after non-fall through instructions are T within our formalization, i.e., they impose no type
constraints on any subsequent program points.

4.4 Exception Verification

In this section we will discuss how type safety verification apply to exceptions, as well as how to
decide for an appropriate exception verification strategy. Finally, we present the formalization of
our verification strategy.

Discussion 4.4.1 (Description of an exception.). The semantical impact of an exception can be
seen as though it transforms the instruction which raised it into a jump instruction, or an abrupt
instruction, depending on whether the exception is caught by one of the enclosing method’s ex-
ception handlers, or whether it is rethrown. Two questions arise in the attempt to specify bytecode
verification of exceptions. First, how do we interpret the exception recovery pattern semantics of
checked and unchecked exceptions in our formalization? Second, to what extend is it possible to
assure these recovery patterns statically, that is by an analysis based on the exception’s compile-
time types? The first question is best answered by a discussion on what we understand by exception
type safety; the second, by investigating an appropriate verification strategy. As a first approach to
type safety for exceptions, we consider an example of a type confusion situation which can appear
at runtime.

Example 4.4.2 (Exception type confusion). A variation of the cksum () method code is shown
in figure 4.3. This variant is unsafe, however, because an exception, raised by the invokevirtual
instruction, is caught by the handler at program point 10, but violates FTA(2) 3 FTA(10). (For
details on the exception table, we refer to Figure 4.6.) The frame type violation appears since
the local variable type at program point 10, at the index 2 contains Abort which isn’t assignment
compatible with CrCardRd, which is contained at the index 2 of the local variable type at program
point 2. In formal terms: Abort 4 CrCardRd. We notice, that an Abort reference at the stack-top
will be dynamically checked by the Java runtime system, whereas the local variable table, which
is an inherent scope from the local variable state of the source jump, must be verified statically if
the type error should be prevented.
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PP | FTApp.ST FTApp.LT (this-ccnum-x-y-z) | I
0le Gedll-CrCardRd- L -1 -1 aload[1]
2 | CrCardRd Gcdll-CrCardRd- L -1 -1 invokevirtual[1]
5| int Gedll-CrCardrRd- L- L -1 istore[2]
7€ Gedll-CrCardRd-int-L- L goto[+8]
10 | UnsetCrCard Gcdll-Abort-L-1-1 pop
11| e Gedll-Abort-L -1 1 aload|1]
13 | Abort Gedll-Abort-L -1 1 athrow

Figure 4.3: An unsafe cksum () variant.

In order to prevent such situations, we proceed by a discussion of how to ensure exception type
safety for an exception handle.

Discussion 4.4.3 (Exception Type Safety). Exception safety guarantees has to provide the same
kind of type safety precautions as for jump instructions and abrupt instructions.

Jump behaviour: when a local handle catches the raised exception. We require the same as-
signment compatibility, type safety constraint at the catching handle, as for any other jump
target.

Abrupt behaviour: when the raised exception is uncaught by the method’s exception table. If the
exception is checked, we require that the exception is declared!” by the method’s exception
attribute.

Based on Example 4.4.2 and this discussion it seems crucial, in an exception handler situation,
to establish the same kind of type safety as at usual jump targets, i.e., type compatibility at the
handling location. Even though exceptions are bytecode verified in practice, little has been written
to formally specify after which principles it is done. Thus, we have tried to account for what we
consider as necessary and reasonable formalization strategy.

If we consider what we have called an exception’s compile-time type, it is formally possible,
with the present formalizations, to give a static type safety description of exceptions and their
handlers, specified by the exception table. First we recall, that a class type of a handle in the ex-
ception table (in the class file), remains the same at compile-time and runtime. Thus, it is only the
instance-type of the exception which may differ from the compile-time type. In Definition 4.1.3,
we have formally specified how an instance type may differ at run-time and compile-time, a def-
inition which permit us to categorize the exception an the handle’s catch capabilities by three
compile-time situations.

Definition 4.4.4 (Compile-time Catch Situations). Assume that an exception has a compile-
time type which can be formalized by CIDg. Furthermore, assume that an enclosing method ex-
ception handler, which cover the localtion where the exception can be raised, is formalized by
(pP1,PP2,PP” CID).

10A declared exception is either listed by the exception attribute, or a subclass to a listed class.
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1. Only when CIDg <: CID, we can be sure that the handle will catch the exception at runtime.
We call the situation for a definite catch.

2. Assume that CID <: CIDg, i.e., CIDg is a super class type of CID at compile-time. According
to Definition 4.1.3, we may or may not have that the exception is caught by the handler at
runtime. We call the situation for a potential catch.

3. The exception will never be handled when the program point from where the exception may
be raised is out of range, or if both CIDg £: CID and CID «£: CIDg (as the exception type
and handle’s class type remain incomparable at runtime, cf., Definition 4.1.3). We call the
situation for a no catch.

Finally, we must discuss type safety of exceptions which imposes an abrupt behaviour. Since
a situation like this appear when an exception is uncaught by the exception table, two things are
semantically prescribed at runtime as part of the recovery pattern: if the exception is an unchecked
exception, no further constraints are required. If the exception is a checked exception, however,
it must be declared by the method’s exception attribute. As the exception attribute is given as
a list of class types (in the class file) their types remain the same at runtime. Again, in parallel
to Definition 4.4.4, three situations can appear at compile-time for each declared exception type.
We interpret type safety in this case in the most conservative way, as we require the exception’s
compile-time type to be strictly less or equal to at least one of the class types, listed in the attribute.

In the previous discussion we specifically analyzed what it means to have type safety at an
exception handler. However, in order to obtain type safety for an exception with respect to the
entire exception table at compile-time, we must decide how statically to interpret an exception
table recovery-pattern.

Discussion 4.4.5 (An Exception Verification Strategy). At runtime, a raised exception, checked
or unchecked, must be handled by the first handler in the linearly ordered exception table which
matches the exception at runtime [30, §2.16.2]. At compile-time, this translates into a linear, left to
right search for a handle in a “catch situation” with respect to the raised exception’s compile-time
type. Whereas a “definite catch” situation, or a “no catch” situation at compile-time can be given
a clear type safety interpretation as specified in Definition 4.4.4, potential catches are subject to
further discussion.

If we decide only to establish type safety for the first handle which can be identified as a “defi-
nite catch” at compile-time, we obviously may risk to surpass the establishment of type safety in a
“potential catch” which eventually could turn out to be the first matching handle in the exception
table at runtime. On the other hand, if we require type safety to be established rigorously, not only
for a handle of “definite catch” but for any handle in the exception table which can be identified
as a “potential catch”, we may risk to reject type safe programs, because of type safety violations
which may never come into play at runtime.

In our approach to type safety for exceptions, we choose the most conservative approach to
type safety. Thus, we will require type safety to be established for all possible catch patterns, even
if it means that a type safe program occasionally is rejected. Specifically, it means that we will
pursue the following compile-time, type safety strategy in our exception formalizations.
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e If the first handle to match the exception in the exception table is identified as a definite
catch, it is sufficient to establish type safety for that handle, as discussed in (4.4.3) , in order
to assure general type safety for the exception.

e [f the first handle to match the exception in the exception table is identified as a potential
catch, it is necessary, but not sufficient, to establish a type safety guarantee at that handle.
In order to assure general type safety, we must require type safety to be established for the
exception with respect to the remaining exception table.

e If no handle in the exception table matches the exception in a definite catch, no further type
safety requirements are needed if the exception is declared as unchecked. If the exception
is defined as checked, however, we take the most conservative approach to type safety for
exception attributes, as already addressed in (4.4.3).

Before we proceed with the actual exception verification formalization, we must identify the
group of checked exceptions and unchecked exceptions for our instruction subset. A grouping
which depends on whether the official JVM specification prescribes compile-time recovery checks
to be performed or not [30, § 11.2].

Discussion 4.4.6 (Checked and Unchecked, Subset Exceptions). In accordance with the Re-
mark 4.3.18, our instruction subset can potentially raise the exceptions wich are listed by their
compile-time types in ESrungxc, as well as any user-declared and user-thrown subclass instance
of Exception. The compile-time types of the exceptions which the considered instruction sub-
set may raise, can formally be grouped according to their recover semantics, cf., the official JVM
specification [30, § 11.2].

Checked Exceptions. We consider instances with compile-time type Exception, or any of its
subclasses, which are user-declared and user-raised.!!

Unchecked Exceptions. Furthermore, we consider instances with compile-time type RunTime-
Exception which the runtime-system may raise for our instruction subset.

ESRunExc def {NegativeArraySizeException,
ArrayStoreException,
ArrayIndexOutOfBoundException,
ClassCastException,

NullPointerException}

We notice, that this group also includes the user-declared and user-raised exceptions which
are statically given as subclasses of RunTimeException.

We supplement this with an important remark on the verification of unchecked exceptions.

A user-raised exception is thrown by the athrow instruction.
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Remark 4.4.7 (Uncaught exception handling). The official argument for dividing exceptions
into two categories is that the group of uncaught exceptions is an enormously big exception group,
which it therefore makes no sense to “check” at compile time [30, § 11.2]. With the verification
strategy in Discussion 4.4.5, we have a mean for simplifying the verification process, in that the
exception table gives a simple, and limited number of exceptions to look for. This relies on the
observation, that we only need to be concerned with those exceptions which may be handled, as
type safety is to be ensured at a handling position.

Recall that our grouping, for our convenience, has omitted some smaller exception sets:

e The class Error, or any of its subclasses. We refer to Remark 4.4.22 for further details on
the matter.

° System-raised12 subclasses of the class Exception, e.g., EOFExeption, or MalFormed-
URLException.

In order to ease the readability of the formalizations, we introduce an abbreviated exception
verification context.

Definition 4.4.8 (The Exception Verification Context).

(4.4.8a) O € ExcContextys v, = CodeContextys mi. X LocalType,,; x Propagate
(4.4.8b) PR € Propagate :=true | false

where we omit the subscripts from the sort names, whenever the meaning is clear from the context.

We shall briefly comment on the composition of the ExcContext sort. Besides the CodeContext,
we have specified a LocalType sort, which formalizes the expected local type at the handling
location. According to the semantics of exceptions, we know that the expected operand stack only
contains the raised exception. Thus there is no need to record the entire, expected frame type in
the exception context. The third composition, Propagate, is introduced to formally mark whether
a raised exception must be verified by the exception attribute or not. As we only verify those
checked subclasses of Exception which are user-raised, i.e., raised by athrow, and as we only
know whether it has been user-raised when we evaluate the athrow rules in Definition 4.3.24, we
need to propagate that information in case the exception is uncaught, through the proof-unfoldings.
In fact, PR is only set to t rue by the rule in (4.3.24b).

Before we proceed, we list the formalities which our formalization must adhere to.

Notation 4.4.9 (Assumptions and notational conventions). We adopt the same assumptions and
notational conventions as listed in the Definition 4.2.5, in the Definition 4.3.4, and in the Defini-
tion 4.3.9, without further modification.

Specifically we recall an important consequence of an earlier adopted verification assumption,
which allows us to consider type safety at a handling location, without further formalities.

Proposition 4.4.10 (Handler type-safety is well-defined). A method frame type assignment FTA,
is well defined in any of the method’s exception handling locations.

I2A system-raised exception is thrown by the runtime-system or the virtual machine.
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| Rule | Catch | Safety constraint at PP”
(4.4.12a) no —
(4.4.12b) no —
(4.4.12¢) no —
@412d)| no -

@4.12¢) |  no -
(4.4.14a) | definite | CH F FTA(PP”) C FT7,

(4.4.16a) | potential | CH - FTA(PP”) C FTY,

Figure 4.4: Type safety for exceptions raised at PP.

Proof. As the exception table is assumed to be well-formed prior to verification, we can assume
that any of its exception handlers, say at location PP”, represents a well-defined opcode position
within the code, and as such is encompassed by the method FTA. U

The described exception verification strategy, is formalized in Definition 4.4.12a through Defi-
nition 4.4.20. Since there are often more than one exception which can be thrown from a program
point, we have designed the verifying inference system so that it verifies a set of exceptions rather
than just one exception at a time. The five definitions, which cover five different verification situa-
tions: a “no catch”, a “definite catch”, and a “potential catch” situation at a handle, the verification
of an uncaught exception, and finally, the specific verification of an uncaught, checked exception,
which must be declared by the exception attribute.

In Figure 4.4, we have listed the inference rules which cover the first three verification situa-
tions, and the catch situation they correspond to. In the final column, we have listed the introduced
type safety constraints as a function of those rules. As expected, we have that only if the current
handle catches the raised exception in a “definite catch” or a “potential catch”, type safety has to
be established at the handling location.

Definition 4.4.11 (Exception Verification Signature). An exception verification judgment signa-
ture is given as follows.

‘ ExcContext t, PPoint,Excs, ExcHandlers

where “© F PP,ES,EHS” reads : the set of compile-time exceptions, ES, which may be raised at
the program point PP, verifies on a list of the exception table handlers EHS, within the exception
verification context ©.

There are five inference rules which formalize verification of an exception set, raised at the
same program point, which are given in a non-catch situation. The rules in (4.4.12a) and (4.4.12b),
formalizes a situation where all exception handlers in the exception table has been verified, either
because the exception table is empty, or because none of the exception handlers in the table has
caught the currently verified exception in a definite catch. Thus, the current exception must have
its propagation characteristics verified in a premise, performed by the inference system in Defini-
tion 4.4.19. Rule (4.4.12c) formalizes when all raised exceptions has been verified, and as such is
given as an axiom. The rules in (4.4.12d) and (4.4.12e), finally formalize two non-catch situations



86 CHAPTER 4. STANDARD VERIFICATION FORMALIZATION

where the current handle is surpassed. Either because the handle-range is inappropriate, or because
the handle cannot catch the exception.

Definition 4.4.12 (No Exception Catch). Take the judgment signature to be given as in Defini-
tion 4.4.11.

CH Fpy PR, CIDg, EA

4.4.12
( 2) © + PP, CIDg - ES, EHS
(4.4.12a.1) where © = (((_,CH),(_,EA,€),_), _,PR)
CH F PR, CIDg, EA

4.4.12b) © F PP, ES,ET
(4.4. © + PP, CIDg -ES, €
(4.4.12b.1) where O = ({(-,cH),(_,EA,ET), _), _,PR)
(4.4.12b.11) ET = EH - EHS
4.4.12
( ©) © + PP, €, EHS

© - PP, CIDg - ES, EHS
4.4.12d
( ) © - PP, CIDg - ES, EH - EHS
(4.4.12d.1) where EH = ((PP1,PP2),_,_)
(4.4.12d.11) PP < PP1 VPP > PP)

© + PP, CIDg - ES, EHS
4.4.12 ’ '
( ©) © F PP, CIDg - ES,EH - EHS
(4.4.12e.1) where O=({((-,CH), _,-), -,-)
(4.4.12e.ii) EH = ((PP1,PP;),_,CIDy)
(4.4.12e.1i1) PPy < PP < PPy
(4.4.12e.iv) CIDg %:cy CID}
(4.4.12e.v) CID] %:cy CIDg

Remark 4.4.13. The rule in (4.4.12a) deserves special mentioning, as it assumes some additional
knowledge. If we compare this rule with the one in (4.4.12b), we notice that by unfolding the
verification proof for the first exception CIDg in the set, we assume to know whether the entire set
CIDg - ES verifies or not. An assumption which relies on the observation in Section 4.3, that only
the athrow-rule in (4.3.24b) can set the progatation variable PR, in which case only one exception
is thrown. Thus, there is only one exception to verify by our rule, i.e., ES is empty. Any other
instruction which may raise the exception set, will have set PR to false, in which case there is
nothing further to verify for either exception in the set, according to the axiom in (4.4.19a).
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The verification of an exception which is definitely caught by some handler, is formalized by
two premises: one which specifies type safety at the handling location, and one which recursively
verifies the remaining, unverified exceptions, with the method’s exception table. The type safety
premise is given as a type assignment compatibility rule, which establishes that a method frame
type assignment must be assignment compatible with the expected frame type at the handling
location.

Definition 4.4.14 (Definite Exception Catch). Take the judgment signature to be given as in
Definition 4.4.11.

PP

CH - FTA(PP") C FTLh,

© + PP, ES, EHS

(4.4.142) © I PP, CIDg - ES, EH - EHS
(4.4.14a.1) where  ©=(Q,LT,_)

(4.4.14a.ii) Q=((_,cH), (-, _,ET), FTA)
(4.4.14a.iii) EH = ((PP1,PP,),PP” CID})
(4.4.14a.1v) FTpps = (CIDg, LT)

(4.4.14a.v) PP1 < PP < PP)

(4.4.14a.vi) CIDg <:cy CID/

Remark 4.4.15 (Dynamic stack check). We notice that the type assignment compatibility check
which is performed by the upper premise, could be reduced to a check of the local type assignment
compatibility, since the stack is verified dynamically anyway.

The verification of an exception which is potentially caught by some handler, is formalized by
two premises: one which, like the definite catch formalization, specifies type safety at the handling
location, one which verifies the current exception with the remaining handlers in the exception
table.

Definition 4.4.16 (Potential Exception Catch). Take the judgment signature to be given as in
Definition 4.4.11.

CH I FTA(PP") C FTLh,

© + PP, CIDg - ES, EHS

(4.4.162) O + PP, CIDg - ES, EH - EHS
(4.4.16a.) where O=(Q,LrT, )

(4.4.16a.ii) Q= ((-,CH), _,FTA)
(4.4.16a.iii) EH = ((PPy,PP,),PP” CID})
(4.4.16a.iv) FTpps = (CIDg,LT)

(4.4.16a.v) PP1 < PP < PP)

(4.4.16a.vi) CID] <:cyCIDg
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Remark 4.4.17 (Dynamic stack check). Same comment on the assignment compatibility check
as in Remark 4.4.15.

Remark 4.4.18. Pp; formalizes the end_pc of the range in the method code array at which the
exception handler EH is active. Since the end_pc is not included in this range, PP, is excluded
from the try-range in the side conditions in our formalization of exception handlers [30, p.122].

We formalize the verification of uncaught exceptions by two rules: if the exception can prop-
agate without being declared by the exception attribute (PR is false), or it can propagate if it is
declared by the exception attribute (PR is true).

Definition 4.4.19 (Uncaught Exception Verification). A judgment which verifies an uncaught
exception is structured by the following signature.

‘ ClassHier F,, Propagate,ClassIdent, ExcAtt

where “CH Fy, PR,CIDg,EA” reads : an uncaught exception with the compile-time type CIDg, and
propagation property PR, is verified within the class hierarchy CH with the exception attribute EA.

4.4.19
( 2) CH Fy false, CIDg, EA

CH I CIDg, EA
CH Fpy true, CIDg, EA

(4.4.19b)

Finally we formalize the verification of the exception attribute. As pointed out in (4.4.3),
we require that the uncaught, propagating exception matches one of the declared exception in a
“definite match”. In proof terminology, this means that the attribute verification rules must assure
that a proof will fail when no “definite match” is found in the exception attribute.

Definition 4.4.20 (Exception Attribute Verification). A judgment which verifies a propagating,
checked exception is structured by the following signature.

ClassHier F, Classldent, ExcAtt

where “CH F CIDg, EA” reads: a propagating, checked exception of compile-time type CIDg, is
checked with an exception attribute EA, within a class hierarchy CH.

4.4.20

( 2) CH F CIDg, CID{ - EA
(4.4.20a.i) where CIDg <:cyCIDf
(4.4.20b) CH I CIDg, EA

CH F CIDg, CID{ - EA

(4.4.20b.1) where  CIDg %:o; CIDy,
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Remark 4.4.21. We notice that since the attribute list is finite, all proofs generated by the judgment
set will be decidable.

Discussion 4.4.22 (Error verification). An exception of type Error (or a subtype hereof) is typ-
ically raised by the Java Virtual Machine as a result of an internal error [24]. As such, they can
be expected to be raised from any program point of a method. A formalization should therefore
add an Error-verifying premise to any instruction verifying rule. As Error exceptions are spec-
ified as unchecked exceptions, they can be verified by the same exception judgment in (4.4.11),
which formally verifies Runt imeException. In our formalization, we have not considered to ver-
ify Error (and its subclasses), in order to keep the presentation simple. If added, however, we
refer to Remark 4.4.7 for a way to manage unchecked exceptions.

4.5 The Example

Finally, we extend our canonical checksum example to the formalization system introduced in this
chapter.

Figure 4.5 proposes a frame type assignment, FTA, for the cksum () method code listed in
Example 3.4. In order to enhance readability, the table has been devided into six basic blocks!3
The first column gives the relative program point positions of the Opcodes, as indicated by the
method instruction sequence of column four. The two middle columns indicate the approximated
frame types in terms of a frame type assignment stack and local variables for the method as the
frame type assignment’s local type name with the source-code variable names. Thus, a line reads as
follows: at a program point (formalized as PP) is associated the frame type assignment (formalized
as FTA), consisting of an approximated stack type (formaly given by FTApp.ST) and a local type
(formaly given by FTApp.LT ), on which the associated instruction (formalized as i) is defined.

Proposition 4.5.1 (The checksum method standard verifies). The checksum method cksum (),
formalized by MK, bytecode verifies in the context I'* (both specified in Figure 4.6) with the frame
type assignment FTAX (defined in Figure 4.5). Formally speaking we have that

(4.5.1a) rk by MK FTASK

Proof. Assume I'*, M%, and FTAX as in the Proposition. Then the verification rules of this chapter
can be used to prove

Al2
- (4.1.28a) (4.2.8b)

CH* I FTAS® C FT Qck -0, ck 0 = ppsek

(4.5.15) R A (4.2.7a)
where
(4.5.15.9) A% = <int ,MFRCk,EACk,ETCk>

I3A “basic block” is a code sequence where only the first instruction is a jump target (which includes the initial
method invocation jump).
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PP | FTApp.ST FTApp.LT (this-ccnum-x-y-z) |1
0|e Gedll-CrCardRd-L -1 -1 aload[1]
2| CrCardrd Gcdll-CrCardRd-L-L -1 invokevirtual[1]
5| int Gedll-CrCardRd-L-L1 -1 istore[2]
7€ Gedll-CrCardRd-int-L -1 goto[+8] i
10 | UnsetCrCard Gcdll-CrCardRd- -1 - L pop
11| € Gcdll-CrCardRd-L -1 -1 new|2]
14 | Abort Gedll-CrCardRd- -1 - L athrow
15| € Gedll-CrCardRd-int- L - L ldc_w/(3]
18 | int Gedll-CrCardRd-int-1 - L istore[3]
20| € Gedll-CrCardRd-int-int-L |iload[2] )
22| int Gedll-CrCardRd-int-int-L |iload[3]
24 | int-int Gcdll-CrCardRd-int-int- L | isub
25| int Gedll-CrCardRd-int-int- 1 | istore[4]
27 | e Gedll-CrCardRd-int-int-int |iload[4]
29| int Gedll-CrCardRd-int-int-int | ifle[+10] _
32| e Gedll-CrCardRd-int-int-int | iload[4]
34 | int Gedll-CrCardRd-int -int - int | istore[2]
36| ¢ Gedll-CrCardRd-int -int-int | goto[—16] |
39| € Gedll-CrCardRd-int-int-int | iload[4]
41 | int Gedll-CrCardRd-int-int-int | ifne[+6] |
44 | e Gedll-CrCardRd-int -int-int | iload[2]
46 | int Gedll-CrCardRd-int-int-int |ireturn
47 | € Gedll-CrCardRd-int-int-int |iload[2]
49 | int Gecdll-CrCardRd-int-int-int | istore[4]
51| € Gedll-CrCardRd-int-int-int | iload[3]
53 | int Gedll-CrCardRd-int-int-int | istore[2]
55| € Gedll-CrCardRd-int-int-int | iload[4]
57 | int Gedll-CrCardRd-int -int - int | istore[3]
59 | € Gedll-CrCardRd-int-int-int | goto[—39] 4l

Figure 4.5: A cksum () frame type assignment.
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4.5.2)
(4.5.3)

4.54)

(4.5.5)

(4.5.6)
(4.5.7)

(4.5.8)

(4.5.9)
(4.5.10)

4.5.11)
(4.5.12)
(4.5.13)

(4.5.14)

rek = <<CPCk, ch11> ,CHCk>

cP® = {1 — methodref(CrCardRd,methsig(getIt,e€),int)
2 — Abort,
3 int}

CcH = {CrCardRd — Object, Gedll — Object,
Abort — Exception, UnsetCrCard+— Exception}

Mk = <MSIGCk, int ,EA%K, CACk>

EAK = (Abort)
MSIGK = methsig( cksun, (CrCardRd) )

CACk — <MFRCk,CCk,ETCk>

MFRK = (2,5)

c°® = aload(1] invokevirtual[1] istore[2] goto[+8] pop
new|[2] athrow Idc_w|3] istore[3] iload[2] iload[3]
isub istore[4] iload[4] ifle[+10] iload[4] istore|[2]
goto[—16] iload[4] ifne[+6] iload|[2] ireturn
iload[2] istore[4] iload[3] istore[2] iload[4]
istore[3] goto[—39]

ET® = (((0,7),10,UnsetCrCard))

FTo® = (e, (Gedll, CrCardRd, L, L, 1))

ppsk —(0,2,5,7,10,11,14,15,18,20,22,24,25,27,
29,32,34,36,41,44,46,47,49,51,53,55,57,59}

Figure 4.6: Context for cksum () verification.
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(4.5.15.ii) Q% — <er,ACk,FTACk>

and where denotes the full proof tree given in Appendix A.1. U



Chapter 5

Lightweight Verification Formalization

In this chapter, we develop the idea of using type certificates to check the type safety of method
bytecode, originally proposed by the author [46, 47]. This presentation extends a preliminary
formalization by the author and K.H. Rose [48] in the following ways. First of all, the notion of
“lightweight type safety” has been argued and formalized as a property of the Java type safety
lattice. Second, the actual lightweight verification algorithm has been systematically formalized
for the JVM subset. The formal proof which finally links lightweight bytecode verification and
bytecode type safety together, however, is postponed to Chapter 6, when we formally introduce
certificates as “type safety guarantees”.

In Section 5.1 we present and formally analyse the idea of lightweight bytecode type safety and
verification. In Section 5.2 we discuss our verification assumptions and present the semantics for
method bytecode lightweight verification. In Section 5.3 we semantically continue our lightweight
type safety formalizations with a formalization for our instruction subset, and in Section 5.4, we
formalize “lightweight type safety” for exceptions. Finally, in Section 5.5, we present the complete
lightweight verification proof-unfolding for our canonical checksum method.

5.1 Analysis and Formalization Strategy

“Lightweight bytecode verification” assumes that it is possible, from a generally small set of frame
type annotations (a lightweight certificate), using the “built-in” type system of Java bytecode to
type check whether a method is type safe; and that in one, straight code pass. In other words: if a
method bytecode can be verified by an arbitrary dataflow algorithm, we postulate it is possible to
verify type safety in a fixed constraint solving order, based on the existence of a set of frame type
annotations which is not proportional to the code size. We notice that

e frame type constraints are only build up in a non-trivial way at jump targets during standard
bytecode verification, and

e the order in which these constraints are solved is insignificant.

The first observation comes from the fact that the standard verifier is specified as a dataflow algo-
rithm, which means that all jumps target an entrance to a basic block [30, 35]. The observation
actually suggests that it is sufficient for type safety, to constraint solve the frame types at jump
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targets. The second observation is due to Cousot and Cousot’s work on chaotic equations [11] as
pointed our in the beginning of Section 4.2, something which is also reflected by our frame type
type-safety model as stated in Lemma 4.1.38. The observation suggests that choosing a specific,
say straight code pass, does not circumvent method bytecode type safety guarantees.

The first observation may in fact be formalized as follows.

Observation 5.1.1. Let FTA be a solution to the frame type constraint set given for a JVM method
with the code component C. Let PPy be the first program point of an arbitrary basic block given by
the code segment Clpp, . pp,}- We notice:

all frame types which can be expected from FTA (PP) within that basic block, is a
solution to the constraint set on Cl(pp,  pp,}-

As a consequence we have that from the set of all labels! (and 0), given by {PPy,..., PPy},
which exists for some (verifiable) method code, and a solution FTA to the method’s frame type
constraint set, we can actually construct another solution FTA', from the frame type set containing
{FTA(pPO),...,FTA(pPPK) } in One, linear pass through the method code.

Definition 5.1.2 (Base, Frametype Constraint Solution Set). Let a method have the method code
C, and let {PPy,...,PPy } € P(PPSc). A frame type set given by {FTpp,,...,FTpp, } from which a
solution to the method’s frame type constraint set can be constructed, is called a base, frame type
constraint solution set for that method.

In the following, we may refer to a “base frame type constraint solution set” simply as a “base
solution set”, whenever the meaning is clear from the context.

Proposition 5.1.3 (The existence of a base solution set). If a method is bytecode verifiable, there
exists a base, frame type constraint solution set, such that a solution to the method’s frame type
constraint set can be iterated in one, linear pass through the code.

Proof. Assume that a method is verifiable. Then there exists a solution FTA to its frame type con-
straint set. According to Observation 5.1.1, we can construct a solution FTA’ from FTAl(pp, ... pp, )
where {PP1,..., PPy} is the set of all labels in the method (and 0), in a stepwise manner, starting
from program point O. U

Remark 5.1.4. We notice that the idea of using a base solution set to verify a method, has been
implemented in Sun’s KVM virtual machine [59].

In our approach, we work from the initial hypothesis that a “solution frame typing” is available
together with the method code prior to bytecode verification. However, as also pointed out by
Leroy [25], the effectiveness of a verification strategy which requires the presence of a complete
base solution set, is not always as effective as one would like in practice. (The KVM verifier is
estimated to be approximately 10 times the possible size to fit on a general smart card [20].) In
this section, however, we intend to go further in reducing the solution set of needed frame type
annotations (the certificate) in order to (re)assure bytecode type safety (through type checking). In
order to suggest a strategy, we shall study an example.

'In assembler technology, a label is a marker for a jump target (including exception handlers).
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Example 5.1.5 (A jump situation). Consider the following sequence of expected frame types of
dimensions (2,3), which ends by a backward jump at pp+>5, and let the class identifiers CID 1, and
CID; be given with respect to some class hierarchy CH.

PP | FTA(PP).ST FTA(PP).LT K

PP | x-int CID - CID7 - CID; | pop
PP+1|x CID - CID7 - CID; | aload[1]
PP+3 | x-CID CID - CID7 - CID | astore(2]
PP+5 | x CID - CID; - CID; | goto[—4]

1. if CID,<:-yxCID1, the given frame typing is a current solution to the constraint in PP+1, as it
adheres to the type safety constraints of (4.3.22a).

2. if CcID; L:cy CID7, however, the given frame typing is not a solution to the constraint in
PP+ 1, as it violates the type safety constraint CH F FTAppr C FT” (i.e., the premise of
(4.3.22a)).

In the latter case, an altered solution to the constraint imposed by the goto instruction must be
found by “lowering” the current solution at PP + 1, in order to avoid the kind of type confusion
situations as described in Example 4.1.2. Formally, a solution must include a frame type FTpp41
such that FTpp1 C FTE}i 41 and FTppy £ Fngﬁ . SinFe the or('lere.d frame type set constitute a
lattice, we know that at least one such frame type exists, and is given by the “meet” FT}; M

PP+5
FTPP—H'
PP | FTA(PP).ST FTA(PP).LT K
PP | x-int CID - CID7 - (CID1 M1CID2) | pop
PP+1|x CID - CID7 - CID; aload(T1]
PP+3 | x-CID CID - CID7 - CIDj astore[2]
PP+5 | x CID - CIDq - CIDq goto[—4]

Finally we notice, that all of the above considerations in the example would have hold for a
backward jump situation as well.

In Figure 5.1 we have listed the instructions and associated verification rules which deal with
the establishment of type safety at a jump target during standard bytecode verification. None of
which distinguishes between jump directions. The distinction between forward and backward jump
targets becomes necessary, as the constructed frame type constraints is not met, hence cannot be
solved in the same manner, when we traverse the method code in a specific direction. We have that

e A backward jump target is special in that it is reached before the actual jump appears during
the stepwise method code scan, and thus the need for a constraint to be solved.
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‘ Rule ‘ Jump occasion ‘
(4.3.20a) ifne[n], ifle[n], or ifnull[n]
(4.3.22a) goto[n]

(4.4.14a) | Exception handling (definite catch)
(4.4.16a) | Exception handling (potential catch)

Rule Exception occasion

iaload, aaload, iastore, aastore,
(4.3.11a) ,

newarray_int, anewarray[n], arraylength
(4.3.13a) checkcast[n]
(4.3.16a) putfield[n], getfield[n]
(4.3.17a) invokevirtual[n]

(4.3.24a),(4.3.24b), (4.3.24¢) athrow

Figure 5.1: Type safety establishment at jump targets.

e A forward jump target is special in that it is only reached after the jump has been detected
during the stepwise method code scan, thus the need for a constraint to be resolved is known
in advance.

In Figure 5.2, we have formulated these considerations in a description of how we initially imagine
a lightweight verification process to perform. The program points and frame types which we
imagine as externally provided, form what we call a lightweight certificate. Based on the presented
discussions and observations in this section, we make the following important key-assumption, on
which we base our formalizations.

Definition 5.1.6 (The Lightweight Assumption). We assume that it is possible to construct a
solution to a verifiable method’s constraint set from an appropriate certificate in one, straight code
pass.

Based on Figure 5.2, we give the following sort-algebraic specification of a certificate.

Definition 5.1.7 (A Lightweight Certificate). Let a method have the code component C and di-

mensions given by MS and ML. A “lightweight certificate” for the method is formally specified
by

(5.1.7a) CE € Certc vs,m. = FrameTypeCert.. 5\, X Labelsc
(5.1.7b) LS € Labels. = P(Label()

(5.1.7¢) FTC € FrameTypeCert. g \; = PPointsc — (FrameTypeMS’ML)I
(5.1.7d) Labelc = PPointc

Notation 5.1.8. The deduction of an “appropriate” lightweight certificate from a verifiable method
is called “certification”, and is the subject of Chapter 6.
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Backward Jump Targets cannot be predicted in advance during the stepwise lightweight ver-
ification procedure. Thus, there is no way for the lightweight procedure to record the
associated frame types for a later constraint check, unless these program points are either
externally provided (or provided by a second code scan).

Forward Jump Targets are detected in advance when a forward reference appears in the code.
Thus, it is straightforward for the stepwise lightweight verification procedure to record
the associated frame types for a later constraint check.

“Inappropriate’” Program Points are typically those program points which follow non-
fallthrough instructions and are not forward jump targets, i.e., where no frame type can
be constructed from the previous program points during a stepwise lightweight verifi-
cation procedure. Inappropriate program points are generally speaking those program
points to which it is not possible to construct a frame type which is part of a solution
to the method’s constraint set. Thus, we suggest that the “appropriate” frame types for
these program points are externally provided.

Figure 5.2: A “pre-certificate” description.

Notation 5.1.9 (The certificate components). In the following, we will refer to the set of regis-
tered backward jump target program points LS, as the “backward labels” or simply “the label set”.
The frame type map FTC of “necessary” backward frame types in the certificate, is referred to as
the “certificate frame types”

The two dynamic structures which we imagine to accumulate the current constraints from
backward and forward jumps during a stepwise code scan, will be referred to as “pending” and
“saved”. The purpose with “pending” is to accumulate the frame types which are imposed as
constraints at forward jump targets. The purpose with “saved”, however, is to accumulate the
frame types which are known at the backward jump targets when these are reached during the
stepwise scan. In order to ensure that the suite of frame types which we step through by the linear
code pass constitutes a solution to the method’s constraint set, we must require two things, as
discussed in Example 5.1.5:

e any “pending” frame type must be greater (or equal) to the supposed frame type solution in
the associated forward jump target, and

e any “saved” frame type, which by the lightweight assumption described in Definition 5.1.6,
is supposed to be part of a solution to the method’s constraint set, must be smaller than the
frame type constraint which is imposed by the associated backward jump.

Based on these considerations we give the following sort algebraic specification of the “pending”
and “saved” structures.

Definition 5.1.10 (The Delayed Frame Type Constraint Sort). Let a method have the code
component C and dimensions given by MS and ML. A “delayed constraint set” for the method, is
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‘ Base solution frame-types ‘ Certificate ‘ Safety handling ‘
at backward labels backward labels (LS) “saved” (S)
at forward labels “pending” (P)
at “inappropriate” program points | frame types (FTC)

Figure 5.3: Altering the verification strategy.

formally specified by

(5.1.10a) DC € DelayConstre y;s i = PendingcvMsyML x Saved¢ ms ML
(5.1.10b) Pe PendingC’MS’ML = FrarneTypeMapCYMS’ML
(5.1.10¢) S € Savedc ms v = FrameTypeMaPc,Ms,ML

Remark 5.1.11. In Figure 5.3 we have listed how the idea of verification from a base solution set
has been altered by the described lightweight verification components.

Based on Example 5.1.5, and the discussions on pending and saved, we explain what we un-
derstand by a current frame type in a program point.

Definition 5.1.12 (The Current Frame Type). A current frame type in a program point is given
as the result of merging all of the currently available frame type constraints during lightweight
verification.

As the relative jump target position plays an important role in lightweight verification, we
specify its formal signification.

Definition 5.1.13 (Jump Directions). Let a jump instruction be given at a program point PP in a
method, with a jump target PP

A Backward Jump is defined when the jump target is given by PP” < PP, i.e., the target address
is less or equal® to the address of the jump instruction.

A Forward Jump is defined when the jump target is given by PP” > PP, i.e., the target address is
strictly greater than the address of the jump instruction.

Discussion 5.1.14 (Delayed type safety handling). Recall that type safety constraints primarily
are build up at jump targets. First, let us consider how such constraints are handled by the standard
bytecode verifier in Chapter 4. In Figure 5.1, we have made an exhaustive listing of those rules
which, within our instruction subset, may require that type safety is handled at a jump target. (The
“may” refer to the fact that not all exceptions which are raised, will be handled, and thus result in
a control transfer to another location in the code.) A type safety verification which in each case is
performed by the premise:

A jump to the same location is mainly used for “busy waiting” in concurrent programming, typically in order to
invite another thread to take over an evaluation. Since Java does not support this kind of behavior, the case has no
practical relevance [30, §17].
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(5.1.14a) CH + FTA(PP") C FT}F,

where PP” is the jump target, and PP is where the control transfer originates.

Since the order in which the frame type constraints are solved is insignificant with respect to
type safety, we can exploit this in lightweight verification by separating the type safety constraint
management for backward and forward jumps, and solving them in the order in which they appear
during a stepwise code pass, beginning at program point 0. Specifically we suggest how “pend-
ing”, formalized by P, manages forward jump constraints, and “saved”, formalized by S, manages
backward jump constraints. We illustrate the lightweight safety-constraint management idea in the
following example. In order to keep the presentation simple, we postpone the explanation of the
role of a lightweight certificate to Discussion 5.1.19. For the time being, we simply assume that
the backward jump targets are known.

Example 5.1.15 (A lightweight procedure). We consider a code jump situation with just one
forward jump and one backward jump, both to the instruction at PP.

o
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Figure 5.4: A code jump situation.

Figure 5.4 shows a method code component of at least two instructions.> We assume an in-
struction at program point PP, a previous instruction at a program point PP~ ") and a successor
instruction at a program point PP(*1). Furthermore, a jump instruction at PP(~%) targeting PP in a
forward jump, i.e., from PP(~Y < PP, and a jump instruction at PP{*1) targeting PP in a backward
jump, i.e., from pp < pp(*i).

A lightweight verifier is thought to progressively verify the type safety of one instruction at a
time, beginning with the instruction at program point 0.* Let us chronologically investigate how
such a stepwise procedure may progress in the situation of Figure 5.4 where all jumps are shown.

3There must be at least two instructions in a method to foster a jump.
“There is at least one instruction in any legal method.
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e From the instruction at program point O to the instruction at pp(~U, there will not be a
branching or confluence in the data flow, as there are no jump instructions or targeting pro-
gram points until PP{~Y). Thus, the current frame type at every program point, is given as a
non-trivial,”> expected frame type constraint, which is uniquely given by the static semantics
of the associated instruction.

o At pp(~Y| the lightweight procedure detects a Jump instruction, which is forward directed
towards PP. The jump frame type, i.e., FTPP( K , which is the result of applying the jump

instruction semantics to the current frame type at PP( U, is hence accumulated as the pending
frame type of P(PP).

e From the instruction PP~ to the instruction at PP, there is no branching in the data flow, as
there are no other jump instructions or targeting program points until PP. Thus, the current
frame type at every program point, is given as a non-trivial, expected frame type constraint,
which is uniquely given by the static semantics of the associated 1nstruct10n (Notice, that
the jump instruction at PP(~) cannot be a non-fall through instruction,® as there are no jumps
to the following instruction, and dead code is not allowed. Thus, the expected frame type for
the following instruction will be non-trivial.)

e At PP, the lightweight verifier knows of two frame type constraints, the expected frame

type FTEE(_”, imposed from the previous instruction at PP(~1), and the delayed, pending
frame type P(PP), imposed by the instruction at PP(~") . Thus, the current frame type at pPp
becomes P(PP) M FTpp (as already argued in Example 5.1.5). If the method is verifiable, we
have according to (5.1.14a), that there exists a solution FTA such that

(5.1.15a) CH k- FTA(PP) C P(PP), (-1

(5.1.15b) CH F FTA(PP) C FT}Z}E(_”
and therefore
(5.1.15¢) CH F FTA(PP) C P(PP),,(—i) FT{Z}Z(_”, pp > ppl— V)

where we have added the subscript PP~ Y in the formulas to indicate the origin of the pending
forward jump.

e As PP is a backward target, the current type constraint at PP must be saved for any later
(delayed) constraint checks with any backward imposed frame types. Thus, P(PP)1FT g;;(” :
must be registered as the saved frame type S(PP). According to the lightweight assumption
we specifically have, that the saved, current type constraint at PP is part of a solution to the
method’s constraint set at PP.

e From the instruction at PP to the instruction at PP(*3)| there is again no branching or con-
fluence in the data flow, as there are no other jump instructions or targeting program points

> A non-trivial expected frame type is one which is not T.
®All instructions in our instruction subset expects at least that the stack type length is semantically given. If we had
included nop, however, this would not have been the case.
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until (7). Thus, the current frame type at every program point, is given as a non-trivial,
expected frame type constraint, in parallel with the considerations above.

o Atpp!t1) the lightweight procedure detects a jump instruction which is backward directed

towards PP. The jump frame type, FTpp ppl ) , which is the result of applying the jump instruc-

tion semantics to the current frame type at pp(11) is thus imposed at PP. According to the
lightweight assumption, we have that if the method is verifiable, S(PP) is a solution to the
method’s constraint set at PP, and thus, according to (5.1.14a), we have that

(5.1.15d) cuF S(pp) C T | pp < pp(*+])

e Finally, from the instruction at pp( 1) to the last instruction of the method, there is again no
branching or confluence in the data flow, as there are no other jump instructions or targeting
program points. Thus, the current frame type at every program point, is given as a non-trivial,
expected frame type constraint, in parallel with the considerations above.

Let us assume the same program point notation as in Example 5.1.15. As we generalize the type
safety requirements of (5.1.15¢) and (5.1.15d) to the complete set of forwards jumps and backward
jumps to a program point PP over a method code C, we obtain the following propositions.

Proposition 5.1.16. For any PP, which is a forward jump target in a given, verifiable method
with an arbitrary solution FTA, we have that the collection of all forward jumps from each of

pp—1) . PP(7K) to the given target PP will result in a collection of k “pending” frame types
P(PP),,(—1) from pp(~Y fori e {1,...,k}, which satisfies the following constraint
k

CHF FTA(PP) C (|_| P(PP),p(—1) I‘IFTﬁﬁH))

i=1
Proof. Follows from Lemma 4.1.38 and the definition of [ | on a complete lattice. U

Proposition 5.1.17. For any PP which is a backward jump target in a given, verifiable method, we
have that if the “saved” frame type in PP is part of a solution to the method’s constraint set, the
collection of all backward jumps from each of PP(*1) ... pP(*U to pp, will satisfy the following
constraint

—

CH F S(PP) |_| P"“

Proof. Follows from Lemma 4.1.38 and the definition of [ | on a complete lattice. U

Remark 5.1.18 (Constraint invariants). We notice, that each of the frame types P(PP),, (1) for
i€ {1,..,k} in Proposition 5.1.16, are known when we lightweight evaluate the instruction at PP,
as well as the expected frame type FT?EH ), which is given by the semantics of the preceding in-
struction. Thus, an eventually saved frame type S(PP) is also known when verifying the instruction
at PP.
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The Proposition 5.1.16 and Proposition 5.1.17 suggest that with several jumps to the same
location, the order in which the “pending” or “saved” constraints are introduced is insignificant.

Discussion 5.1.19 (A formalization strategy). In the Example 5.1.15, we assumed that the po-
sition of the backward target was known in advance. As earlier mentioned, the set of backward
labels in a method is assumed to be provided by the label certificate component, formalized by LS.

Furthermore, the example indicated how the current frame type in every program point PP, can
be found from local frame type information to be a non-trivial frame type. Imagine, however, a
jump situation where the instruction at PP which follows a non-fall through instruction, is only
targeted by a backward jump. As the lightweight technique which we sketched in Example 5.1.15
only depends on local frame type information, the current frame type at PP becomes the same as the
expected frame type, i.e., T, which is unacceptable regardless of the following instruction (unless
it is a simple return and, if we had included it, the nop instruction). A situation like this is where
the frame type certificate component, formalized by FTC, comes in helpfully. In Section 6.1 we
shall discuss the formal design issues for an appropriate certificate. For the time being, however,
we simply list the principles, after which a certificate is deduced. Let C be a code component of
some verifiable method, and FTA a solution to the method’s constraint set. Let the assumptions be
as in Proposition 5.1.16.

e If the instruction at PP is a jump instruction and PP” is the jump target, we have that if
PP” < PP then PP” € LS by our certification strategy.

—1 . .
e Whenever FTA (PP) C (|_|l<:1 P(PP), (—i) M FTEE( ) ) , we have that FTC is updated with FTA

in PP.

pp(—

In other words, if the constraint which naively can be found by the lightweight verifier, that is
|_|f:] P(PP)p(—1) I FTEEH) , differs from the solution FTA(PP) from which the certificate was gen-
erated, we externally impose the solution’s frame type in terms of FTC at PP. If we let FTC be a
total map initialized as

(5.1.19a) FTCo ={PP— T | PP € PPS.}

we have that the following constraint is satisfied for all program points

K
(5.1.19b) CH I FTA(PP) C (FTC(PP)T] |_| P(PP)pp(—1) HFTEE(_”)

i=1

Specifically we have, that this certification strategy captures the problem of the stepwise pro-
cession of the lightweight verifier beyond non-fall through instructions.

We notice, that it is possible to produce a “false” frame type certificate for a given method
which contains dead code, which allows the method to pass by the lightweight verifier. However,
as discussed in Chapter 3, dead code is not harmful on its own, so in order to simplify the approach,
we have decided not to consider the problems related to rejecting method’s which contains dead
code. (In fact, if the size of the method becomes a problem, the system in general will reject the
code at an earlier stage.)
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Non-target The only main constraint imposed at a non-target PP is the expected frame type
FTg_U. The current frame type is adjusted by the frame type certificate in PP, i.e.,

—1
FTC(PP) I—IFTEE( )

Forward target There are two main constraints imposed at a forward target PP: a pending
constraint as well as an expected frame type in that program point. The current frame

. . . . . (=1
type is adjusted by the frame type certificate in PP, i.e., FTC(PP) M P(PP)MFTLE .

Backward target The current frame type, imposed at a backward target PP is saved as S(PP) =

-1 . . . . .
FTC(PP) M FTEE( ), until the lightweight verifier can check the confluence constraints as
it reaches the jump source(s).

Forward and backward target combines the two previous cases. Thus, the current frame
type becomes given by the most restrictive frame type of the two cases, and saved as

-1

S(ppP) = FTC(PP)MP(PP) HFTEE( )

Figure 5.5: Confluence analysis.

Let us make some remarks on the S and P frame type element “garbage collection” during a
lightweight verification procedure. Whenever an instruction in some method code C, at some for-
ward jump PP’ has been lightweight verified, it is of no further interest for the verifier, as it passes
the code in a stepwise fashion. Thus, all pending frame types, associated to program points PP,
where PP < PP’ for all PP € PPS can be eliminated without affecting the lightweight verification.
For instructions at program points which are marked as backward labels, however, we do not know,
during a single code scan, how many times a backward label will be targeted. Thus, we cannot
allow any of the “saved” frame types to be removed as long as the code is being lightweight veri-
fied. If lightweight verification were to take place in two code passes instead of one, however, we
could add a reference count number to each backward target. A number which could tell us, when
a program point will not be targeted any more during lightweight verification, and hence could
safely be removed. In order to keep our approach simple, however, we will not consider reference
counting in this formalization. Thus, we cannot remove any saved frame type elements during the
presented lightweight verification formalization. With these requirements in mind, we propose P
and S to be initialized by the following maps.

(5.1.19¢) Po={PP— T | PP € PPS.}
(5.1.19d) So={PP+— L |PP € PPS.}

Notice that with those initialization maps, we suggest that the delayed constraints in (5.1.17) and
(5.1.16) are trivially satisfied by all program points in a method code to begin with.

In Definition 2.3.8 we defined what is a function “meet” or “join” with a map over a singleton
domain. With the initialization maps Py and Sy, we can now formally define what it means to
extend or update P and S with a frame type FT in a single program point PP: P 1{PP — FT}, and
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Forward jump instruction at program point PP, targeting PP” > PP. We have that the resulting
frame type FT} .. from applying the static instruction semantics on the current frame type

at PP, is extending the pending map P/ = PM{pp” — FT} ..} at the target.

Backward jump instruction at program point PP, targeting PP/ < PP. We have that the result-
ing frame type FT,,.. from applying the static instruction semantics on the current frame
type at PP, is checked with the saved constraint at PP”. Thus, S(PP”) T FT}!...

Figure 5.6: Branching analysis.

SLI{PP — FT}. We can also define what it means to reduce or “garbage collect” P and S in a single
program point given by PP: PLU{PP +— T}, and ST1{PP — L}.

Finally, we need to structure and formalize those jump events which changes the data flow and
hence the current frame type from the expected.

In Figure 5.5 we have constraint-analysed the four different data flow confluence situations
which every program point of a method belongs to. Furthermore, we have constraint-analyzed the
two kinds of data flow branching situations in Figure 5.6, which the jump instructions of a method
will result in.

In order to ensure that we can update S and P with a frame type map element we must assure
that

Corollary 5.1.20. Given a class hierarchy CH, a method with a code component C, dimensions
(MS, ML), and two total, delayed frame type maps P, and S, we have that for a map {PP — FT} €
FrameTypeMap . \is i1, Over some singleton domain { PP | PP € PPSc } that

e Pr1{Pp — FT}, PU{PP = T} are well-defined in FrameTypeMap . ;s v

e SU{PP — FT}, STI{PP — L} are well-defined in FrameTypeMap . ;s vi1

Proof. Follows from the definition in (2.3.8) of a function “meet” and “join” with a map over a
singleton domain, and the fact that (Cys wi, FrameTypey \,, ) defines a lattice (which ensure the
existence of “meet” and “join” over the ordered frame type set.) U

We summarize the modifications which formally may be performed on P and S, as explained
in Discussion 5.1.19.

Definition 5.1.21 (Delayed Constraint Map Modifications). With the initialization maps of the
lightweight delayed frame type constraint maps given in (5.1.19d) and (5.1.19c), we have that

e PM{ppP+— FT}and S LI{PP — FT} formally indicate the extension of P and S at the program
point PP with a frame type FT.

e PL{PP— T}and SM{PP — L} formally indicate the reduction of P and S at the program
point PP.
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5.2 Bytecode Verification

Standard bytecode verification was formalized in Chapter 4 to serve as a formal basis for a lightweight
verification. In order to compare the two verification approaches, we will apply the same formal
methodology of natural semantics [22]. Thus, lightweight verification, informally resumed by the
assumption in Definition 5.1.6, is formalized as a big step, operational semantics. A formalism
which is intended at the construction of a (logical) proof for a method code component and a
lightweight certificate, within a finite number of exhaustive judgment unfoldings, provided that the
method code lightweight verifies with the given certificate. (The proof which shows the lightweight
verification formalization indeed provides the same type safety guarantees as standard lightweight
verification, is postponed to Chapter 6.)

The actual lightweight verification system is specified by Definitions 5.2.5 through 5.4.7. The
inference rules are obtained from the standard verification system specified by Definitions 4.2.7
through 4.4.11, basically by the exchange of the the frame type assignment component FTA with
the frame type certificate component FTC, and by an extension of the standard verification judg-
ment syntax and semantics with the specific lightweight components: a lightweight certificate ,
a pending map, and a saved map, as specified in the discussion on a formalization strategy in
(5.1.19).

Before we proceed, let us briefly list the assumptions and notational conventions which we
assume in our formalization of lightweight verification.

Notation 5.2.1 (Assumptions and notational conventions). The lightweight formalization must
adhere to the following requirements.

e Same requirements as for standard verification in Notation 4.2.5.
e Same conventions as listed in Notation 4.3.4.

e By syntactic abuse of notation, we allow S(PP), P(PP), as well as FTC(PP) for a given PP €
PPoint in lightweight judgments and inference rules. We notice that a correct but more
cumbersome approach, would be either to introduce function application syntactically, or to
deal with it in the inference-rule side conditions.

e By syntactic abuse of notation, we allow “meet” types of the kind FTTFT’ in side condi-
tions, in order to simplify the formalization presentations. We notice that a correct but more
cumbersome approach, would be to specify CH - FTMFT’ as a premise.

e A code segment denotes a consecutive sequence of instructions of a method’s code compo-
nent. In our formalizations, a code segment always include the last method instruction.

e We assume that FTC has been initialized by a T-mapping for all program points of the
method to be verified, as stated in (5.1.19a). Thus, FTC is well-defined for all program
points of the method.

In order to ease readability, we begin by a sort-algebraic specification of an “code state of a
code segment”. A state which consists of the first program point in the code segment, and the
current frame type which the lightweight verifier associates with that program point.
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Definition 5.2.2 (The Code Segment State). Let a method have the code component C and di-
mensions given by MS and ML. A “code state” for a code segment of C, is formally specified
by

) T
CST € CodeStatc vis,m. = PPointc x (FrameTypeMs,ML) 1

where we omit the superscripts and subscripts from the sort names, whenever the meaning is clear
from the context.

Furthermore, we simplify the lightweight verification judgment syntax by the introduction of
the following verification context sort.

Definition 5.2.3 (The Lightweight Code Context). Let a method have the code component C
and dimensions given by MS and ML. A “lightweight code context” for the method, is formally
specified by

Qigne € LightContextC’MSYML = StdContext x MethContextc ms mr X Certe ms mr

where we omit the subscripts from the sort names, whenever the meaning is clear from the context.

Remark 5.2.4. Notice that the LightContext sort differs from the CodeContext sort in their third
components, only, i.e., FrameTypeApprox in the former sort is replaced by Cert in the latter sort.

The first rule to specify, is that of method lightweight verification which is based on the standard
method verification rule (4.2.7a). Let us briefly comment on the initial and final, formal method
lightweight verification requirements.

Initial constraints The initial constraints on the lightweight verifier are

e the initial pending map, Py,
e the initial saved map, Sy,

e the initial code segment, CSTy,

specified in the side conditions (5.2.5a.ii1) through (5.2.5a.v). The delayed constraint maps
are initialized as prescribed by our formalization strategy. The initial method code segment
state, is given as O and the initial expected frame type FTo. The latter being the method’s
invocation frame type. The actual specification of FT is commonly given with the standard
verifier through the side condition (5.2.5a.vi). For further details, we refer to Definition 4.2.7.
(We notice, that the actual lightweight verification of FT, is performed by the code sequence
rules in Definition 5.2.6.)

Final constraints The final constraints on the lightweight verifier are
e the “accumulating-condition” in (4.2.7a.x),
e the initial pending map, Py,

where the ultimate requirement for a successful method verification states that the accumu-
lated set of program points for lightweight verified instructions, must comprise all program
points of the method. We notice, that the final pending map is always “garbage collected” to
the initial map, as explained by the formalization strategy.
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Definition 5.2.5 (Method Lightweight Verification). A method lightweight verification judge-
ment has the signature

StdContext -,y Method, Cert ‘

where “I" Fi,y M, CE” reads: the method M lightweight verifies with the certificate CE in the
standard verification context I'.

Qlight - CSTo, C, 0» <P0)SO> ]t%fe PPS, <PO> S>

(5-2.52) I"Fpy M : CE

(5.2.5a.1) where  Qjigne = (I} A, CE)

(5.2.5a.ii) CE = (FTC, LS)

(5.2.5a.iii) CSTo = (0,FTyp)

(5.2.5a.iv) Po ={PP+— T | PP € PPS(}
(5.2.5a.v) So={PP+— L | PP EPPS¢}
(5.2.5a.vi) same side conditions as in (4.2.7a.ii) through (4.2.7a.x).

The next rule set specify the lightweight verification of a code sequence. The rules are based
on the standard code-sequence verification of Rule 4.2.8a and Rule 4.2.8b. The side conditions,
however, reveal how we have incorporated the lightweight specific confluence and branching prop-
erties of Figure 5.5 and Figure 5.6 into our formalizations. As we mentioned in the formalization
strategy in Discussion 5.1.19, confluence properties concern all instructions of a method, whereas
branching properties only concern jump instructions. Thus, we have decided to make the formal
specification of the confluence-related constraints a part of the code-sequence rule, whereas the
branching-related constraints are made part of the individual jump instruction verification in Sec-
tion 5.3. In Figure 5.7 and Figure 5.8 we have summarized the earlier argued confluence properties,
which must be met at every instruction step during code-sequence lightweight verification. As any
well-defined method code-component consists of at least one instruction, code-sequence verifica-
tion is given by two rules: for a single instruction in (5.2.6a), and for at least two instructions in
(5.2.6b).

In order to ease the presentation of the side conditions, we have introduced the following ab-
breviations and optimizations with respect to Figure 5.8.

e The current frame type at PP is abbreviated to FT},.

e The current frame type is generally set to FTC(PP) 1P (PP) M FTpp regardless of the status of
PP, as we observe that P(PP) = T for non-targets or backward targets. Thus, P(PP) does not
contribute to the frame type value in those cases.

e The modification of the pending map P is generally set to P LI{PP — T} regardless of the
status of PP, as we observe that P(PP) = T for non-targets or backward targets.

e The modification of the saved map S is generally set to S LI{PP — FT},} regardless of the
status of PP. Even though the extension of S for non-targets or forward targets come as a
modification with respect to Figure 5.8, we will side step this, as it does not influence on the
lightweight verification process.
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‘ confluence status of PP ‘ condition
non-target P(pP) =T APPEZLS
backward target P(pP) =T APP € LS
forward target P(pP) # T /APP ¢ LS
back and forward target | P(PP) = T /APP € LS

Figure 5.7: Confluence status.

status of PP ‘ current frame type, FT}, ‘ saved, S’ ‘ pending, P’ ‘
non FTC(PP) M FTpp S P
backward FTC(PP) M FTpp SUI{PP — FT},} P
forward FTC(PP) M P(PP) MFTpp S PuU{pp— T}
back and forward | FTC(PP) M P(PP) MFTpp | SLI{PP — FT),} | PLU{PP — T}

Figure 5.8: Delayed type constraint updates at PP.

Definition 5.2.6 (Instruction Sequence Lightweight Verification). A code sequence, lightweight
verification judgment has the signature

LightContext -1,y CodeStat, CodeSeq, PPoints, DelayConstr “%fe PPoints, DelayConstr

where “Qjigne = (PP, FTpp) ,CS,PPS,DC lt%fe PPS’,DC’’reads: the code sequence CS, starting at
the program point PP with the frame type FTpp, lightweight verifies in the context Qjjone On a set
of delayed type safety constraints DC, and a set of lightweight verified program points PPS. The
accumulated set of lightweight verified program points PPS, is extended with the program points
of Cs, to PPS’. The accumulated set of delayed constraints DC, is extended to DC'.

(5.2.62)

(5.2.6a.1)
(5.2.6a.i1)
(5.2.6a.iii)
(5.2.6a.iv)
(5.2.6a.v)
(5.2.6a.vi)

(5.2.6b)

Itsafe

Qjighe F €T/, 1, (P, S) =" (PP', T), Po
Qiigni - CST, 1, PS, (P, S) "“%° pps, (P, S)
where Qlight = (-, -,CE)
CE = (FTC, )
CST = (PP, FTpp)
cst’ = (PP,FTC(PP)1P(PP) MFTpp)
Po=PU{PP— T}

same side condition as in (4.2.8a.1).

Itsafe

Qjigne b T/, 1, (P', 8") =" cst”, P’

ltsaf
Qjighe - sT”, €, PP/, (P”,S") S pps” (P S")

Qjight = CST, 1-C, PPS, (P, S) "€ ppg m(PISTy
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(5.2.6b.1)

(5.2.6b.i1) where —O-light = <_, _,CE>

(5.2.6b.iii) CE = (FTC, _)

(5.2.6b.iv) CST = (PP,FTpp)

(5.2.6b.v) csT = <PP,FT11P>

(5.2.6b.vi) FT), = FTC(PP) [P (PP) M FTpp
(5.2.6b.vii) P'=PuU{pP— T}

(5.2.6b.viii) S’ =SuU{ppP— FT),}

(5.2.6b.ix) same side conditions as in (4.2.8b.ii) through (4.2.8b.iii).

With the explanation of what we formally understand by an extension or a reduction of “saved”
and “pending” in Definition 5.1.21, we observe a useful modification invariant.

Observation 5.2.7 (Delayed constraint invariants). Any ligthweight verifiable JVM method and
certificate, satisfy the following modification behavior.

e “Saved” is extended or unchanged by the lightweight sequence verification rules.
e “Pending” is reduced or unchanged by the lightweight sequence verification rules.

Proof. According to Remark 5.1.21, we have that the formula S LI{PP — FT} defines an extension
of S and the formula P L/ {PP — T}, a reduction of P. The proof follows immediately, as also
reflected by Figure 5.8, since the side conditions in (5.2.6b.viii) and (5.2.6b.vii) are identical to
those formulas, and the side conditions apply by the sequence rule for all instruction but the last
instruction of a method, by which S and P remain unchanged. U

Observation 5.2.8 (P invariant). The pending P is “garbage collected” in PP’ by the code-
sequence Rule 5.2.6b, only affer the type constraint FTC(PP’) TFT}?, MP(PP’) has been established,
but before lightweight verification of the instruction at PP’ has been performed.

Finally we notice a formal property, interesting for the implementation of the lightweight pro-
cedure.

Remark 5.2.9 (Tail recursion). We notice that the proof construction for the lightweight verifi-
cation of an instruction sequence, is tail recursive by the above semantics (which implies that the
recursion can be efficiently implemented by a while loop.)

5.3 Instruction Verification

In this section, we consider each of the instruction groups which are listed in Definitions 3.1.8
through 3.1.18. The actual lightweight verification formalizations of those groups are made in
parallel to the standard verification rules of Definitions 4.3.6 through 4.3.25. Generally, the only
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formal difference is that the FTA component of the code context () has been “reduced” to CE in
Qjigne. Something which necessitates the explicit introduction of the current, and explicit frame
types into the instruction verification signatures. (In standard verification, the frame type at any
program point PP is available through the application of FTA(PP)). Furthermore, as we discussed
in relation to the formalization of the code-sequence rule in Definition 5.2.6, we must incorporate
the branching-related data flow properties of Figure 5.6 at the individual instruction formaliza-
tion level, , as these properties only concern individual jump instructions or exception handling
situations. We recall Figure 5.1 for a detailed account of those jump instructions and exception
situations, together with a formal summary of Figure 5.6, which describe the constraints which
those jump situations must satisfy.

| jump direction | constraint |
PP” > PP Pri{pp” — FTI’,}
pp” < pp S(pp”) CFT}?,

Figure 5.9: Delayed branching constraints.

We specify the (commonly shared) lightweight instruction verification judgment signature, be-
fore we finally formalize the instruction lightweight verification.

Definition 5.3.1 (The Instruction Lightweight Verification Signature). An instruction lightweight
verification judgment has the signature

LightContext Fy,, CodeStat : Ins, DelayConstr Itsafe CodeStat, Pending

« tsaf] ” . .
where “ Qjighe = (PP,FTpp) : 1, (P,S) g <PP’,FTE§,> , P’” reads : the instruction I, at the program

point PP with the current frame type FTpp, lightweight verifies in the verification context Qjgp,
on a set of delayed type constraints (P,S), with FT}?, as the expected frame type for the following
position PP/, and P’ as the accumulated, pending set.

The lightweight verification rule for stack instructions is obtained straightforwardly from the
standard verification rule in Definition 4.3.6, with the syntactic lightweight modifications described
in the introduction to this section.

Definition 5.3.2 (Stack, Lightweight Instruction Verification). Take the judgment signature to
be as in definition 5.3.1.

(5.3.2a) s
Qiight F (PP, FTpp) 1 1,(P, S) =" (PP/,FTIE,) | P
(5.3.2a.i) where Qlight = <F, A, _>
(5.3.2a.ii) FTpp = (ST,LT)
(5.3.2a.iii) same side conditions as in (4.3.6a.iii) through (4.3.6a.viii).

The lightweight verification rule for local variable instructions is obtained in a straightforward
manner from the standard verification rule in Definition 4.3.8, with the syntactic lightweight mod-
ifications described in the introduction to this section.
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Definition 5.3.3 (Local Variable, Lightweight Instruction Verification). Take the judgment sig-
nature to be as in definition 5.3.1.

(5.3.3a) same rule as in (5.3.2a).

(5.3.3a.i) where Qiight = (L A, )

(5.3.3a.ii) FTpp = (ST,LT)

(5.3.3a.iii) same side conditions as in (4.3.8a.iii) through (4.3.8a.ix).

The lightweight verification rule for array instructions is obtained in a straightforward manner
from the standard verification rule in Definition 4.3.11, with the syntactic lightweight modifications
described in the introduction to this section. According to Figure 5.1, array instructions may cause
an exception to be raised, which again may lead to a jump to a handle. We postpone the formal
lightweight verification of exception-caused jump situations to Section 5.4.

Definition 5.3.4 (Array, Lightweight Instruction Verification). Take the judgment signature to
be as in definition 5.3.1.

Oliat F PP, ES, (P, S) 54 p
(5.3.4a) fight < § >f
Qiight (PP, FTpp) : 1, (P, S) "=5° (PP/,FTLE, ), P/
(5.3.4a.1) where Qiighe = (L A, )
(5.3.4a.11) @light = <F, A LT, false>
(5.3.4a.iii) same side conditions as in (4.3.11a.iv) through (4.3.11a.viii).

where the premise is unfolded by the exception verification rules in Definitions 5.4.5 through 5.4.7.

The lightweight verification rule for simple access instructions is obtained in a straightforward
manner from the standard verification rule in Definition 4.3.13, with the syntactic lightweight
modifications described in the introduction to this section. According to Figure 5.1, simple access
instructions may acuse an exception to be raised, which again may lead to a jump to a handle. We
postpone the formal lightweight verification of exception-caused jump situations to Section 5.4.

Definition 5.3.5 (Simple Access, Constant Pool Lightweight Verification). Take the judgment
signature to be as in definition 5.3.1.

Itsafe

Olight - PP, ES, (P, S) — P’

(5.3.52) Itsafe
Qiight b (PP, FTpp) :1,(P, S) = (PP/,FTE,) | P/
(5.3.5a.1) where Qiight = (L A, )
(5.3.5a.i1) Olight = (I, A, LT, false)
(5.3.5a.1i1) same side conditions as in (4.3.13a.iv) through (4.3.13a.ix).

where the premise is unfolded by the exception verification rules in Definitions 5.4.5 through 5.4.7.



112 CHAPTER 5. LIGHTWEIGHT VERIFICATION FORMALIZATION

The lightweight verification rule for field-access instructions is obtained in a straightforward
manner from the standard verification rule in Definition 4.3.16, with the syntactic lightweight
modifications described in the introduction to this section. According to Figure 5.1, field access
instructions may cause an exception to be raised, which again may lead to a jump to a handle. We
postpone the formal lightweight verification of exception-caused jump situations to Section 5.4.

Definition 5.3.6 (Field Access, Constant Pool Lightweight Verification). Take the judgment
signature to be as in definition 5.3.1.

CHFTCT
(5.3.68) Olight - PP, ES, (P, S) Itsafe p/
Qiight = (PP, FTpp) : 1, (P, S) Itsafe (PP’ FTFP ) P
(5.3.6a.1) where Qiighe = (L A, )
(5.3.6a.11) @light = <F, A LT, false>
(5.3.6a.1i1) same side conditions as in (4.3.16a.iv) through (4.3.16a.ix).

where the lower-most premise is unfolded by the exception verification rules in Definition 5.4.5
through Definition 5.4.7.

The lightweight verification rule for method invocation instructions is obtained straightfor-
wardly from the standard verification rule in Definition 4.3.17, with the syntactic lightweight mod-
ifications described in the introduction to this section. According to Figure 5.1, method invocation
instructions may cause an exception to be raised, which again may lead to a jump to a handle. We
postpone the formal lightweight verification of exception-caused jump situations to Section 5.4.

Definition 5.3.7 (Method Invocation, Constant Pool Lightweight Verification). Take the judg-
ment signature to be as in definition 5.3.1.

CHF T C Ty
CH 'l—“Tj C T
PP Olight - PP, ES,ET, (P, S) ltsafe p/
3.7a
Qijight F (PP, FTpp) : 1, (P, S) fsafe (PP’ FTF? ) P’
(5.3.7a.1) where Qiight = (L A, )
(5.3.7a.ii) Olight = (I, A, LT, false)
(5.3.7a.iii) same side conditions as in (4.3.17a.iv) through (4.3.17a.ix).

where the lower-most premise is unfolded by the exception verification rules in Definition 5.4.5
through Definition 5.4.7.

The branch instructions are jump instructions, and as such their lightweight verification rules
must satisfy the delayed constraints listed in Figure 5.9. We can obtain this effect by essentially
splitting the standard verification rule in Definition 4.3.20 into two rules: one for a backward jump
situation, one for a forward jump situation (and with the syntactic lightweight modifications as
described in the introduction to this section).
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Definition 5.3.8 (Branch, Lightweight Instruction Verification). Take the judgment signature to
be as in Definition 5.3.1.

" PP
CH = S(pp") E FT,,

(5.3.8a) o
Qiight F (PP, FTpp) 1 1, (P, S) = (PP, FTIE,) | P
(5.3.8a.i) where PP” < pp
(5.3.8a.ii) FTpp = (ST,LT)
(5.3.8a.iii) Qiighe = (I -, -)
(5.3.8a.iv) same side conditions as in (4.3.20a.iii) through (4.3.20a.vii).
(5.3.8b) Itsafe
Qiighe = (PP,FTpp) 1 1, (P, S) =" (PP/,FTLF, ), P’
(5.3.8b.1) where pp” > pp
(5.3.8b.ii) FTpp = (ST,LT)
(5.3.8b.iii) P’ =P {PP” = FTpp}
(5.3.8b.iv) same side conditions as in (4.3.20a.iii) through (4.3.20a.vii).

Finally, we formalize the group of non-fall through instructions: the goto, the athrow, and the

return instructions which are return, areturn, ireturn. All characterized by the fact that they, per
default, impose no type requirements on the successor frame type.

The goto instruction has a special status, in that it is not only a non-fall through instruction, but
also a jump instruction. As for the branch instructions, we have that the lightweight verification
rules for goto must satisfy the delayed constraints, listed in Figure 5.9. An effect which can be
obtained by splitting the standard verification rule in Definition 4.3.22 into two rules: one for a
backward jump situation, one for a forward jump situation (and with the syntactic lightweight
modifications as described in the introduction to this section.

Definition 5.3.9 (The Goto Lightweight Verification). Take the judgment signature to be as in
Definition 5.3.1.

CH S(PP”) E FTpp

(5.3.9a) —y

Qjight = (PP, FTpp) : goto[n], (P, S) =" (pp’, T), P’
(5.3.9a.i) where pp” < pp
(5.3.9a.ii) Qiighe = (I -, -)
(5.3.9a.ii1) same side conditions as in (4.3.22a.iii) through (4.3.22a.v).
(5 :3.9b) Itsafe

Qiight = (PP, FTpp) : goto[n], (P, S) =" (pp’, T), P’
(5.3.9b.1) where pp” > pp
(5.3.9b.ii) Qiighe = (1} -, -)
(5.3.9b.iii) P’ =Pr{pp” — FTpp}
(5.3.9b.iv) same side conditions as in (4.3.22a.iii) through (4.3.22a.v).
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The lightweight verification rule for the athrow instruction is obtained straightforwardly from
the standard verification rule in Definition 4.3.24, with the syntactic lightweight modifications
described in the introduction to this section. According to Figure 5.1, athrow causes an exception
to be raised, which may lead to a jump to a handle. We postpone the formal lightweight verification
of exception-caused jump situations to Section 5.4.

Definition 5.3.10 (The Throw Instruction Lightweight Verification). Take the judgment signa-
ture to be as in Definition 5.3.1.

(5.3.10a)

(5.3.10a.1)
(5.3.10a.i1)
(5.3.10a.ii1)

(5.3.10b)

(5.3.10b.1)
(5.3.10b.11)
(5.3.10b.ii1)

(5.3.10c¢)

(5.3.10c.1)
(5.3.10c.i1)
(5.3.10c.ii1)

tsaf
Olight - PP, CIDg, ET, (P, S) 5 P’

tsafe

Qjight = (PP, FTpp) : athrow, (P, S) =" (pP/, T), P’

where —O-light = <F, A, CE>
@light = (I A, LT, false)
same side conditions as in (4.3.24a.iv) through (4.3.24a.viii).

same rule as in (5.3.10a).

where Qlight = <F, A, CE>
@light = <F, A LT, true>
same side conditions as in (4.3.24b.iv) through (4.3.24b.viii).

same rule as in (5.3.10a).
where —O-light = <F, A, CE>

@light = ([ A, LT, false)
same side conditions as in (4.3.24c¢.iv) through (4.3.24c.vii).

where the premises are unfolded by the exception verification rules in Definitions 5.4.5 through
54.7.

The lightweight verification rules for the return instructions can be obtained in a straightforward
manner from the standard verification rules in Definition 4.3.25, with the syntactic lightweight
modifications described in the introduction to this section.

Definition 5.3.11 (The Return Instruction Lightweight Verification). Take the judgment signa-
ture to be as in Definition 5.3.1.

(5.3.11a)

Itsafe

Qight = (PP,FTpp) :return, (P, S) "= (PP’ T), P
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(5.3.1 la.i) where Qlight = <_, A, _>

(5.3.11a.ii) same side conditions as in (4.3.25a.i1) through (4.3.25a.iii).
(5.3.11b) same rule as in (5.3.11a).

(5.3.1 1b.i) where —O-light = <_, A, _>

(5.3.11b.11) same side conditions as in (4.3.25b.iii) through (4.3.25b.iv).

CH F Top C Top

(5.3.11¢) o
—O-light F PP : areturn, <P, S> — <PP/,—|—> , P
(5.3.11c.i) where Oiight = (-, A, -)
(5.3.11c.ii) same side conditions as in (4.3.25c¢.iii) through (4.3.25c.v).

In parallel to Observation 5.2.7 we make the following interesting observation on instruction
lightweight rules.

Observation 5.3.12 (Delayed constraint invariants). Any lightweight verifiable instruction and
certificate, satisfy the following modification behavior.

e “Saved” is unchanged by the lightweight instruction verification rules.
e “Pending” is extended or unchanged by the lightweight sequence verification rules.

Proof. S is not modified by any of the lightweight instruction rules, whereas P is extended by the
frame type map {PP” — FT[’,} over a singleton domain, which consists of the targeting program
point, whenever a forward jump appears. U

5.4 Exception Verification

In this section we discuss an approach to exception lightweight type safety and verification for
the considered exception subset, which originally is specified in Definition 4.4.6. We present the
formalization of this lightweight verification strategy for exceptions in Definition 5.4.4 through
Definition 5.4.7. Formalizations which are created in parallel with definitions, remarks, and dis-
cussions in Section 4.4.

Discussion 5.4.1 (An Exception Lightweight Verification Strategy). The semantical impact of
an exception is that it transforms the instruction which raised it into a jump instruction, or an
abrupt instruction, depending on whether the exception is caught by one of the enclosing method’s
exception handlers, or whether it is rethrown. In accordance with the general exception verification
idea discussed in (4.4.5), the goal of a standard verification for exceptions is to assure the type
safety of those semantically expected recovery patterns. According to the general lightweight
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verification strategy, we must provide the same safety guarantees at the position of any handle
which can possibly catch the exception, and, specifically for checked exceptions, the rethrow must
be semantically well-defined for the method, if the exception is likely to pass uncaught by the
exception table. In accordance with the general lightweight verification strategy, this is obtained
by a two-step alterage of the standard verification semantics.

e We observe, that as for lightweight verification of jump instructions, any control transfer to
an appropriate exception handler which is forward positioned in the code, will result in a
modification of the accumulated pending set at that location.

e Moreover, we recall that the imposed “pending” lightweight type safety constraints, are man-
aged by the instruction sequence rule in Definition 5.2.6. As for jump instructions, the im-
posed “saved” lightweight type safety constraints remains to be established by our exception
formalization, whenever a catching backwards positioned handle is encountered.

These considerations lead to the decision of syntactically enriching the standard verification rules
of exceptions with a delayed safety set, as well as a pending set annotation.

As the positioning of a catching handle defines the direction of the control transfer we will
follow the listed procedure:

e when a handle in the exception table is likely to catch an exception in either a “definite
catch” or a “potential catch”, the lightweight verification formalization splits the associated,
(enriched) standard verification rule into two inference rules. One rule if the handle is back-
ward positioned in the method, and one rule if the handle is forward positioned in the code,
relative to the location where the exception can be raised.

e Specifically, if the exception may pass uncaught, lightweight verification collapses to stan-
dard verification.

We recall that the compile-time, exception “catch” concept has been formally specified in Defi-
nition 4.4.4. Furthermore, we list the notational conventions which our formalizations must adhere
to.

Notation 5.4.2 (Assumptions and notational conventions). We adopt the same assumptions and
notational conventions as listed in Definition 4.3.9, and Definition 5.2.1, without further modifica-
tion.

In order to ease the readability of the formalizations, we introduce an abbreviated exception
lightweight verification context. We notice, that the lightweight context is a simplification of the
exception verification context @ in Definition 4.4.8, though the compositions have the same se-
mantical meanings. (In fact, only the frame type assignment component has been withdrawn.)

Definition 5.4.3 (The Exception Lightweight Verification Context).
Blight € ExcContextyjgne = StdContext x MethContextys v X LocalType,,, x Propagate

where we omit the subscripts from the sort names, whenever the meaning is clear from the context.
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‘ Verifying rule ‘ Lightweight rules ‘ Catch ‘

(4.4.12a) (5.4.5a3) no
(4.4.12b) (5.4.5b) no
(4.4.12¢) (5.4.5¢) no
(4.4.12d) (5.4.5d) no
(4.4.12¢) (5.4.5¢) no
(4.4.14a) (5.4.6a), (5.4.6b) | definite
(4.4.16a) (5.4.7a), (5.4.7b) | potential

Figure 5.10: Rule correspondences for exceptions raised at PP.

The exception, lightweight verification strategy which is discussed in (5.4.1), is formalized
in Definition 5.4.5 through Definition 5.4.7, with a judgment signature given by Definition 5.4.4.
The formalization consists in extending the judgment syntax of the standard verification rules in
Section 4.4. We recall that the standard verification rules are structured according to whether
an exception is in a no-catch situation, a definite catch situation, or a potential catch situation, a
structure which we will maintain in our lightweight formalization. In Figure 5.10, we have made
an exhaustive listing of the lightweight rules and the, by catch property, corresponding exception
verification rules. As pointed out in Discussion 5.4.1, we have furthermore split those inference
rules which verifies type safety in a catch situation, into two rules. One rule for backward targeted
handle positions, one rule for forward positioned handling. In Figure 6.8 (which has been placed in
Chapter 6 to ease the presentation of the final proof demonstrations), we have detailed the relative
position of the catching handle, and the resulting lightweight type safety measures which is taken
in each case. We notice, that lightweight type safety constraints are imposed only at backward
positioned handles (the third column), whereas forward positioned handling imposes what we here
have called a delayed type safety verification (the fourth column).

Definition 5.4.4 (Exception Lightweight Verification Signature). An exception verification judg-
ment signature is given as follows.

ExcContext F,, PPoint, Excs, ExcHandlers, DelayConstr hgfe Pending

« Itsafe o ,, . . .
where “©j;gne - PP,ES, EHS, (P,S) *° P> reads : the set of exceptions ES, which can be raised at a

program point PP, lightweight verifies on a list of exception handlers EHS on a delayed constraint
set (P,S), within the lightweight context Ojjgn¢, with an accumulated pending set P.

The first set of lightweight verifying rules, extends the non-catch, standard verifying inference
rules in Definition 4.4.12 by a target frame type, without modifying the pending component in that
proof-step.

Definition 5.4.5 (No Exception Catch). Take the judgment signature to be given as in Defini-
tion 5.4.4.

CH Fy PR, CIDg, EA

Ttsaf
Olight - PP, CIDg - ES, €, (P, S) > P

(5.4.5a)
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(5.4.5a.1) where  Ojigne = ((-,CH), (-, EA, €), _,PR)

CH Fpy PR, CIDg, EA

lisaf
Olight - PP, ES, EHS, (P,S) 5 P’

(5.4.5b) e
Olight - PP, CID; -ES, €,(P, S) = P’
(5.4.5b.1) where  Ojigne = ((-,CH), (-, EA,ET), _,PR)
(5.4.5b.11) same side condition as in (4.4.12b.1i).
(5.4.5¢) e
Olight - PP, €, EHS, (P,S) = P

(5.4.5d) Olight - PP, CIDg - ES, EHS, (P, S) tsafe p

Olight - PP, CID - ES, EH - EHS, (P, S) tsafe p
(5.4.5d.1) same side conditions as in (4.4.12d.1) through (4.4.12d.i1).
(5.4.5¢) Olight F PP, CIDg - ES, EHS, (P, S) ltsafe p/

4.0¢€

Oiight I PP, CID;: - ES,EH - EHS, (P, S) tsafe b
(5.4.5¢e.1) where Olight = ((-,CH) , -, -,-)
(5.4.5e.ii) same side conditions as in (4.4.12e.ii) through (4.4.12e.v).

where the top premises of (5.4.5a) and (5.4.5b), which lightweight verifies CIDg as an uncaught
exception, collapses with standard verification of an uncaught exception, already specified in Def-
inition 4.4.19.

The next set of lightweight verifying rules, splits and extends the standard verifying rule in
(4.4.14) into two rules: one which establishes lightweight type safety at a definite, backward po-
sitioned handle, and one which introduce a delayed safety constraint for a definite, forward posi-
tioned handle. Thus, only the “forward situation” causes the pending set to be modified. As in
(4.4.14), the remaining, unverified exceptions are lightweight verified with the exception table, in
a separate premise.
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Definition 5.4.6 (Definite Exception Catch). Take the judgment signature to be given as in Defi-
nition 5.4.4.

CH = S(PP") C FTjhs

Olight - PP, ES, ET, (P, S) = ltsafe p/

(5.4.6a) ltsafe
Olight - PP, CIDg - ES, EH-EHS, (P, S) =" P”
(5.4.6a.i) where Pp” < PP
(5.4.6a.ii) Olight = ((-,CH), (-, -,ET), LT, _)
(5.4.6a.ii1) same side conditions as in (4.4.14a.iii) through (4.4.14a.vi).
Ohitt - PP, ES, ET, (P’, ) "S4¢ pr
(5.4.6b) light (P S) =
Ojight - PP, CID - ES, EH - EHS, (P, S) 5 P
(5.4.6b.1) where pp” > pp
(5.4.6b.ii) Olight = ((-,CH), (-, -,ET), LT, _)
(5.4.6b.iii) P'=Pn{pp” — FTh/}
(5.4.6b.1v) same side conditions as in (4.4.14a.iii) through (4.4.14a.v1).

The final set of lightweight verifying rules, splits and extends the standard verifying rule in
(4.4.16) into two rules: one which establishes lightweight type safety at a potential, backward
positioned handle, and one which introduce a delayed safety constraint for the a potential, forward
positioned handle. Thus, only the “forward situation” causes the pending set to be modified. As
in (4.4.16), the current exception is furthermore lightweight verified with the remaining exception
handles, in a separate premise.

Definition 5.4.7 (Potential Catch Situation). Take the judgment signature to be given as in Defi-
nition 5.4.4.

"
CH I S(pPP") C FTppn

lsaf
Ojight - PP, CID - ES, EHS, (P, S) -5 P

(5.4.77a) ltsafe
Oight - PP, CIDg - ES, EH-EHS, (P, S) =" P’
(5.4.7a.1) where pp” < pp
(5.4.7a.i1) @light = <<_,CH> , -, LT, _>
(5.4.7a.iii) same side conditions as in (4.4.16a.iii) through (4.4.16a.vi).
Olignt - PP, CIDg - ES, EHS, (P, S) 'S4¢ p
(5.4.7b) fight £ (P, 5) =

Ttsaf
@light F PP, CIDg - ES, EH - EHS, (P, S) ~5° P
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(5.4.7b.1) where pp” > pp

(5.4.7b.i1) Olight = ((-,CH), _,LT, _)

(5.4.7b.iii) P'=Pn{pp” — FT}./}

(5.4.7b.1v) same side conditions as in (4.4.16a.iii) through (4.4.16a.vi).

Observation 5.4.8 (lightweight verification of uncaught exceptions). A static analysis of whether
a checked, user-thrown exception can be rethrown from a method, comes back to a type check of
the method’s exception attribute. Because this type check is independent of jumps in the code, it
does not impose any lightweight safety constraints, or contribute to the pending component; and as
such, collapses with the already formalized verification in Definition 4.4.19 and Definition 4.4.20.

Remark 5.4.9 (Error lightweight verification). Since Error describes a class of unchecked ex-
ceptions, these can be lightweight verified by the presented formalizations, however, under the
same constraints as explained in Discussion 4.4.22.

5.5 The Example

We present a lightweight verification proof-unfolding for our cksum () method, based on the for-
malization of its verification context, frame type approximation, and class hierarchy, all of which
are summarized in Figure 3.8 and Figure 4.6.

Proposition 5.5.1 (cksum lightweight verifies). The cksum () method M°¥, lightweight verifies
in the context 'k, i.e., TK b, MCk, cEK | with the certificate:

(5.5.1a) CEk — <FTCCk,vlka>
(5.5.1b) FTC* =0
(5.5.1¢c) Lsk = {20}

Proof. Assume I'*, Mk, and CE®K as in the Proposition. Then the lightweight rules of this chapter

can be used to construct the proof
e (5.2.6b)
= (0,FTER) , cok 0 <P°k,S°k> =° ppsek, (Pgk, Sk

(5.5.2) O e (5.2.52)
where )

(5.5.2.0) thht (T A% cE)

(5.5.2.i1) A% = (int,MFR* EA ET)

(5.5.2.ii) PSk = (PP T |PP € PPS(}

(5.5.2.iv) Sk ={pp s L | PP € PPS¢ )

(5.5.2.v) SSK = (PP — L | PP € PPS( }LI{20 +— FTA(20)}

and where denotes the full proof tree given in Appendix A.2. U



Chapter 6

Lightweight Certification Formalization

In this chapter, we semantically formalize a lightweight certificate for type safe bytecode as a syn-
ergy of the verification specifications from Chapters 4 and 5 and use the certification formalization
to show that the lightweight verification of the method with such a certificate establishes the same
type safety guarantees as standard bytecode verification (for our instruction subset).

In Section 6.1, we discuss how to construct and formalize a lightweight certificate for a type
safe method bytecode, and what to understand by “certification”. Then, in Section 6.2, we recall
our formalization approach and specify the certification of method bytecode accordingly. Also,
we state our main theorem, which shows that lightweight bytecode verification provides the same
type safety guarantees as standard bytecode verification. In Section 6.3, we semantically specify
certification for our instruction subset. Finally, in Section 6.5, we present a complete certification
proof unfolding for our canonical checksum method.

6.1 Analysis and Formalization Strategy

The design of a certificate is closely associated with both lightweight verification, as specified in
Chapter 5, and standard verification, as specified in Chapter 4. In this section, we specify the formal
requirements to a certificate, based on the role it plays in lightweight verification. Furthermore, we
discuss how such a certificate can be obtained from a standard method verification, followed by a
formal presentation of a certification system. Our goal is to prove our main theorem relating the
standard and lightweight bytecode verification systems.

Theorem 6.1.1 (lightweight bytecode verification is safe). For any standard verification context
I and method M the following statements are equivalent:

1. There exists a frame type assignment FTA such that I" 5, M, FTA is provable.
2. There exists a lightweight certificate CE such that I" -, M, CE is provable.

Proof. Follows directly from the properties of the certification system to be shown in Lemma 6.2.6
below. U

Discussion 6.1.2 (A lightweight certification strategy). Recall that the intent with a certificate is
to be designed in such a way that the lightweight verifier can reconstruct a solution to the method’s

121
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constraint set in one straight code-pass, provided the method is verifiable. In Figure 5.2, we in-
formally listed a set a necessary requirements to the design of a certificate, which lead to a sort
algebraic specification of a certificate in Definition 5.1.7. A specification which composes a cer-
tificate as a set of backward jump targets LS and a frame type map FTC. Let us discuss each of
those components.

According to the lightweight assumption, we have that it is possible to construct a solution to
a verifiable method’s constraint set from an appropriate certificate in one, straight code pass. The
lightweight procedure, which we at first described naively in Example 5.1.15, suggests that the
solution at a backward jump target PP is recorded for a later constraint check, as the lightweight
procedure eventually reaches the jump. In Proposition 5.1.17, we formalized the constraint which
must be satisfied for PP, that is
(6.1.22) cutF S(pp) CET? 7 pp < pp(th)
Clearly, this constraint-check cannot be made during one, straight code pass, unless we know
whether a program point is a backward label. Thus, the set of backward labels for a method is
a necessary component to include in a certificate. Specifically for the canonical example method
cksum(), LS will contain the backward label 20.

According to Proposition 5.1.16, we can characterize the current frame type at a program point
PP during a straight code pass, from the forward jumps which is targeting PP, and the expected
frame type from the previous instruction. However, it is not possible to take into account the
constraints imposed by backward jumps to PP at the time when the lightweight procedure reaches
PP, not even if the backward targets are known in advance. Thus, the current frame type in PP
can at most be characterized as a “naive” solution to a verifiable method’s constraint set, as a
naive lightweight procedure will construct it without knowing anything else (than the backward
labels). With the assumptions and notation given in Proposition 5.1.16, such a “naive” solution is
formalized by

k

(6.1.2b) CHE [ | P(PP) et~ pp > pp(-

i=1
As we discussed in (5.1.19), the problem for the naive lightweight approach is that the procedure
fails to proceed after a non-fall through instruction, which only is targeted by a backward jump.
In this case, the so called “naive” lightweight solution in that program point is formally given by
the expected frame type, which becomes the trivial frame type T. A simple remedy to make the
lightweight procedure pass such a program point PP of a verifiable method, would be to provide
a frame type solution FTA(PP) externally, by the certificate. But as Example 6.1.3 shows, the
solution we can reconstruct for cksum(), by a lightweight verifier as specified in Chapter 5, cannot
be expected to be identical to the solution from which the certificate provided it’s frame type
component.

One could object that it does not matter, as long as we can state that the method verifies. How-
ever, it complicates the equivalence proofs between lightweight verification and standard verifica-
tion. In this formalization, we therefore aim at a certificate design which not only accomplishes
the lightweight assumption for verifiable methods, but which in doing so, automatically recon-
structs an isomorphic frame type solution to the method’s constraint set as the one from which the
certificate was deduced with our design principles.
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Our strategy to achieve this goal is to discuss how such an “isomorphic” certificate design must
look like, and to systematically list the principles after which such a certificate must by deduced by
our formalization. Along with the presentations of the resulting certification system, we will then
simultaneously prove the equivalence of lightweight verification and standard verification. A proof
which not only justifies the chosen certificate design, but also establishes the desired equivalence of
type safe programs shown by standard verification, and type safe programs shown by lightweight
verification.

Let us consider a certificate for the solution in Figure 6.1 of Example 6.1.3. If we only included
the smaller solution’s frame types at the program points which follows a non-fall through instruc-
tion, i.e., 10, 15, 36, and 47, the naive lightweight procedure would have been able to re-construct
a solution, but not the more restricted solution FTA’ from the figure. The problem is, that whenever
a frame type solution can be given, which at a program point is “less defined” in the associated
method frame-type lattice than the current frame type in that program point, we have no construc-
tive way to achieve that solution again based on such a restricted set of frame types. One way to
remedy this, is to include all of those frame types where the solution differs from the current frame
type which the naive lightweight procedure can find. That is whenever

k
(=1) i
(6.1.2¢) cHl FTA'(PP) C [ |P(PP) v MFTE, PP > PRV
i=1
For the solution FTA’ in Figure 6.1, this means that the frame type component of the certificate
must be given by

FTC' ={0+— FTA'(0),5+— FTA'(5),
10— FTA'(10), 32 — FTA'(32),
41— FTA'(41),44 — FTA'(44),
49 +— FTA'(49),53 — FTA'(53)}

(6.1.2d)

as the constraint

Kep
(6.1.2¢) CHF FTA'(PP) C (|_|P(PP)PP(,U |‘|FT§§(_”)
i=1

is satisfied for all PP € {0, 5, 10, 32,41, 44,49, 53} where k19 = 2, otherwise kpp = 1. (Recall that

the initial, expected frame type FTg(in is defined as FTy.)
In comparison, we have that for the solution FTA in Figure 4.5 of Example 4.5, the frame type
component, deduced by the same certificate principles, becomes

(6.1.21) FTC =0

We notice, that the deduced label set LS for the code associated with the solution FTA’ in Exam-
ple 6.1, is the same as for FTA in Example 6.1, as the code sequence of the cksum() method has not
changed between the two examples. Thus, the difference in certificate size for different solutions,
only a concern to the frame type certificate component. The general discussion on the theoretical
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PP | FTA pp.ST FTA'pp.LT (this-ccnum-x-y-z) |1
0le 1l -CrCardrRd-L-1-L aload[1]
2| CrCardRd L -CrCardrd-L-1-1 invokevirtual[1]
5|int L1101 istore[2]
7€ d-Ll-int-L-L goto[+8] |
10| L L-d-L-1-1 pop
11| e d-1l-1-1-1 new|2]
14 | Abort -1-1-1-1 athrow
15| e -l int-L-1L Idc_w/(3]
18 | int 1-1l-int-L-L istore[3]
20| e L-1l-int-int- L iload(2] N\ )
22 | int 1-1l-int-int-L iload[3]
24| int-int L1-1-int-int-_L isub
25| int 1l-1l-int-int-L istore[4]
27 | € 1-1-int-int-int iload[4]
29 | int 1-1l-int-int-int ifle[-+10] _
32| € 1l.-1-1.-int-int iload[4]
34 | int 1-1-1-int-int istore[2]
36| € 1-1l-int-int-int goto[—16] a
39| e 1-1-int-int-int iload[4]
41 | int 1l-1l-int-int-L ifne[+6] _
44 | € l.-1l-int-L-1 iload[2]
46 | int L1101 ireturn
47 | € L.l int-int- L iload[2]
49 | int Lol -1l-int-L istore[4]
51| ¢ L-1l-1-int-int iload[3]
53| int L-l-1-1-int istore(2]
55| € 1L-l-int-L-int iload[4]
57 | int L-Ll-int-L-L istore[3]
59| e L-l-int-int- L goto[—39] i J

Figure 6.1: A “smaller” cksum () frame type assignment.
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relationship between the certificate size and the solution by which the certificate is deduced, how-
ever, is postponed to Chapter 8. For the time being, we will formally list the discussed certificate
design principles in Definition 6.1.4, before we proceed by a discussion on how to formalize a
system of those criteria.

Example 6.1.3 (A smaller frame type solution). The cksum () method with a code component C,
which we showed to bytecode verify earlier, could have verified on a less defined FTA. A “smaller”
solution to FTA is a solution FTA' to the method’s constraint set, such that FTA’(PP) C FTA(PP) for
all PP € PPSc. In Figure 6.1, we give an example of such a frame typing.

Based on Discussion 6.1.2, we summarize the design principles by which our certification
system shall specify a lightweight certificate.

Definition 6.1.4 (A Lightweight Certificate Design). Let C be a code component of some ver-
ifiable method, and FTA a solution to the method’s constraint set. Let the assumptions be as in
Proposition 5.1.16.

1. If the instruction at PP is a jump instruction and PP” is the jump target, we have that if
PP” < PP then PP” € LS by our certification strategy.

(-1) :
(—y) TFTh ), we have that FTC is extended

2. Whenever CH I FTA(PP) T ([T&_; P(PP),,

with FTA in PP.

Discussion 6.1.5 (The formalization strategy). The concept of a certificate is based on the notion
of a (standard) verifiable solution to a method’s constraint set, according to the Discussion 6.1.2.
Thus, it seems natural that a formal certification specification is achieved from the standard byte-
code verification system in Chapter 4. Specifically, with the certificate design requirements in
Definition 6.1.4, a lightweight certificate can be seen as a “logical property” of standard bytecode
verification. Consequently, a formalization can be achieved by an extension of the standard ver-
ification system with syntactic certificate annotations, such that a certificate becomes given as an
accumulated set of backward labels and frame type mappings, which is recursively defined through
sub-rules.

First we notice, that the two design requirements in Definition 6.1.4, expresses two types of
constraints as already discussed in Section 5.1. The confluence-related constraints in this context
concern the identification of a program point’s pending properties, syntactically given by P, in
order to construct the correct, current frame type, whereas the branching related-constraints in this
context, concern the identification of backward jump targets for jump instructions and exception
handling situations. The former constraints serve to extend the frame type certificate, syntactically
given by FTC, appropriately, whereas the latter constraints serve to extend the backward label set,
syntactically given by LS. As argued by the formalization of lightweight verification, confluence
constraints must be applied to all program points and as such should be specified by the most
general (sequencing) certification rules, whereas branching constraints are properties of individual
instruction certification. Let us briefly list how this affects the (re)organization of the standard
verification rules.
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e In accordance with the second design principle in Definition 6.1.4, we must split each general
rule into two, in order to extend the frame type certificate FTC appropriately. Thus, one
rule if the frame type solution FTA(PP) is less defined that the current frame type CH F

—-1) . . . . .
|_|f:] P(PP) (1) I FT?E( "in that program point, another one if they are identical.

e In accordance with the lightweight verification of instructions in Section 5.3, we must split
each of the jump instruction, or exception handling rules into two, in order to extend both
the backward label set LS, and the pending set P appropriately.

Finally we notice, that we will adopt the same initialization map for P as in Definition 5.2.5,
and a similar initialization of FTC.

(6.1.5a) FTCo ={PP+— T | PP € PPS.}

6.2 Bytecode Certification

The goal of certification is to deduce a certificate (at the code generating platform), given a stan-
dard verified method, which is sufficient to re-verify the type safety of the method by lightweight
verification (upon arrival at the code destination platform). In this sense, certification can be seen
as an extension of standard bytecode verification. Thus, we specify the certification rules in natural
semantics [22], as syntactic (and semantic) extensions of the standard verification semantics, with
a certificate. Furthermore, we restate the type-safety equivalence Theorem 6.1.1 in more detail as
a lemma, and formulate its proof.

Notation 6.2.1 (Assumptions and notational conventions). We adopt the following considera-
tions in our formalizations.

e Same assumptions and notational conventions as listed for lightweight (and standard) verifi-
cation in Notation 5.2.1

e We assume that a frame type certificate FTC, for a method code component C, is initialized
by the map {PP— T | PP € PPSc}.

e We introduce the following abbreviations for each of the three formal verification semantics
in this thesis. Here specified by their principal judgement.

(BV) I"Fpy M,FTA  (Standard bytecode verification)
(LBV) I"Fpy M,CE  (Lightweight bytecode verification)
(LBC) I"Fbe M,FTA,CE  (Lightweight bytecode certification)

In order to ease the readability of the formalizations, we introduce a sort-algebraic extension
of the certificate sort, which is specified as follows.

Definition 6.2.2 (The Pending Certificate Sort). Let a method be given by the code component C
and dimensions given by MS and ML. A “pending certificate” for the method is formally specified

by
(6.2.2a) PCE € PCertc ms v = Pendingc)Ms’ML x Certe ms,mL
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Remark 6.2.3. We have called it a “pending certificate sort”, because it enriches the certificate
with forward jump details along the accumulation of the certificate. The term “pending certificate”
explicit that a pending map P is built along with any certification judgement proof unfolding.

The formalization of method certification, is given as a syntactic (and semantic) extension of
the standard method verification Judgement 4.2.7a, in accordance with Discussion 6.1.2, and with
Discussion 6.1.5. Let us briefly glance over the initial and final requirements to the formalization
of method certification.

Initial constraints The initial constraints on the certifier are

e the initial pending map is Py,
e the initial label set is 0,

e the initial frame type certificate is FTCy,

as specified by the side conditions (6.2.4a.i) and (6.2.4a.i1), and by the side conditions
(6.2.4b.ii) and (6.2.4b.iii). The initial pending map Py and the initial frame type certifi-
cate FTCy, are both initialized in accordance with Discussion 6.1.5. The initially expected
frame type is given by the method’s invocation frame type FTy. The specification of FTy is
in common with that of standard verification by the side condition (5.2.5a.vi). Finally we
notice, that the certification of FTy is performed by the sequence rule in Definition 5.2.6.

Final constraints the final constraints on the lightweight verifier are

e the “accumulating-condition” is specified by (4.2.7a.x),

e the final pending map is Py (the initial),

where the ultimate requirement for a successful method certification states that the accumu-
lated set of program points PPS’ of certified instructions, must comprise all program points
in the method. We notice, that the final pending map is always “garbage collected” to the
initial map, as explained in Discussion 6.1.5.

Definition 6.2.4 (Method Certification). A method bytecode certification judgement has the sig-
nature

StdContext -y, Method, FrameTypeApprox, Cert

where “I" Fpc M, FTA, CE” reads : the method code M bytecode- certifies with a frame type as-
signment FTA in the verification context I', with an accumulating certificate CE.

CH F FTA(0) = FTy

certif
QF0,c,0, PCEy =" PPS,PCE

2.4
(6.2.42) I" Fibe M, FTA, CE

(6.2.4a.1) where FTCo ={PP+— T | PP € PPS¢ }
(6.2.4a.ii) Po={PP+— T | PP € PPS( }
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(6.2.4a.iii) PCEg = (Po, (FTCy,0))
(6.2.4a.iv) PCE = (Py, CE)
(6.2.4a.v) same side conditions as in (4.2.7a.i) through (4.2.7a.X).
CH - FTA(QO) C FTy
QF0,c,0,prcE "5 pps, pcE
(6.2.4b)
I" Fibe M, FTA, CE
(6.2.4b.1) where FTC1 = FTCo {0 — FTA(0)}
(6.2.4b.ii) FTCo ={PP+— T | PP € PPS¢}
(6.2.4b.iii) Po={PP+— T | PP € PPS¢}
(6.2.4b.iv) PCE( = (Py, (FTC1,0))
(6.2.4b.v) PCE = (Py, CE)
(6.2.4b.vi) same side conditions as in (4.2.7a.i) through (4.2.7a.x).

Remark 6.2.5. We notice, how the standard verification rule in (4.2.7a) has been split into two,
almost identical rules in Definition 6.2.4. The rules are mutual exclusive, in that the uppermost
premises distinguish between an “equally defined” and a “less defined” frame type assignment
case in program point 0 (as proposed in Discussion 6.1.2).

We restate Theorem 6.1.1 as a lemma which relates (BV), (LBV), and (LBC).

Lemma 6.2.6 (BV-LBC and LBC-LBYV equivalences). Within the verification context I', we have
that if a method M standard verifies successfully with a frametype approximation FTA, then there
exists a uniquely given certificate CE by which the method certifies, and vice versa.

(6.2.6a) "oy M,FTA & dICE: T Fpe M,FTA, CE

Furthermore we have that within the verification context I', if a method M can be lightweight
verified with a given certificate CE, then CE is unique in assisting M to be certified with some
frame type assignment FTA, and vice versa.

(6.2.6b) Iy M,CE & dIFTA : T e M, FTA, CE

Proof. We prove each implication of either bi-implication case separately. The proofs of the argu-
ments are based on showing that given the assumed proof tree we can construct the implied proof
tree.

Case BY = LBC. Assume a BV proof tree with (4.2.7a) at the base and subproofs for CH

FTA(0) C FTg and Q + 0,C,0 ts:aff PPS. We can identify the former as either a subproof
for frame type equality CH - FTA(0) = FT( or frame type reduction CH F FTA(Q) C FT).

From Lemma 6.2.14 we will have a subproof for ) - 0,C,0,PCEy Cer:tify PPS, PCE defined
by the side conditions of either (6.2.4a) for the frame type equality case or (6.2.4b) for the
frame type reduction case, and we know that the constructed certificate is unique. This now
constitutes a proof of A!CE : " -y, M, FTA, CE with either (6.2.4a) or (6.2.4b) as the base rule.
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Case BV & LBC. Assume an LBC proof tree with either (6.2.4a) or (6.2.4b) at the base. By
(4.1.28f) or (4.1.28g), and from Lemma 6.2.14 we will have subproofs for CH - FTA(0) C

FTo and Q + 0,c,0 t%e PPS which means that we have a proof of BV with (4.2.7a) at the
base by erasing all LBC-only sort components.

Case LBV = LBC. Assume an LBV proof tree with the rule of Definition 5.2.5 at the base
and a subproof for Qjigne - CSTo,C,0, (Po,So) lt%fe PPS, (Pp,S) From Lemma 6.2.14 we

will have a proof of Q) - 0,c,0,PCE, Cer:tify PPS,PCE where one of the following two situ-
ations hold: either CH - FTA(Q) = FTy is provable and the side conditions of(6.2.4a) hold,
or CH - FTA(0) C FTy is provable and the side conditions of (6.2.4b) hold. In either case the
result constitutes an LBC proof with (4.2.7a) at the base.

Case LBV & LBC. Assume an LBC proof tree with either (6.2.4a) or (6.2.4b) at the base. With
Qjight, CSTo, and S defined as in the side conditions of Definition 5.2.5 we then by Lemma 6.2.14

will have a subproof for Qj;gn - CSTo,C,0,(Po,So) lt%fe PPS, (Pp,S) which means that we
have a proof of I' -,y M, CE.

The four cases combine to prove the two equivalences. U

In order to ease the readability of the code-sequence certification rules, we introduce the fol-
lowing sort-algebraic definition.

Definition 6.2.7 (The Pre-Delayed Constraint Sort). Let a method have the code component C
and dimensions given by MS and ML. A a “pre-delayed constraint” for the method is formally
specified by

(6.2.7a) PCT € PreConstrc us . = Pending . ¢ ;. X Labelsc
where we omit the subscripts from the sort names, whenever the meaning is clear from the context.

Remark 6.2.8. We have called it a “pre-delayed constraint sort”, because of the similarity with
the delayed frame type constraint sort DelayConstr from Definition 5.1.10. In fact, the difference
comes with the second component of DelayConstr in that the “saved” map component, S, is re-
placed by an accumulated set of backward labels, LS, in a pre-constraint delayed set PCT. (The LS
set defines the non-trivial domain subset of the saved map' during lightweight verification.)

The next rule set specifies lightweight certification of a code sequence. The rules are based on
standard verification of a code sequence in rules (4.2.8a) and (4.2.8b).

Definition 6.2.9 (Instruction Sequence Certification). A code sequence certification judgment
has the signature

. . if? .
CodeContext . PPoint,CodeSeq, PPoints, PCert Cer:t;y PPoints, PCert

'Both pending and saved are defined as total maps.
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where “Q) + PP,CS,PPS,PCE Cer:n>fy PPS’ PCE’” reads: the code sequence CS, starting at program
point PP on a set of certified program points PPS and a pending-certificate PCE, is certified in
the code verification context Q with an accumulated set of certified program points PPS’, and an
accumulated, pending-certificate PCE .

(6.2.9a) certify
Q PP, 1,PPS,PCE =" PPS’, PCE’
(6.2.9a.1) PCE = (P, CE)
(6.2.9a.ii) PCE’ = (Py, CE)
(6.2.9a.iii) = (_,LS)
(6.2.9a.iv) PCT = (P, LS)
(6.2.9a.v) PCTy = (P, LS)
(6.2.9a.vi) Py =PL{PP s T}
(6.2.9a.vii) same side condition as in (4.2.8a.1).
CH F FTA(PP') = FT;P,
QFPP:1y,PCT iy pp/ FTPP/ pcT’
QFPp' 15-CS, PPS’, PCE’ i Y pps” pcE”
(6.2.9b) certify
Q F PP, I;-12-CS,PPS,PCE =" PPS” PCE”
(6.2.9b.1) where Q = (T, _,FTA)
(6.2.9b.ii) M= (_,CH)
(6.2.9b.iii) CE = (LS, FTC)
(6.2.9b.iv) CE' = (Ls',FTC)
(6.2.9b.v) PCE = (P, CE)
(6.2.9b.vi) pcE’ = (P",CE')
(6.2.9b.vii) pcT = (P'|LS)
(6.2.9b.viii) pct’ = (P" Ls’)
(6.2.9b.ix) FT),, = FT?F, M P(pPP')
(6.2.9b.x) P'=PuU{pP+— T}
(6.2.9b.x1) same side conditions as in (4.2.8b.1) through (4.2.8b.iii).

certif
Q F PP,1,PCT =" PP/, T, PCT
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CH F FTA(PP') C FT),,

rtify
QF pp:ay, peT Y pp/, FTRP,, PCT'

PP”

QFpp 1, -Cs,PPs’, PCE’ ey Y pps” pCE”

(6.2.9¢) s
Q F PP, I;-1p-CS,PPS,PCE =" PPS” PCE”

(6.2.9c.1) where Q = (T, _,FTA)

(6.2.9¢.ii) M= (_,CH)

(6.2.9c.iii) CE = (LS, FTC)

(6.2.9¢.iv) ' = (Ls',FrC’)

(6.2.9¢.v) PCE = (P, CE)

(6.2.9c.vi) pcE’ = (P",CE')

(6.2.9¢.vii) pcT = (P’|LS)

(6.2.9¢.viii) pct’ = (P” Ls’)

(6.2.9c¢.ix) FT}, = FT'Y, MTP(PP’)

(6.2.9¢c.x) Frc’ = FTCM{PP’ — FTA(PP’)}

(6.2.9¢.xi) P/ =PuU{pP— T}

(6.2.9¢.xii) same side conditions as in (4.2.8b.1) through (4.2.8b.ii1).

Remark 6.2.10. We notice how the standard verification rule in (4.2.8b) has been split into two,
almost identical rules in (6.2.9b) and (6.2.9¢). The rules are mutual exclusive, in that the uppermost
premises distinguish between an “equally defined” and a “less defined” frame type assignment case
in the subsequent program point, following the first instruction in the code sequence. In accordance
with Discussion 6.1.5, the frame type certificate FTC is accumulated in the latter case, as specified
in (6.2.9¢.xi).

Notation 6.2.11. The single-instruction rule in (6.2.9a), implies a slight abuse of notation, since
PP’ cannot be the program point of an empty code segment. In accordance with earlier remarks,
however, we side-step this fact as the program point PP’ in (6.2.9a), merely has a symbolic status
as it is skipped by the conclusion. Thus, by abuse of notation, we tacitly assume that PP’ € PPoints.

Observation 6.2.12 (Pending Constraints Invariant). The pending P is “garbage collected” in
PP’ by the code-sequence Rule 6.2.9c, only affer the type constraint CH - FTA(PP') C FT{r, 1
P(PP’) has been established, but before certification of the instruction at PP’ has been performed.

We formulate an assumption which is invariant in the meaning of PPS, LS, P, S, PP and FTA
in our code sequence formalizations, based on the observation that all of our semantics are tail
recursive in the code.

Definition 6.2.13 (Program Point Consistency). We assume that PPS, LS, P, S, PP, and FTA are
given as specified in our verification formalizations.
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1. PPS and LS are consistent with PP if all members are smaller than PP.

2. P is consistent with PP and FTA if PP’ < PP implies P(PP’) = T and PP’ > PP implies
FTA(PP') C P(PP’).

3. S is consistent with PP and FTA if PP’ < PP implies S(PP’) = FTA(PP) and PP’ > PP implies
S(pP’) = L.

4. FTC is consistent with PP and FTA if PP’ < PP implies FTC(PP’) = FTA(PP’) and PP’ > PP
implies FTC(PP’) = T.

5. A composite sort element is consistent with PP and FTA if all of its constituents are consistent
with PP and FTA.

Lemma 6.2.14 (Sequence Verification Equivalences). Let PPS be the collection of all program
points in the full code and Py be the initial and final pending set. The following are equivalent for
given T, A, FTA, PP, C, and PPS’, with PPS’ consistent with PP:

tsaf
o (LA, FTA) Fyy PP,C,PPS’ ‘= PPS, and

e Find (P’,CE’) and PPS’ consistent with PP and FTA and a unique CE such that
if;
(6.2.14a) (T, A,FTA) e PP, C, PPS’, (P’ CE') “57 pPS, (Py, CE)

Conversely, the following are equivalent for given I', A, PP, C, and P’ and PPS’ consistent with PP:

e Find S’ consistent with PP and FTA and S consistent with max(PPS) such that
(6.2.14b) (Q, A, CE) by (PP,FT), C,PPS’, (P’ S") Itsafe PPs, (Po,S)
e Find FTA and CE’ consistent with PP and FTA such that
(6.2.14¢) (T, A,FTA) bype PP, C,PPS’, (P’ CE") Cer:tify PPS, (P, CE)

Proof sketch. Each of the four cases is an induction over the existing proof tree with the step
showing how to construct the base inference of the desired implied proof tree. In each case the
assumptions suffice to construct it and even show than when constructing a CE from FTA (or vice
versa) then the result is unique. It is crucial that the rules are all “tail recursive” thus having the
final CE, Py, or S, (as appropriate) present in each step. U

6.3 Instruction Certification

We have formalized each instruction group, which have been specified in Definition 3.1.8 through
Definition 3.1.18, separately. As pointed out earlier, the certification rules are obtained as an exten-
sion of the standard verification rules in Definition 4.3.6 through Definition 4.3.25, in accordance
with the formalization certification strategy described in Discussion 6.1.5.

We begin our presentation with a sort-algebraic specification of the instruction certification
judgement signature, common for all instruction groups.
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Definition 6.3.1 (The Instruction Certification Signature). An instruction certification judgment
has the signature

. tif .
CodeContext . PPoint : Ins, PreConstr Y PPoint, FrameType, PreConstr

certif . . .
where “Q F PP:1,PCT  —° PP’,PCT’,FT}},” reads : the instruction I, at the program point PP,
certify in the code verification context (), on a set of pre-delayed constraints PCT, with the expected

frame type FT{}, in the successor point PP, and the accumulated pre-delayed constraint set PCT’.

The certification rule for stack instructions can be obtained straight forwardly as a trivial, syn-
tactic extension of the standard verification rule in Definition 4.3.6.

Definition 6.3.2 (Stack Instruction Certification). Take the judgment signature to be as in Defi-
nition 6.3.1.

(6.3.22) certify
Q FPP:1,PCT —° PP/, FT,},, PCT
(6.3.2a.1) same side conditions as in (4.3.6a.i) through (4.3.6a.viii).

The certification rule for local variable instructions can be obtained straight forwardly as a
trivial, syntactic extension of the standard verification rule in Definition 4.3.8.

Definition 6.3.3 (Local Variable Instruction Certification).

(6.3.3a) same rule as in (6.3.2a).

(6.3.3a.1) same side conditions as in (4.3.8a.i) through (4.3.8a.ix).

The lightweight certification rule for array instructions is obtained in a straightforward manner
as a trivial, syntactic extension of the standard verification rule in Definition 4.3.11. As array
instructions may cause an exception to be raised, which again may lead to a jump to a handle, the
pre-constraint pair is accumulated by an exception premise which we specify further in Section 6.4.

Definition 6.3.4 (Array Instruction Certification). Take the judgment signature to be as in Def-
inition 6.3.1.

certif
© I PP, ES, ET, PCT  —° PCT’

(6.3.4a) cortify

Q FPP:1I,PCT —° PP/, FT},, PCT’
(6.3.4a.i) where PCT = (P,LS)
(6.3.4a.ii) pcT’ = (P',Ls’)

(6.3.4a.1ii) same side conditions as in (4.3.11a.1) through (4.3.11a.viii).
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The lightweight certification rule for simple-access instructions is obtained in a straightforward
manner as a trivial, syntactic extension of the standard verification rule in Definition 4.3.13. As
simple-access instructions may cause an exception to be raised, which again may lead to a jump to
a handle, the pre-constraint pair is accumulated by an exception premise which we specify further
in Section 6.4.

Definition 6.3.5 (Simple Access, Constant Pool Instruction Certification).

(6.3.52) same rule as in (6.3.4a).

(6.3.5a.1) same side conditions as in (4.3.13a.1) through (4.3.13a.ix).

The lightweight certification rule for field-access instructions is obtained in a straightforward
manner as a trivial, syntactic extension of the standard verification rule in Definition 4.3.16. As
field-access instructions may cause an exception to be raised, which again may lead to a jump to
a handle, the pre-constraint pair is accumulated by an exception premise which we specity further
in Section 6.4.

Definition 6.3.6 (Field Access, Constant Pool Certification). Take the judgment signature to be
as in Definition 6.3.1.

CHFTCT
63,60 © F pp, ES, EHS, pCT <5 per/
.J.0a .
QFPP:I,PCT Cer—n>fy PP/, FT ", PCT’
(6.3.6a.1) where PCT = (P,LS)
(6.3.6a.ii) pct’ = (P/,Ls’)
(6.3.6a.1i1) same side conditions as in (4.3.16a.1) through (4.3.16a.ix).

The lightweight certification rule for the method invocation instructions is obtained in a straight-
forward manner as a syntactic extension of the rule in Definition 4.3.17. As method invocation
instructions may cause an exception to be raised, which again may lead to a jump to a handle, the
pre-delayed constraint pair is accumulated in a premise, which we specify further in Section 6.4.

Definition 6.3.7 (Method Invocation, Constant Pool Instruction Certification). Take the judg-
ment signature to be as in Definition 6.3.1.

CHFT1CT
CHFT;ET

tif
© I PP, ES, EHS, PCT  —° PCT’
(6.3.7a)

certif
QFPP:I,PCT —)yPP’, FT,p,, PCT/

(6.3.7a.1) same side conditions as in (4.3.17a.1) through (4.3.17a.ix).
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The branch instructions are jump instructions, and as such their lightweight certification rules
must accumulate the backward label set for backward directed jumps, and extend the pending map
for forward directed jumps. As discussed, we obtain this by splitting the standard verification
rule in Definition 4.3.20 into two rules: one for a backward jump situation, one for a forward
jump situation. Each one being a trivial, syntactic extension of the standard verification rule in
Definition 4.3.17.

Definition 6.3.8 (Branch Instruction Certification). Take the judgment signature to be as in
Definition 6.3.1.

CH F FTA(PP”) CFT),

(6.3.8a) o
Q FPP:1,PCT —° PP/, FT},, PCT’
(6.3.8a.1) where pp” < pp
(6.3.8a.ii) PCT = (P,LS)
(6.3.8a.iii) pcT' = (P,Ls’)
(6.3.8a.iv) Ls’=Ls U {pp"}
(6.3.8a.v) same side conditions as in (4.3.20a.1) through (4.3.20a.vii).
12 PP
(6.3.8b) CH I~ FTACE:;Y) C FTppn
QFPP:1,PCT —" PP/ FT,},, PCT’
(6.3.8b.1) where pp” > pp
(6.3.8b.ii) PCT = (P,LS)
(6.3.8b.ii) pcT' = (P',Ls)
(6.3.8b.iv) P’ =Pri{pp” — FThy,
(6.3.8b.v) same side conditions as in (4.3.20a.1) through (4.3.20a.vii).

The goto instruction is a jump instructions, and as such we have that the associated lightweight
certification rules must accumulate the backward label set for a backward directed jump, and ex-
tend the pending map for a forward directed jump. We obtain this by splitting the standard verifica-
tion rule in Definition 4.3.22 into two rules: one for a backward jump situation, one for a forward
jump situation. Each one being a trivial, syntactic extension of the standard verification rule in
Definition 4.3.22.

Definition 6.3.9 (Goto Instruction Certification). Take the judgment signature to be as in Defi-
nition 6.3.1.

CH F FTa(pP’) C FT??,
(6.3.9a) ( = PP

certif
Q F PP:goto, PCT ~—° PP/, T, PCT’

(6.3.9a.1) where pp” < pp
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(6.3.9a.ii) PCT = (P,LS)
(6.3.9a.iii) pct’ = (P,Ls’)
(6.3.9a.iv) LS’ =Lsu{prp”}
(6.3.9a.v) same side-conditions as in (4.3.22a.1) through (4.3.22a.v).
CH F FTA(PP”) C FTFF,
(6.3.9b) ( Cer)ﬁg PP
Q F pPpP:goto, PCT —~ PP/, T, PCT’
(6.3.9b.1) where pp” > pp
(6.3.9b.i1) PCT = (P,LS)
(6.3.9b.iii) pcT’ = (P’ LS)
(6.3.9b.iv) P =Pri{pp" — FTh,
(6.3.9b.v) same side-conditions as in (4.3.22a.1) through (4.3.22a.v).

The lightweight certification rule for the athrow instruction is obtained straightforwardly as

a trivial extension of the standard verification rules in Definition 4.3.24. As athrow causes an
exception to be raised, the pre-constraint pair is accumulated by an exception premise which we
specify further in Section 6.4.

Definition 6.3.10 (Throw Instruction Certification). Take the judgment signature to be as in
Definition 6.3.1.

© + PP, CIDg, EHS, PCT — PCT’

(6.3.10a) certify

Q + pp: athrow, PCT —~ PP/, T, PCT’
(6.3.10a.1) same side conditions as in (4.3.24a.1) through (4.3.24a.viii).
(6.3.10b) same rule as in (4.3.24a).
(6.3.10b.1) same side conditions as in (4.3.24b.1) through (4.3.24b.viii).
(6.3.10c¢) same rule as in (4.3.24a).
(6.3.10c.1) same side conditions as in (4.3.24c¢.1) through (4.3.24c.vii).

The lightweight certification rules for return instructions are finally obtained as trivial exten-
sions of the standard verification rules in Definition 4.3.25.
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Definition 6.3.11 (Return Instruction Certification). Take the judgement signature to be as in
Definition 6.3.1.

(6.3.11a) cortity
Q  pP:return,pCT —" PP/, T,PCT
(6.3.11a.1) same side-conditions as in (4.3.25a.1) through (4.3.25a.iii).
(6.3.11b) T
Q + pp:ireturn,PCT —~ PP/, T, PCT
(6.3.11b.1) same side-conditions as in (4.3.25b.1) through (4.3.25b.iv).
HEF Top C
6.3.11c) S Teb = Tob
Q | PP :areturn,PCT —° PP/, T, PCT
(6.3.11c.1) same side-conditions as in (4.3.25c.1) through (4.3.25c.v).

We proceed by proving, at first, some invariants and equivalence properties between standard
verification rules in (BV) and certification rules in (LBC).

Observation 6.3.12 (Side condition invariant). Any bound side condition in a standard method,
sequence, and instruction verification rule is a also a bound side condition in the corresponding
method, sequence, and instruction certification rule. Consequently, the same symbols, functions,
and abbreviations can be assumed to have the same meaning in the two method, sequence, and
instruction systems.

Proof. The observation follows directly from the side condition listings in Definition 6.2.4 through
Definition 6.3.11, and the fact that the formal certification system comes as a pure syntactic exten-
sion of the standard verification system. U

Observation 6.3.13 (Type constraint invariants). The type safety constraints which are marked
(BV-invar) and (LBC-invar) are established at each program point of any well-defined method?.

For any program point PP with PP’ as the successor program point, standard verification rules
impose the following constraint for a verifiable method with a solution FTA:

(6.3.13a) CH I FTA(PP') C FTp,  (BV-invar)

whereas the lightweight certification rules, however, impose the following constraint for the method’s
program points:

(6.3.13b) CH I FTA(PP') C FTr, MP(PP')  (LBC-invar)

By observation 6.3.12, we can assume that the frame types in the two constraints means the same
thing as they are given by the same notation.

2 A method code sequence contains at least one instruction.
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‘ Instructions ‘ Verifier rule ‘ Certifier rules ‘ Type constraint ‘
stack (4.3.6a) (6.3.2a) —
local variable | (4.3.8a) (6.3.3a) —
array (4.3.11a) (6.3.4a) Proposition 6.4.10
simple (4.3.13a) (6.3.5a) Proposition 6.4.10
field (4.3.16a) (6.3.6a) Proposition 6.4.10
method (4.3.17a) (6.3.7a) Proposition 6.4.10
branch (4.3.20a) |(6.3.8a),(6.3.8b) | CH - FTA(PP") C FT}’,
goto (4.3.22a) |(6.3.9a),(6.3.9b) | CH - FTA(PP") C FT}},
athrow (4.3.24a) (6.3.10a) Proposition 6.4.10
athrow (4.3.24b) (6.3.10b) Proposition 6.4.10
athrow (4.3.24¢) (6.3.10c) Proposition 6.4.10
return (4.3.25a) (6.3.11a) —
ireturn (4.3.25b) (6.3.11b) —
areturn (4.3.25¢) (6.3.11¢) —

Figure 6.2: Instruction rule type safety.

Proof. We reason over the set of program points by considering two separate cases.

1. pp’ = 0. The invariants are explicitly given as premises by the method rules in Defini-
tion 4.2.7 and Definition 6.2.4.

2. PP/ > 0. Easily seen, as (BV-invar) is recursively given for all program points as a premise
of the standard sequence verification rule in Definition 4.2.8, and as the (LBC-invar) is re-
cursively given for all program points as a premise of the sequence certification rule in Def-
inition 6.2.9.

O

Observation 6.3.14 (P invariant). We observe, that

e P(PP) = T at any proof-step if PP is not a jump target. In fact, this property follows from
the fact that P may only be extended by forward jump instruction rules, or forward jump
exception-rules, in Figure 6.4 and Figure 6.7.

e P(PP) # T By the same argument, we now that there is at least one forward target to PP.
Specifically we have that, as O is never a forward target, P(0) = T at any proof-step.

Proposition 6.3.15. A method which satisfies the (BV-invar) in (BV) satisfies the (LBC-invar) in
(LBC), and vice versa.

Proof. We reason over the set of program points by considering two separate cases.
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| Rule |Handling at PP” | Label update | Pending update |
(6.3.2a) — — —
(6.3.3a) — — —
(6.3.4a) — Figure 6.7 Figure 6.7
(6.3.5a) — Figure 6.7 Figure 6.7
(6.3.6a) — Figure 6.7 Figure 6.7
(6.3.7a) — Figure 6.7 Figure 6.7
(6.3.8a) backwards LsU{pp"} —
(6.3.8b) forwards — Pr{pp” — FT}, )
(6.3.92) backwards LsU{pp"} —
(6.3.9b) forwards — Pri{pp” — FT}’,
(6.3.10a) — Figure 6.7 Figure 6.7
(6.3.10b) — Figure 6.7 Figure 6.7
(6.3.10c) — Figure 6.7 Figure 6.7
63.11a) - - -
(6.3.11b) — — —
63.11¢) - - -

Figure 6.3: Instruction certification updates.
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Case PP’ = 0. (LBC-invar) = (BV-invar) According to Observation 6.3.14, P(0) = T. Thus,
by the lattice property of the frame type order, we have that CH - FTA(0) = FT(MP(0)
implies CH - FTA(0) =FTy, and CHF FTA(O) C FToMP(0) implies CH C FTA(QO) C FTy.

(BV-invar) = (LBC-invar) By the lattice property of the frame type order, we can make
the trivial extension FT,, = FT,7, [T, Thus, by Observation 6.3.14, we immediately

have CH - FTA(Q) C FTo M P(0).

Case PP’ > 0. (LBC-invar) = (BV-invar) Follows immediately from Lemma 6.3.19.
(BV-invar) = (LBC-invar) According to Lemma 6.3.22 we have

(6.3.16)
(6.3.17)

and consequently in (LBC) that

(6.3.18) CH I FTA(PP') C FThy, [P (PP')

O

Lemma 6.3.19. Let a verifiable method with a solution FTA be given, and let PP,PP” be two arbi-
trary program points of that method. When the constraint CH - FTA(PP”) C P(PP”) is established

in (LBC), cH I FTA(PP”) C FT}}, is established in (BV).
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Proof. When an (LBC)-rule establishes the constraint

(6.3.20) CH I FTA(PP") C FT}p, P (PP')

for arbitrary program points PP, PP”, we have by the definition of M that
(6.3.21) CH I FTA(PP") C FThps

Exception raising instructions From Figure 6.2 we observe that an exception raising rule in (BV)
correspond to one exception raising rule in (LBC) for the same instruction. Specifically we
have, according to Proposition 6.4.10, that these rules establish the same type constraints in
the same program points.

Jump instructions and non-exception raising instructions From Figure 6.2 we observe that when
the constraint CH - FTA(PP”) C FTL', is established for a jump target PP” in (LBC), the same
constraint is established in (BV) (either by (4.3.20a) or by (4.3.22a)). Consequently, (6.3.21)
is also a constraint of (BV).

O

Lemma 6.3.22. Let a verifiable method with a solution FTA be given, and let PP,PP” be two
arbitrary program points of that method. When the constraint CH - FTA(PP”) C FT}}, is established
in (BV), then CH - FTA(PP”) C P(PP”) is established in (LBC).

Proof. We reason over the set of instructions by considering two separate cases.

Exception raising instructions From Figure 6.2 we observe that an exception raising rule in (BV)
correspond to one exception raising rule in (LBC) for the same instruction. Specifically, we
have, according to Proposition 6.4.10, that these rules establish the same type constraints in
the same program points.

Jump instructions and non-exception raising instructions From Figure 6.2 we see that when
the constraint CH - FTA(PP”) C FT}?, is established for a target PP” in (BV), the same

constraint is established in (LBC) (either by (6.3.8a) or (6.3.8b), or by (6.3.9a) or (6.3.9b)).
Assume that PP” is a forward jump which is targeted from k jump instructions in the method,

say, positioned at pp(—1) pp(=2) . pp(—K), According to Figure 6.2, we have
(6.3.23) CHF FTA(PP”) C FTPP// o

(6.3.24) CH F FTA(PP") C FT?,

(6.3.2%) L

(6.3.26) CHF FTA(PP”) C FTPP// -

By the lattice property of the frame type ordering follows that

(6.3.27) CH I FTa(pp”

PP”

||:|z—



6.3. INSTRUCTION CERTIFICATION 141

is established both in (BV) and in (LBC).

According to Figure 6.3, P is extended in (LBC) when PP” is a forward jump target. Specifi-
cally, P is extended with a singleton map to the imposed frame type at PP”. By generalization
we have that

k .
(6.3.28) [erie” = ([]P(eP")p0)) = P(PP")
=1 j=1

and consequently that

(6.3.29) CcHF FTA(PP”) C P(PP”)

is established in (LBC).

Finally we have that according to Observation 6.3.14, P(PP”) = T in (LBC) if PP” is not a
Sforward jump target. Thus, (6.3.29) is trivially satisfied for all program points of the method.

O

Now we show some invariant and equivalence properties between the certification rules in
(LBC) and the lightweight verification rules in (LBV).

Observation 6.3.30 (Side condition invariant). Just as is the case for the inductive Lemma 6.2.14,
most of the side conditions which originates from (BV) are also side conditions of the lightweight
verification rules. Consequently, the symbols, functions, and abbreviations which are bound by
rules in all three of those systems can be assumed to have the same meaning in either.

Proof. The observation follows directly from the side condition listings in Definition 5.2.5 through
Definition 5.4.7, and the fact that the formal lightweight system, apart from “FTA” being replaced
by “ce”, is a syntactic extension of the verification system. We notice, that the listed symbols
which differs between the two systems are bound either by side conditions of (LBC) rules or by
side conditions of (LBV) rules. Thus, with a semantic meaning which is given by either (LBC) or
(LBV). O

Based on the Observation 5.3.12 on the lightweight instruction verification rules in Chapter 5,
we obtain the Figure 6.4.
We begin by showing two important properties on type constraints and updates.

Proposition 6.3.31. For any program point PP and PP” of some verifiable method, we have that
both (LBC) and (LBV) update P with the same frame type in the same program points.

Proof. We reason over the instruction subset by dividing the proof after the following instruction
partitions.

Exception raising instructions. Postponed to Proposition 6.4.11.

Jump instructions and non-exception raising instructions From the listings in Figure 6.3, Fig-
ure 6.4, and Figure 6.5 we observe that P is updated by the same frame type, by forward
jump instruction-rules which correspond one-to-one between the two verification systems.
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| Rule |HandlingatPp”| Saved constraint | Pending update |

(5.3.2a) — — —
(5.3.3a) - - -
(5.3.4a) — Figure 6.8 Figure 6.8
(5.3.5a) — Figure 6.8 Figure 6.8
(5.3.6a) — Figure 6.8 Figure 6.8
(5.3.7a) — Figure 6.8 Figure 6.8
(5.3.8a) backwards CH - S(pP”) C FT}}, —
(5.3.8b) forwards — Pri{pp” — FT},
(5.3.9a) backwards CH = S(pPP”) C FT}, —
(5.3.9b) forwards — Pri{pp” — FT},
(5.3.10a) — Figure 6.8 Figure 6.8
(5.3.10b) — Figure 6.8 Figure 6.8
(5.3.10c) — Figure 6.8 Figure 6.8
(5.3.11a) — — —
(5.3.11b) — — —
(5.3.11¢) — — —

Figure 6.4: Delayed type safety checks and updates.

We generalize Proposition 6.3.31 to include the following result.

Corollary 6.3.32 (Pending invariant). The pending maps in (LBC) and (LBV) contain the same
frame type elements at the corresponding proof-steps.

Proof. We observe, that P is initialized by the T-mapping at all method program points at the first
proof step in both (LBC) and (LBV). From Observation 6.2.12, Observation 5.2.8 and Proposi-
tion 6.4.11 we conclude that P is “garbage collected” and updated in some program point in the
same sequence 3 in (LBC) as well as in (LBV). [

Proposition 6.3.33. For any program point PP and PP” of some verifiable method, there is a one-
to-one correspondence between the rules which check the saved constraint in (LBV), that is

P
P//

(6.3.33a) CH - S(pP") C FT},

and the rules which update the backward label set in (LBC), that is
(6.3.33b) Lsu{pp”}

Proof. We reason over the instruction subset by dividing the proof after the following instruction
partitions.

Exception raising instructions. Postponed to Proposition 6.4.12.

3P is “garbage collected in PP by application of P LI{PP — T}.
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Instruction group

stack

locals

array

simple

field

method

Certifying rule

(6.3.22)

(6.3.3a)

(6.3.4a)

(6.3.5a)

(6.3.6a)

(6.3.7a)

Lightweight rule

(5.3.2a)

(5.3.3a)

(5.3.4a)

(5.3.5a)

(5.3.6a)

(5.3.7a)

Instruction group

branch

branch

goto

goto

throw

Certifying rule

(6.3.8a)

(6.3.8b)

(6.3.9a)

(6.3.9b)

(6.3.10a)

Lightweight rule

(5.3.82)

(5.3.8b)

(5.3.92)

(5.3.9b)

(5.3.10a)

Instruction group

throw

throw

return

ireturn

areturn

Certifying rule

(6.3.10b)

(6.3.10c)

(6.3.11a)

(6.3.11b)

(6.3.11c¢)

Lightweight rule

(5.3.10b)

(5.3.10c)

(5.3.11a)

(5.3.11b)

(5.3.11¢c)
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Figure 6.5: Instruction rule correspondence.

Jump instructions and non-exception raising instructions From the listings in Figure 6.3, Fig-
ure 6.4, and Figure 6.5 we can observe that LS is extended by the same program point pp”
in (LBC) whenever the constraint

(6.3.34) cHt S(pp”) C FTE?

PP//

is checked in (LBV), by backward jump instruction-rules which correspond one-to-one be-
tween the two verification systems (that is, whenever PP” is a backward jump target from
PP).

O

6.4 Exception Certification

In this section we begin by a discussion of what it means to certify an exception for the considered
exception subset, which originally is specified in Definition 4.4.6, followed by the actual formal-
ization of exception certification in Definition 6.4.4 through Definition 6.4.6. Furthermore we
present some invariants and equivalence properties for (BV), (LBV), and (LBC) exception rules,
used above.

Discussion 6.4.1 (An Exception Certification Strategy). In accordance with the general strategy,
we will base our exception certification on the standard verification rules for exceptions from
Section 4.4. Exceptions are special with respect to certification in that they represent pure jump
situations whenever they can be handled by the exception table. Thus causes an update of the the
method’s jump set in any jump catch situation. Our formalization strategy is therefore to divide
any verification rule into two rules in the certification specification: one rule for when the handle
1s backwards located, one rule for when it is forwards located.

We recall the exception-specific concepts introduced in Section 4.4 and summarize the nota-
tional conventions we have adopted.
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Notation 6.4.2 (Assumptions and conventions). We adopt the same assumptions and notational
conventions as listed in Definition 4.2.5 and Definition 4.3.4, as well as the formal exception
context which was introduced in Definition 4.4.8.

The actual exception certification is formalized in Definition 6.4.4 through Definition 6.4.6,
with a judgment signature given by Definition 6.4.3. The formalization consists in extending the
judgment syntax of the standard verification rules in Section 4.4. We recall that the standard
verification rules are structured according to whether an exception is in a no-catch jump situation,
a definite jump catch situation, or a potential jump catch situation. A structure which it makes
sense to maintain for certification.

Definition 6.4.3 (The Exception Certification Signature). A judgment which certifies an excep-
tion comes with the following signature.

. tif;
ExcContext . PPoint, Excs, ExcHandlers , PreConstr “T5Y PreConstr

where “© - PP,EHS,EHS, PCT Cer—n>fy PCT'” reads: the set of compile-time exceptions, ES, which
may be raised at the program point PP, verifies within the exception verification context ©, on
a list of the exception table handlers EHS and on a pre-constraint set PCT, with an accumulated
pre-constraint set PCT’.

The first set of certification rules extends the standard verifying inference rules in (4.4.12a)
through (4.4.12e), without, as expected, contributing to the jump set during the unfolding step.

Definition 6.4.4 (No Exception Catch). Take the judgment signature to be given as in Defini-
tion 6.4.3.

CH Fpy PR, CIDg, EA

(6.4.4a) o
© PP, CIDg - ES, EHS, PCT —" PCT
(6.4.4a.1) same side conditions as in (4.4.12a.1).
CH Fy PR, CIDg, EA
© F PP, ES, ET, PCT Y per!
(6.4.4b) certify
© + PP, CIDg-ES, €, PCT —~ PCT’
(6.4.4b.1) same side conditions as in (4.4.12b.1) through (4.4.12b.ii).
(6.4.4¢) o
© I PP, €, EHS, LS —° LS
if
(6.4.4d) © F PP, CIDg - ES, EHS, PCT Y per!

certif
© - PP, CIDg - ES, EH - EHS, PCT = per!
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(6.4.4d.1) same side conditions as in (4.4.12d.1) through (4.4.12d.ii1).
© F PP, CIDg - ES, EHS, PCT <25 pcT/
(6.4.4¢) - iy
© - PP, CIDg - ES,EH - EHS, PCT —" PCT’
(6.4.4e.1) same side conditions as in (4.4.12e.1) through (4.4.12e.v).

The next set of certification rules extends the standard verifying inference rule in (4.4.14a) that
is a definite jump catch situation. Clearly we have to split the verification rule into two parallel
rules, according to the jump direction, and accumulate the jump set.

Definition 6.4.5 (Definite Exception Catch). Take the judgment signature to be given as in Defi-
nition 6.4.3.

PP

CH + FTA(PP") C FTL,

certif
© I PP, ES, ET, PCT  —° PCT’

(6.4.5a) certity
© PP, CIDg - ES, EH-EHS, PCT —~ PCT”
(6.4.5a.i) where pcT’ = (P',Ls’)
(6.4.5a.ii) pcT” = (P',Ls”
(6.4.5a.iii) Ls” =vLs'u{pp”}
(6.4.5a.iv) pp” < pp
(6.4.5a.v) same side conditions as in (4.4.14a.1) through (4.4.14a.vi1).
(6.4.5b) same rule as in (6.4.5a).
(6.4.5b.i) where  pcT’ = (P’,Ls’)
(6.4.5b.ii) pct” = (P",Ls")
(6.4.5b.iii) pp” > pp
(6.4.5b.iv) P"=P'n{pp” — FT}/}
(6.4.5b.v) same side-conditions as in (4.4.14a.1) to (4.4.14a.vi).

The final set of certification rules extends the standard verifying inference rule in (4.4.16a)

that is a potential catch situation. The certification is identical to that of definite catch certifica-
tion. The difference is to find in the proof trees of the two situations. Whereas the jump set is
accumulated over the remaining raised exceptions in a definite catch situation, it is, in addition,
being accumulated for the current exception over the remaining exception table in a potential catch
situation.
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Definition 6.4.6 (Potential Exception Catch). Take the judgment signature to be given as in
Definition 6.4.3.

PP

CH F FTA(PP") C FThy,

(6.4.62) © PP, CIDg - ES, EHS, PCT Cer—ti)fy pcT’
4.6a .
© PP, CIDg - ES, EH - EHS, PCT Cer—n>fy pPCT”
(6.4.6a.i) where pct’ = (P’,Ls’)
(6.4.6a.ii) pct” = (P’ Ls")
(6.4.6a.iii) Ls” =Ls’u{pp”}
(6.4.6a.iv) pp” < pp
(6.4.6a.v) same side conditions as in (4.4.16a.1) through (4.4.16a.vi).
(6.4.6b) same rule as in (6.4.6a).
(6.4.6b.1) where pcT’ = (P',Ls")
(6.4.6b.ii) pct” = (P" Ls’)
(6.4.6b.iii) pp” > pp
(6.4.6b.iv) P"=P'n{pp” — FTpr )}
(6.4.6b.v) same side-conditions as in (4.4.16a.i) through (4.4.16a.vi).

Observation 6.4.7 (Exception attribute certification). Because the verification of the exception
attribute performs a type check which is independent of the code, it does not contribute to the
accumulated jump set, and as such collapses with the already specified attribute verification in
Definition 4.4.20.

Remark 6.4.8 (Error certification). These can be certified as any other group of unchecked ex-
ception, though under the same constraints which are already true for exception verification as
discussed in Remark 4.4.22.

We proceed by proving some equivalence properties between exception standard verification
rules of (BV) and exception certification rules of (LBC), and then, between exception certification
rules of (LBC) and exception lightweight verification rules of (LBV).

Observation 6.4.9 (Side condition invariant). We notice, that Observation 6.3.12 also apply for
exception rules. Thus, we consider symbols, functions, and abbreviations to have the same mean-
ing in the two exception systems.

Proposition 6.4.10. The (LBC) and (BV) establish the same safety guarantees at the same program
points on the same set of raised exceptions.
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‘Verifying rule‘ Certifying rule ‘ Catch ‘

Type constraint

(4.4.12a) (6.4.4a) no —
(4.4.12b) (6.4.4b) no -
(4.4.12¢) (6.4.4¢) no —
(4.4.12d) (6.4.4d) no —
(4.4.12¢) (6.4.4e) no —
(4.4.14a) (6.4.5a), (6.4.5b) | definite | CH - FTA(PP") C FT}},
(4.4.16a) | (6.4.6a), (6.4.6b) | potential | CH - FTA(PP”) C FT}},

Figure 6.6: Exception rule type safety.

| Rule |Handling at PP” | Label update | Pending update
(6.4.4a) — — —
(6.4.4b) — — -
(6.4.4¢) — — —
(6.4.4d) — — —
(6.4.4¢) — — —
(6.4.5a) backwards LSU{PP"} —
(6.4.5Db) forwards — Pri{pp” — FT}, )
(6.4.6a) backwards LsU{rp”} —
(6.4.6Db) forwards — Pri{pp” — FT}’, )

Figure 6.7: Exception certification updates.
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Proof. Easily seen from Figure 6.6 by the exhaustive listing of (BV) and (LBC) rules, the corre-
sponding catch situations they cover, and the type safety constraints they introduce. U

Proposition 6.4.11. For any program points PP and PP” of some verifiable method, both (LBC)
and (LBV) update P with the same frame type in the same program points.

Proof. From the summaries in Figures 6.7 6.8, 6.9, and 6.10, we observe that P is updated by the
same frame type, and by forward jump exception-rules which correspond one-to-one between the
two verification systems (that is whenever PP” is a forward handle-position in relation to PP, where

the exception is launched). [
‘ Rule ‘ Handling at PP” ‘ Saved Constraint Pending update
(5.4.5a3) — — —
(5.4.5b) - - -
(5.4.5¢) — — —
(5.4.5d) — — —
(5.4.5¢) — — —
(5.4.6a) backwards CH - S(pP”) C FT}}, —
(5.4.6Db) forwards — Pri{pp” — FT}, )
(5.4.7a) backwards CH - S(pp”) C FT{}, —
(5.4.7b) forwards — Pri{pp” — FT}, )

Figure 6.8: Exception lightweight updates and type safety.

In accordance with Proposition 6.3.33 we finally show an important property.

Proposition 6.4.12. For any program points PP and PP” of some verifiable method, there is a one-
to-one correspondence between the exception rules which check the saved constraint in (LBV), that
iscHF S(pP") C FT}iE,,, and the exception rules which update the backward label set in (LBC),
that is LS U{Pp"’}

Proof. From the summaries in Figures 6.7, 6.8, 6.9, and 6.10, we observe that LS is extended
by the same program point PP” by the exception rules in (LBC) whenever the constraint CH +
S(pp”) C FT}}, is checked in (LBV) by backward jump exception-rules which correspond one-to-
one between the two verification systems (that is whenever PP” is a backward handle-position in

relation to PP, where the exception is launched). U

6.5 The Example

Let us assume the verification context, frame type assignment, class hierarchy, and other class
file formalization details as listed in Figure 4.6 on page 91. We can now formally show that the
cksum () method certifies with the certificate already listed in Proposition 5.5.1.
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Certifying rule

(6.4.4a)

(6.4.4b)

(6.4.4¢)

(6.4.4d)

(6.4.4¢)

Lightweight rule

(5.4.52)

(5.4.5b)

(5.4.5¢0)

(5.4.5d)

(5.4.5¢)

Figure 6.9: No-catch exception-rule correspondence.

Catch situation | Definite | Definite | Potential | Potential
Certifying rule | (6.4.5a) | (6.4.5b) | (6.4.6a) | (6.4.6b)
Lightweight rule | (5.4.6a) | (5.4.6b) | (5.4.7a) | (5.4.7b)
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Figure 6.10: Catch exception-rule correspondance.

Proposition 6.5.1 (cksum lightweight certifies). The cksum () method M¥ lightweight certifies
in the context ' (both defined in Figure 4.6) with the frame type assignment FTA® (defined in
Figure 4.5) and certificate CE* (defined in Proposition 5.5.1). Formally: ' -, MK FTAK, cESK,

Proof. Assume 'K, MK, FTAK, and CE®¥ as in the Proposition. Then the lightweight rules of this
chapter can be used to construct the proof

o (6.2.9¢)
Offp F (0,FTE) ek, 0, (PG, S§F) =" ppsek, (Pgk, SSs
(6.5.2) [k - ek, cpek (6.2.4a)
where inlféht, Ak, ng, Sgk, and S% from Proposition 5.5.1, and where denotes the full

proof tree given in Appendix A.3. U



Chapter 7

The Prototype Implementation

In this chapter, we have implemented a Java prototype for our lightweigh verifier from Chapter 5.
We notice, that the implementation is original to the thesis.

In Section 7.1, we begin with a brief description of our implementation strategy. Then, in Sec-
tion 7.2, we present a definition of the Java interfaces which we use to implement the class file
description sorts from Chapter 3. In Section 7.3, we subsequently show the prototype implementa-
tion of our semantic lightweight verification rules from Chapter 5, and in Section 7.4, follows the
main program and “glue” code to access the standard Java class files. Finally, in Section 7.5, we
present a user’s manual for the program.

7.1 Implementation Strategy

In order to investigate the realizability of the lightweight verification technique on the execution
platform, we notice that the lightweight checker formalization is fail recursive in the code se-
quence, thus can be effectively implemented by a while loop.

Observation 7.1.1 (The lightweight verifier space bound). We have that a compiled method,
with the frame type constraints ML and MS, and with the number of backward jumps #LS, and
forward jumps q, verifies in (almost) linear time using space bounded by

(7.1.1a) (ML +MS) x (1+#LS+q)

7.2 The Class File Context

The section contains the source code for the Java interfaces which define how the underlying class
access library must implement the basic sorts of Chapter 3. (All of these interfaces are implemented
using BCEL.java of 7.4.3 to access standard class files but they could be implemented by any class
file context implementation.)

Remark 7.2.1 (Primitive types). Figure 7.1 shows the sorts are implemented by basic Java types.
Notice that the sorts used by Type use internalized Java Strings to permit the use of == to test
equality (see Section 7.3.2 below for the details).

150



7.2. THE CLASS FILE CONTEXT 151

Sort definition | Java type

OpCode (3.1.4b) | int

Classldent (3.2.2a) | String (internalized)
Identifier (3.2.2k) | String

MaxStack (3.2.6e) | int

MaxLocals (3.2.6f) | int

PPoint (3.2.8d) | int

Type (3.2.2f) | String (internalized)
ReturnType  (3.2.2f) | String (internalized)

Figure 7.1: Sorts implemented by basic Java types.

Source 7.2.2 (StdContext.java). Defines interface for implementations of the StdContext and
ClassFileContext sorts of Definition 3.2.1.

interface StdContext {
// Class constant pool (cp).
ConstPool getConstPool();
String getClassIdent();

1
2
3
4
5
6 // Class name (cid).
7
8
9 // Class hierarchy (ch).
10 ClassHier getClassHier();
1}

Source 7.2.3 (ConstPool.java). Defines interface for implementations of the ConstPool and Item
sorts of Definition 3.2.2.

1 interface ConstPool {
2
3 // Length of constant pool (max(Dom(cp))).
4 int getConstPoolLength();
5
6 // Get class identifier at index.
7 // Throws VerifError if item is not a class identifier.
8 String getClassIdent(int index) throws VerifError;
9
10 // Get field reference at index.
11 // Throws VerifError if item is not a field reference.
12 FieldRef getFieldRef(int index) throws VerifError;
13
14 // Get method reference at index.
15 // Throws VerifError if item is not a method reference.

16 MethRef getMethRef(int index) throws VerifError;



18
19
20
21
22
23
24
25
26
27
28

—
— O O 00 1N N RN =

—

— O 0 0 IO N RN =

—

AN N AW =

152 CHAPTER 7. THE PROTOTYPE IMPLEMENTATION

// Get integer at index.
// Throws VerifError if item is not an integer.
int getInteger(int index) throws VerifError;

// Get type at index.
// Throws VerifError if item is not a type.
String getType(int index) throws VerifError;

// Item in string form (for diagnostics).
String item(int index); // item as string

Source 7.2.4 (FieldRef.java). Defines interface for implementations of the FieldRef sort of (3.2.2b).
interface FieldRef {

// Class containing field.
String getClassldent();

// Field name.
String getldent();

// Field type.
String getType();

Source 7.2.5 (MethRef.java). Defines interface for implementations of the MethRef sort of (3.2.2¢).
interface MethRef extends MethSig {

// Class containing method.
String getClassIdent();

// Method name.
String getldent();

// Method return type.
String getReturnType();

Source 7.2.6 (MethSig.java). Defines interface for implementations of the MethSig sort of (3.2.2d).
// Implements
interface MethSig {

// Name of method (id).
String getldent();
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// Number of arguments (k).
int getArgumentCount();

// Argument type (1)
String getArgumentType(int i);

}

Source 7.2.7 (Method.java). Defines interface for implementations of the Method sort of (3.2.6a).
interface Method {

// Method signature (msig).
MethSig getMethSig();

// Method return type (rt).
String getReturnType();

// Method code attribute (ca).
CodeAtt getCodeAtt();

// Method exception attribute (ea).
ExcAtt getExcAtt();

}

Source 7.2.8 (ExcAtt.java). Defines interface for implementations of the ExcAtt sort of (3.2.6b).

interface ExcAtt {

// Throws VerifError if excep is not in the exception attribute.
void checkContains(String excep) throws VerifError;

}

Source 7.2.9 (CodeAtt.java). Defines interface for implementations of the CodeAtt and MaxFrame
sorts of (3.2.6¢) and 3.2.6d.
interface CodeAtt {

// Size of stack [sic].
int getMaxStack();

// Number of local variables.
int getMaxLocals();

// Bytecode.
Code getCode();

// Table of exception handlers.
ExcTable getExcTable();
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Source 7.2.10 (Code.java). Defines interface for implementations of the Code and CodeSeq sorts
of Definition 3.2.8 except that the instructions of the Code are addressed by program point rather
than kept in a list.

interface Code {

// Number of last byte in Code.
int getMaxCode();

// Opcode for bytecode instruction starting at pp.
int getOpcode(int pp);

// Length (in bytes) of bytecode instruction starting at pp.
int getLength(int pp);

// Return index or jump offset argument value of bytecode instruction
// starting at pp.
int getArgument(int pp);

// Printable representation of instruction starting at pp.
String instruction(int pp);

Source 7.2.11 (ExcTable.java). Defines interface for implementations of the ExcTable and related
sorts of Definition 3.2.12.

interface ExcTable {

// Number of exception handlers.
int getExcCount();

// Whether pp is within the range handled by handler number n.
boolean inTryRange(int n, int pp);

// Type handled by handler number n.
String getCatchType(int n) throws VerifError;

// Start of handler number n.
int getCatchPP(int n);

Source 7.2.12 (ClassHier.java). Defines interface for implementations of the ClassHier sort and
related ordering relation <:cy of Section 3.3.

interface ClassHier {

// Whether a type is a (non—array) class in the class hierarchy.
boolean isClass(String type);
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// Whether class is superclass of another (implements >=:).
// Throws exception if isClass fails on either parameter.
boolean compatible(String cid, String sub_cid) throws VerifError;

// Largest class with both cidl and cid2 as subclasses.
// Throws exception if isClass fails on either parameter.
String meet(String cidl1, String cid2) throws VerifError;

// Output.
void printClassHier(String prefix);

7.3 Lightweight Bytecode Verification

This section contains source of the Java classes used to implement the sorts of Chapters 5.

Remark 7.3.1 (Failure). Failure is indicated in one of two ways: either by a false return value
and/or by throwing a VerifError exception (defined in Section 7.3.11): the latter is used as a
shortcut in cases where failure is known to imply failure of the entire verification.

Source 7.3.2 (Type.java). Implements Type assignment compatibility ordering C following Def-
inition 4.1.10.

class Type {

// Constant class names.
final static String object = ”’Ljava/lang/Object;”;
final static String objectArray = ’[Ljava/lang/Object;”;

final static String throwable = ”Ljava/lang/Throwable;”;
final static String exception = "Ljava/lang/Exception;”;
final static String runtime = ~’Ljava/lang/RuntimeException;”;
final static String nullPointerException = ’Ljava/lang/NullPointerException;”;
final static String arrayIndexOutOfBoundException =
”Ljava/lang/ArrayIndexOutOfBoundException;”;
final static String arrayStoreException = ”Ljava/lang/ArrayStoreException;”;
final static String negativeArraySizeException =
”Ljava/lang/Negative ArraySizeException;”;
final static String classCastException = "Ljava/lang/ClassCastException;”;

// Constant types.
final static String integer = "I”;
final static String integerArray = "[I”;

// Abstract types.
final static String nul = ’null”;



24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70

156 CHAPTER 7. THE PROTOTYPE IMPLEMENTATION

final static String top = "’top”;
final static String bot = ”bot”;
final static String botArray = ’[bot”;

// Void pseudo—types.
final static String voi ="V

// Return type, i.e., type—internalized String, with name typeName.
// (All the following methods require (and return) such types.)
static String type(String typeName) {

return typeName.intern();

}

// Whether type is the bot Type.
static boolean isBot(String type) {
return (type == bot);

}

// Whether type is the null Type.
static boolean isNull(String type) {
return (type == nul);

}

// Whether type is the void Type.
static boolean isVoid(String type) {
return (type == voi);

}

// Whether type is an integer.
static boolean isInteger(String type) {
return (type == integer);

}

// Whether type is the Object class.
static boolean isObject(String type) {
return (type == object);

}

// Whether type is some array.
static boolean isArray(String type) {
return (type != null && type.length() > 0 && type.charAt(0) =="[");

}

// Whether type is an array of integers.
static boolean isIntegerArray(String type) {
return (type == integerArray);

}
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71
72 // Whether type is an array of Object references.
73 static boolean isObjectArray(String type) {

74 return (type == objectArray);

75 }

76

77 // Whether type is an array of reference Types to some class in ch.
78 static boolean isClassArray(ClassHier ch, String type) throws VerifError {
79 try {

80 return (isArray(type) && ch.isClass(arrayBase(type)));

81 }

82 catch (VerifError x) {

83 return false; // cannot happen

84 }

85 }

86

87 // Whether type is the top Type.

88 static boolean isTop(String type) {

89 return (type == top);

90 }

91

92 // Base Type of arrayType. Throws VerifError if not isArray(arrayType).
93 static String arrayBase(String arrayType) throws VerifError {

94 if (arrayType == botArray) return bot;

95 if (arrayType == objectArray) return object;

96 if (arrayType == integerArray) return integer;

97 return type(arrayType.substring(1)); // expensive hack: do better!
98 }

99

100 // Array Type with elements of type.

101 static String arrayOf(String type) {

102 return type(’[” + type);

103 }

104

105 // Whether t is a supertype of sub_t given the class hierarchy ch.
106 static boolean compatible(ClassHier ch, String t, String sub_t) {

107 try {

108 if (t == sub_t || t == bot || sub_t == top) return true;

109 if (ch.isClass(t) && ch.isClass(sub_t))

110 return ch.compatible(t, sub_t);

111 if (t == object && isArray(sub_t))

112 return true;

113 if (isArray(t) && isArray(sub_t))

114 return compatible(ch, arrayBase(t), arrayBase(sub_t));
115 }

116 catch (VerifError e) {} // cannot happen

117 return false;
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}
// Largest type that is smaller than both t1 and t2.
static String meet(ClassHier ch, String t1, String t2) {
String t = bot;
try {
if (t1 ==12)
t=1tl;
else if (t1 == top)
t=12;
else if (t2 == top)
t=1tl;
else if (t1 == object && isArray(t2))
t=tl;
else if (isArray(tl) && t2 == object)
t=1t2;
else if (isArray(tl) && isArray(t2))
t = arrayOf(meet(ch, arrayBase(tl), arrayBase(t2)));
else if (ch.isClass(t1) && ch.isClass(t2))
t = ch.meet(t1, t2);
}
catch (VerifError e) {} // cannot happen
//System.out.println("meet(”+t1+7,”+12+7) = "+t);
return t;
}
}

Source 7.3.3 (FrameType.java). Implements FrameType, StackType, and LocalType sorts, and
the extension of C to frame types, following Definitions 4.1.10 through 4.2.3.

class FrameType {
// STATE.
ClassHier ch;

boolean isTop;
boolean isBot;
int stackLength;
String[] stack;
String[] locals;

// CONSTRUCTORS.
// Allocate unitialized FrameType.

FrameType(StdContext gamma, int ms, int ml) throws VerifError {
ch = gamma.getClassHier();
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18 stack = new String[ms];
19 locals = new String[ml];
20 }

21

22 // Allocate FrameType with copy of another.
23 FrameType(FrameType ft) throws VerifError {

24 ch = ft.ch;

25 stack = new String[ft.stack.length];
26 locals = new String[ft.locals.length];
27 set(ft);

28 }

29

30 // INITIALIZATION METHODS.

31

32 // Set to the copy of another FrameType.
33 public void set(FrameType ft) {

34 isTop = ft.isTop;

35 isBot = ft.isBot;

36 stackLength = ft.stackLength;

37 for (inti = 0; i < stack.length; ++i) stack[i] = ft.stack[i];
38 for (int i = 0; i < locals.length; ++i) locals[i] = ft.locals[i];
39 }

40

41 // Set to the top frame type.
42 public void setTop() {

43 isTop = true;

44 isBot = false;

45 stackLength = 0;

46 String bot = Type.bot;

47 for (int i = 0; i < stack.length; ++i) stack[i] = bot;
48 for (int i = 0; i < locals.length; ++i) locals[i] = bot;
49 }

50

51 // Set to the bottom FrameType.
52 public void setBot() {

53 isTop = false;

54 isBot = true;

55 stackLength = 0;

56 String bot = Type.bot;

57 for (int i =0; i < stack.length; ++i) stack[i] = bot;

58 for (int i = 0; i < locals.length; ++i) locals[i] = bot;

59 }

60

61 // Set to the initial frame type corresponding to the class and method signature.
62 public void init(String cid, MethSig msig) throws VerifError {
63 isTop = false;

64 isBot = false;
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stackLength = 0;

String bot = Type.bot;
for (int i = 0; i < stack.length; ++i) stack[i] = bot;

int argumentCount = msig.getArgumentCount();
if (argumentCount >= locals.length)
throw VerifError.getInstance(”cannot._fit_arguments _in._frame._local _variables”);
locals[0] = cid;
for (inti= 1; 1 <= argumentCount; ++i)
locals[i] = msig.getArgumentType(i—1);
for (int i = argumentCount+1; i < locals.length; ++i)
locals[i] = bot;

// HIGH—LEVEL MUTATION METHODS.

// Update FrameType to be less than the other FrameType.
public void meetWith(FrameType other) {

3 9

//System.out.println(” 7 +stringFrameType()+ "~ meet " +other.stringFrameType()+” :”);
// Frame type unchanged if bottom or other is top.
if (isBot || other.isTop) {

//System.out.println(” = " +stringFrameType());

return;

}

// FrameType forced to bottom if other is bottom or the stack/locals lengths differ.
if (other.isBot || stack.length != other.stack.length

|| locals.length != other.locals.length)
{

setBot();
//System.out.println(” = " +stringFrameType());
return;

}

// Frame type copied over if only this is top.

if (isTop) {
set(other);
//System.out.println(” = " +stringFrameType());
return;

}

// Otherwise build pointwise meet.
for (int i =0; i < stackLength; ++i)

stack[i] = Type.meet(ch, stack[i], other.stack[i]);
for (int i = 0;i < locals.length; ++i)
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112 locals[i] = Type.meet(ch, locals[i], other.locals[i]);
113 //System.out.println(” = " +stringFrameType());

114 }

115

116 // BASIC ACCESS AND MUTATION METHODS.

117

118 // Mutate frame type to have one more type on the stack.

119 // Throws VerifError if this is impossible.
120 void stackPush(String type) throws VerifError {

121 if (isBot || isTop)

122 throw VerifError.getlnstance(”’cannot._push.onto_undefined _or_wrong.stack™);
123 if (stackLength == stack.length)

124 throw VerifError.getlnstance(”’cannot._push._further_onto_full _stack™);

125 stack[stackLength++] = type;

126 }

127

128 // Top stack type. Throws VerifError if stack is empty.
129 String stackTop() throws VerifError {

130 if (isBot || isTop)

131 throw VerifError.getInstance(undefined _or_wrong.stack _have.no.top.element”);
132 if (stackLength == 0)

133 throw VerifError.getlnstance(”no_top.element_on._empty.stack™);

134 return stack[stackLength — 1];

135 }

136

137 // Mutate frame type to have one less type on the stack.

138 // Return the pop’d type.
139 // Throws VerifError if this is impossible.
140 String stackPop() throws VerifError {

141 if (isBot || isTop)

142 throw VerifError.getlnstance(”cannot_pop._from._undefined _or _wrong.stack™);
143 if (stackLength == 0)

144 throw VerifError.getlnstance(”’cannot._pop _from.empty .stack™);

145 String type = stack[——stackLength];

146 stack[stackLength] = Type.bot;

147 return type;

148 }

149

150 // Set stack to contain just a single type.
151 void stackSet(String type) throws VerifError {

152 if (isBot || isTop)

153 throw VerifError.getlnstance(”’cannot.set_local _variable _of ;undefined _or _wrong frame”);
154 stack[0] = type;

155 stackLength = 1;

156 }

157

158 // Set local variable n’s type. Throws VerifError if no such local variable.
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159 void localsSet(int n, String type) throws VerifError {

160 if (isBot || isTop)

161 throw VerifError.getlnstance(”cannot.set.local _variable .of .undefined .or .wrong.frame”);
162 if (n < 0 || n >=locals.length)

163 throw VerifError.getInstance(”’local _variable _.number _out_of _bounds”);

164 locals[n] = type;

165 }

166

167 // Local variable n’s type. Throws VerifError if no such local variable.
168 String localsGet(int n) throws VerifError {

169 if (isBot || isTop)

170 throw VerifError.getlnstance(”cannot._get.local _variable _of .undefined _or.wrong frame”);
171 if (n < 0 || n >=locals.length)

172 throw VerifError.getInstance(”’local _variable _.number _out_of _bounds”);

173 return locals[n];

174 }

175

176 // CHECK FILTERS.

177

178 // Return first type argument.
179 // Throws VerifError if the first type is not the same as the second.
180 String checkSame(String type, String type2) throws VerifError {

181 if (type !=type2)

182 throw VerifError.getInstance(type + ~_is.not.the_same.as..” + type2);
183 return type;

184 }

185

186 // Return first type argument.
187 // Throws VerifError if the first type is not a supertype of the second.
188 String checkSuper(String type, String sub_type) throws VerifError {

189 if (! Type.compatible(ch, type, sub_type))

190 throw VerifError.getlnstance(type + ”._is.not_supertype _of " + sub_type);
191 return type;

192 }

193

194 // Return type argument.
195 // Throws VerifError if the first type is not a subtype of the second.
196 String checkSub(String type, String super_type) throws VerifError {

197 if (!Type.compatible(ch, super-_type, type))

198 throw VerifError.getlnstance(type + ~_is_not._subtype _of " + super_type);
199 return type;

200 }

201

202 // String of frame type.

203 String stringFrameType() {

204 StringBuffer sb = new StringBuffer();
205 if (isBot)
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sb.append(”’bot”);
else if (isTop)
sb.append(”’top”);
else {
sb.append(”<”);
if (stackLength == 0)
sb.append(”x");
else
for (int i =0;i < stackLength; ++i)
sb.append((i==0?"":”.’) + stack[i]);
sb.append(”,.”);
if (locals.length == 0)

99, 99

sb.append(”x);

else
for (int i = 0; i < locals.length; ++i)
sb.append((i==07?"":”.) + locals[i]);
sb.append(”>");
}
return sb.toString();

}
}

Source 7.3.4 (FrameTypeMap.java). Implements FrameTypeMap which provides the basis for
the Pending and Saved sorts, cf. Definition 5.1.10.

class FrameTypeMap {
// State.
private StdContext gamma;

private int[] pps;
private FrameType[] fts;

// Constructor.

// Construct FrameTypeMap with a maximal domain size.
FrameTypeMap(StdContext gamma, int size) {
this.gamma = gamma;
pps = new int[size];
for (inti=0;1 < size; ++i) ppsli] = —1;
fts = new FrameType[size];

}

// Methods.

// Set the mapping for pp to ft.
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23 // Throws VerifError if there are no more slots.

24 void set(int pp, FrameType ft) throws VerifError {
25 for (inti=0; 1 < pps.length; ++i)

26 if (pps[i] == pp) {

27 fts[i]. meetWith(ft);

28 return;

29 }

30 for (inti=0; i < pps.length; ++i)

31 if (ppslil == —1) {

32 ppslil = pp;

33 fts[i] = new FrameType(ft);

34 fts[i].set(ft);

35 return;

36 }

37 throw VerifError.getlnstance("no.more_FrameType_map.slots”);
38 }

39

40 // Whether there are no mappings.
41 boolean isEmpty() {

42 for (inti=0; 1 < pps.length; ++i)
43 if (pps[i] != —1) return false;
44 return true;

45 }

46

47 // Check if there is a mapping for pp.
48 boolean contains(int pp) {

49 for (int i = 0; i < pps.length; ++i)
50 if (pps[i] == pp) return true;

51 return false;

52 }

53

54 // Look up the mapping of pp.
55 // Throws VerifError if map undefined for pp.
56 FrameType get(int pp) throws VerifError {

57 for (int i = 0; i < pps.length; ++i)

58 if (pps[i] == pp) return fts[i];

59 throw VerifError.getlnstance("map.undefined for.” + pp);
60 }

61

62 // Remove mapping of pp (including the FrameType it mapped to).
63 // Throws VerifError if map undefined for pp.

64 void remove(int pp) throws VerifError {
65 for (inti=0;1i < pps.length; ++i)

66 if (ppsli] == pp) {

67 ppsli] = —1;

68 return;

69 }
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throw VerifError.getlnstance(’map_undefined for.” + pp);
}
// Print frame type map.
String frameTypeMap() {
if (pps.length == 0)
return(’{}”);
else {
StringBuffer sb = new StringBuffer();
for (inti=0;1i < pps.length; ++i)
if (pps[i] >=0)
sb.append((i==0 ? {": ”,.”
+ pps[i] + 72
+ fts[i].stringFrameType()
+ (i+1==pps.length?”}:""));
return sb.toString();
}
}
}

Source 7.3.5 (Pending.java). Implements Saved sort (5.1.10c).
class Pending extends FrameTypeMap {

// Construct Pending object for forward jumps cert.
Pending(StdContext gamma, Cert cert, int pendingSize) {
super(gamma, pendingSize);
}
}

Source 7.3.6 (Saved.java). Implements Pending sort (5.1.10b).
class Saved extends FrameTypeMap {

// Construct holder of saved frame types for backwards jumps labeled by cert.
Saved(StdContext gamma, Cert cert) {
super(gamma, cert.labelCount());

}
}

Source 7.3.7 (LightContext.java). Interface to context of lightweight method verification of Def-
inition 5.2.3 (implemented by 7.4.3 below).

class LightContext implements MethContext {

// Fields.
StdContext gamma;
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String rt; // ReturnType
int ms; // MaxStack
int ml; // MaxLocals
ExcAtt ea;

ExcTable et;

Cert ce;

// Static instantiator...
private LightContext() {}
private static LightContext self = new LightContext();

static LightContext make(StdContext gamma, Method m, Cert ce) {

}

self.gamma = gamma;

self.rt = m.getReturnType();
CodeAtt ca = m.getCodeAtt();
self.ms = ca.getMaxStack();
self.ml = ca.getMaxLocals();
self.ea = m.getExcAtt();
self.et = ca.getExcTable();
self.ce = ce;

return self;

// Generic class context.
StdContext getStdContext() {

}

return gamma;

// Method context.
MethContext getMethContext() {

}

return this;

// Certificate.
Cert getCert() {

}

return ce;

// MethContext implementation.

public String getReturnType() {

}

return rt;

public int getMaxStack() {

}

return ms;

CHAPTER 7. THE PROTOTYPE IMPLEMENTATION



53
54
55
56
57
58
59
60
61
62
63
64

0O N kW=

e e e e e e
O 00 1O\ L W = O O

0 1O N W=

7.3. LIGHTWEIGHT BYTECODE VERIFICATION 167

public int getMaxLocals() {
return ml;

}

public ExcAtt getExcAtt() {
return ea;

}

public ExcTable getExcTable() {
return et;

}
}

Source 7.3.8 (Cert.java). Interface to lightweight certificate Cert sort and the related FrameTypeCert,
Labels, and Label sorts of Definition 5.1.7.

interface Cert {

// Number of labels ?
int labelCount();

// Does the certificate label program point pp?
boolean isLabel(int pp);

// Modify ft to be equal to the smaller frame type that the certificate associates
// to the pp program point. Throws VerifError if the modification would

// not yield a smaller frame type.

void applyDeltaTo(FrameType ft, int pp) throws VerifError;

// Pending count.
int getPendingSize();

// Print certificate (for debugging ).
void printCert(String prefix);

Source 7.3.9 (MethLbv.java). Implements lightweight bytecode verification for a method of Def-
inition 5.2.5. Uses a while loop for the tail recursive inference rules as discussed in Remark 5.2.9.

class MethLbv {

// Verify method.
static void verify(StdContext gamma, Method m, Cert ce, boolean verbose) throws VerifError

{

LightContext omega = LightContext.make(gamma, m, ce);
MethContext delta = omega.getMethContext();
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9 // Allocate current FrameType and initialize to initial value.
10 FrameType ft = new FrameType(gamma, delta.getMaxStack(), delta.getMaxLocals());
11 ft.init(gamma.getClassIdent(), m.getMethSig());

12

13 // Access Code properties.

14 CodeAtt ca = m.getCodeAtt();

15 Code ¢ = ca.getCode();

16 int pp_end = c.getMaxCode();

17

18 // Allocate saved and pending sets.

19 Saved S = new Saved(gamma, ce);

20 Pending P = new Pending(gamma, ce, ce.getPendingSize());
21

22 // Verify all instructions.

23 for (int pp = 0; pp <= pp-end; pp += c.getLength(pp)) {
24 ce.applyDeltaTo(ft, pp);

25 if (ce.isLabel(pp) || P.contains(pp)) {

26 if (P.contains(pp)) {

27 ft.meetWith(P.get(pp));

28 P.remove(pp);

29 }

30 if (ce.isLabel(pp))

31 S.set(pp, ft);

32 }

33

34 if (verbose) {

35 System.out.println(’—._" + ft.stringFrameType());
36 System.out.println(pp + 7:.” + c.instruction(pp));
37 }

38

39 InsLbv.verify(omega, pp, ft, c, S, P);

40 //P.printFrameTypeMap(” P =");

41 //S.printFrameTypeMap(” S =),

42 }

43 if (verbose)

44 System.out.println(’—._" + ft.stringFrameType());

45

46 // Final consistency checks.

47 if (!P.isEmpty())

48 throw VerifError.getInstance(”some_pending _constraints .not.resolved”);
49 }

50 }

Source 7.3.10 (MethContext.java). Defines interface for MethContext sort of Definition 4.2.6.

1 interface MethContext {
2
3 // Method return type (rt).
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String getReturnType();

/! Method max stack length (ms).
int getMaxStack();

// Method max local variable length (ml).
int getMaxLocals();

// Method exception attribute (ea).
ExcAtt getExcAtt();

// Method exception table (et).
ExcTable getExcTable();

Source 7.3.11 (VerifError.java). Exception class used for lightweight bytecode verification fail-
ure.

class VerifError extends Exception {

// Factory (permits singleton).
static VerifError getInstance(String m) {
return new VerifError(m);

}

// Constructor.
private VerifError(String m) {
super(m);

}

Source 7.3.12 (InsLbv.java). Implements lightweight bytecode verification of a single instruction
as specified in Section 5.3.

class InsLbv {

// Verify instruction. Mutates ft, S, and P.
// Throws VerifError on failure.
static void verify(LightContext omega,
int pp, FrameType ft, Code c, Saved S, Pending P)
throws VerifError

StdContext gamma = omega.getStdContext();
ClassHier ch = gamma.getClassHier();
ConstPool cp = gamma.getConstPool();

MethContext delta = omega.getMethContext();
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ExcTable et = delta.getExcTable();
ExcAtt ea = delta.getExcAtt();

Cert ce = omega.getCert();
switch (c.getOpcode(pp)) {
// STACK INSTRUCTIONS.

case 1: // aconst_null
ft.stackPush(Type.nul);
break;

case 3: // iconst_0

case 4: // iconst_1
ft.stackPush(Type.integer);
break;

case 87: // pop
ft.stackPop();
break;

case 89: // dup
ft.stackPush(ft.stackTop());
break;

case 96: // iadd

case 100: // isub
ft.checkSame(ft.stackPop(), Type.integer);
ft.checkSame(ft.stackTop(), Type.integer); // left as type of result
break;

// LOCAL VARIABLE INSTRUCTIONS.

case 21: // iload
ft.stackPush(ft.checkSame(ft.localsGet(c.getArgument(pp)), Type.integer));
break;

case 25: // aload
ft.stackPush(ft.checkSub(ft.localsGet(c.getArgument(pp)), Type.object));
break;

case 54: // istore
ft.localsSet(c.getArgument(pp), ft.checkSame(ft.stackPop(), Type.integer));
break;

case 58: // astore
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61 ft.localsSet(c.getArgument(pp), ft.checkSub(ft.stackPop(), Type.object));
62 break;
63
64 // ARRAY HEAP/STACK INSTRUCTION.
65
66 case 188: // newarray
67 checkThrow(gamma, delta, ft, false, pp, Type.negativeArraySizeException, S, P);
68 if (c.getArgument(pp) != 10) // we only support array of integer (T INT)
69 throw VerifError.getInstance(’newarray .on_non—integer _base _type.” + c.getArgument(pp));
70 ft.checkSame(ft.stackPop(), Type.integer);
71 ft.stackPush(Type.integerArray);
72 break;
73
74 case 189: // anewarray
75 checkThrow(gamma, delta, ft, false, pp, Type.negativeArraySizeException, S, P);
76 ft.checkSame(ft.stackPop(), Type.integer);
77 ft.stackPush(Type.arrayOf(cp.getClassldent(c.getArgument(pp))));
78 break;
79
80 case 190: // arraylength
81 checkThrow(gamma, delta, ft, false, pp, Type.nullPointerException, S, P);
82 ft.checkSub(ft.stackPop(), Type.botArray);
83 ft.stackPush(Type.integer);
84 break;
85
86 case 46: // iaload
87 checkThrow(gamma, delta, ft, false, pp, Type.nullPointerException, S, P);
88 checkThrow(gamma, delta, ft, false, pp, Type.arrayIndexOutOfBoundException, S, P);
89 ft.checkSame(ft.stackPop(), Type.integer);
90 ft.stackPush(Type.arrayBase(ft.checkSame(ft.stackPop(), Type.integerArray)));
91 break;
92
93 case 50: / aaload
94 checkThrow(gamma, delta, ft, false, pp, Type.nullPointerException, S, P);
95 checkThrow(gamma, delta, ft, false, pp, Type.arrayIndexOutOfBoundException, S, P);
96 ft.checkSame(ft.stackPop(), Type.integer);
97 ft.stackPush(Type.arrayBase(ft.checkSub(ft.stackPop(), Type.objectArray)));
98 break;
99
100 case 79: // iastore
101 checkThrow(gamma, delta, ft, false, pp, Type.nullPointerException, S, P);
102 checkThrow(gamma, delta, ft, false, pp, Type.arrayIndexOutOfBoundException, S, P);
103 ft.checkSame(ft.stackPop(), Type.integer);
104 ft.checkSame(ft.stackPop(), Type.integer);
105 ft.checkSame(ft.stackPop(), Type.integerArray);
106 break;

107
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case 83: // aastore
checkThrow(gamma, delta, ft, false, pp, Type.nullPointerException, S, P);
checkThrow(gamma, delta, ft, false, pp, Type.arrayIndexOutOfBoundException, S, P);

{

}

String valueType = ft.checkSub(ft.stackPop(), Type.object);
ft.checkSame(ft.stackPop(), Type.integer);
ft.checkSuper(Type.arrayBase(ft.stackPop()), valueType);

break;

// CONSTANT POOL INSTRUCTIONS.

case 18: //ldc (ldc_w)
cp.getlnteger(c.getArgument(pp)); / item must be integer within the constant pool
ft.stackPush(Type.integer);
break;

case 180: // getfield
checkThrow(gamma, delta, ft, false, pp, Type.nullPointerException, S, P);

{

}

FieldRef fref = cp.getFieldRef(c.getArgument(pp));
ft.checkSub(ft.stackPop(), fref.getClassIdent());
ft.stackPush(fref.getType());

break;

case 181: // putfield
checkThrow(gamma, delta, ft, false, pp, Type.nullPointerException, S, P);

{

}

FieldRef fref = cp.getFieldRef(c.getArgument(pp));
ft.checkSub(ft.stackPop(), fref.getType());
ft.checkSub(ft.stackPop(), fref.getClassIdent());

break;

case 182: // invokevirtual

{

MethRef mref = cp.getMethRef(c.getArgument(pp));

// Check arguments backwards

for (int i = mref.getArgumentCount()—1; i >=0; —i)
ft.checkSub(ft.stackPop(), mref.getArgumentType(i));

ft.checkSub(ft.stackPop(), mref.getClassldent());

String rt = mref.getReturnType();

if (1 Type.isVoid(rt)) ft.stackPush(rt);

// Check all potential throws that might be caught by a handler...
for (inti=0;i < et.getExcCount(); ++1)
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if (et.inTryRange(i, pp))
checkThrow(gamma, delta, ft, false, pp, et.getCatchType(i), S, P);

}

break;

case 187: // new
ft.stackPush(cp.getClassldent(c.getArgument(pp)));
break;

case 192: // checkcast
checkThrow(gamma, delta, ft, false, pp, Type.classCastException, S, P);
{
String fromType = ft.stackPop();
String toType = cp.getType(c.getArgument(pp));
ft.stackPush(Type.compatible(ch, toType, fromType) ? fromType : toType);

}

break;
// JUMP INSTRUCTIONS.

case 153: // ifeq

case 154: // ifne

case 155: // iflt

case 156: // ifge

case 157: // ifgt

case 158: // ifle
ft.checkSame(ft.stackPop(), Type.integer);
checkJump(gamma, delta, pp, pp+c.getArgument(pp), ft, S, P);
break;

case 159: // if-icmpeq

case 160: // if_icmpne

case 161: // if-icmplt

case 162: // if-icmpge

case 163: // if-icmpgt

case 164: // if-icmple
ft.checkSame(ft.stackPop(), Type.integer);
ft.checkSame(ft.stackPop(), Type.integer);
checkJump(gamma, delta, pp, pp+c.getArgument(pp), ft, S, P);
break;

case 165: // if.acmpeq

case 166: // if.acmpne
ft.checkSub(ft.stackPop(), Type.object);
ft.checkSub(ft.stackPop(), Type.object);
checkJump(gamma, delta, pp, pp+c.getArgument(pp), ft, S, P);
break;
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case 198: // ifnull
ft.checkSub(ft.stackPop(), Type.object);
checkJump(gamma, delta, pp, pp+c.getArgument(pp), ft, S, P);
break;

case 167: // goto
checkJump(gamma, delta, pp, pp+c.getArgument(pp), ft, S, P);
ft.setTop();
break;

// ABRUPT INSTRUCTIONS.

case 172: // ireturn
ft.checkSame(ft.checkSame(ft.stackPop(), Type.integer), delta.getReturnType());
ft.setTop();
break;

case 176: // areturn
ft.checkSub(ft.checkSub(ft.stackPop(), Type.object), delta.getReturnType());
ft.setTop();
break;

case 177: // return
ft.setTop();
break;

case 191: // athrow
{
String cid_e = ft.stackPop();
//System.out.println(” athrow of ”+cid_e);
boolean pr = (ch.compatible(Type.exception, cid_e)
&& !ch.compatible(Type.runtime, cid_e));
checkThrow(gamma, delta, ft, pr, pp, cid_e, S, P);
ft.setTop();

}

break;

default:
throw VerifError.getInstance(’unknown_instruction.” + c.getOpcode(pp) + ~.at.” + pp);
}

// Check single jump instruction in P and/or S.
static void checkJump(StdContext gamma, MethContext delta, int pp, int pp2,

FrameType ft, Saved S, Pending P)
throws VerifError
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{
if (pp2 > pp)
P.set(pp2, ft);
else
ft.meetWith(S.get(pp2));
}

// Check handling of exception e thrown at program point pp.

static void checkThrow(StdContext gamma, MethContext delta,
FrameType ft, boolean pr, int pp, String cid_e,
Saved S, Pending P) throws VerifError

// Check local handlers first.
ClassHier ch = gamma.getClassHier();
ExcTable et = delta.getExcTable();
for (int i = 0; i < et.getExcCount(); ++i) {
if (et.inTryRange(i, pp)) {
String cid = et.getCatchType(i);
boolean definite = (ch.compatible(cid, cid_e));
boolean potential = (ch.compatible(cid_e, cid));
if (definite || potential) {
FrameType fte = new FrameType(ft);
fte.stackSet(cid_e);
checkJump(gamma, delta, pp, et.getCatchPP(i), fte, S, P);
if (definite) return;
}
}
}

// Check method exception table for checked exceptions.

if (pr) {
ExcAtt ea = delta.getExcAtt();
ea.checkContains(cid_e);

}
}

}

Remark 7.3.13 (extensions). We have extended the program with a few instructions:
e The conditional instructions ifeq, iflt, ifge, and ifgt, are just like ifne.

e The two-parameter conditional instructions (if.icmpeq, if_icmpne, if_icmplt, if icmpge, if icmpgt,
if_icmple, if_.acmpeq, and if_acmpne) just require two values on the stack.
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7.4 The Infrastructure Code

This section contains the main code which enables the use of the rule implementations to actually
lightweight verify a standard Java class file.

Source 7.4.1 (LBV.java). Implements main program for lightweight verification of a lightweight
certified class file.

class LBV {

// Lightweight bytecode verify class file named by argument.
// Usage: "LBV [—v] class [method]”
// ”—v” option prints verbose messages to System.out.
// "class” argument names class (without .class suffix).
// "method” argument only method to verify.
// Class hierarchy is read from class.ch” and certificates from “class.method.cert”.
public static void main(String[] argv) {
boolean failed = false;

// Extract arguments or fail.

boolean verbose = (argv.length >=1 && argv[0].equals("—v”"));

int offset = (verbose ? 1 : 0);

String className = (argv.length > offset ? argv[offset] : null);

String onlyMethod = (argv.length > offset+1 ? argv[offset+1] : null);

if (className == null || argv.length > offset+2) {
System.err.println("Usage: java LBV _[—v]._class _[method]”);
System.exit(2);

}

if (verbose) System.out.printin(’LIGHTWEIGHT_BYTECODE._VERIFICATION . of .’ + className + *:”);

// Verification failure context.

try {
ClassInfo ci = BCEL.getClassInfo(className); // only system dependency!

// Top—level context.
StdContext gamma = ci.getStdContext();
if (verbose) gamma.getClassHier().printClassHier("\nCLASS_HIERARCHY .ch.=");

// Verify methods one by one.

for (int i = 0; i < ci.getMethodCount(); ++i) {
ci.setMethodIndex(i);
String method = ci.getMethodName();

try {
if (onlyMethod == null || onlyMethod.equals(method)) {

if (verbose) System.out.println("\nMETHOD.’” + ci.getMethodName() + :”);
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Cert cert = ci.getCert();
if (verbose) cert.printCert("CERTIFICATE ce _=");

if (verbose) System.out.println(”VERIFICATION . fta.=");

Method m = ci.getMethod();

MethLbv.verify(gamma, m, cert, verbose);

if (verbose) System.out.println(”VERIFICATION_OF."” + method + * _OK.”);

}

}

catch (VerifError e) {
if (verbose)

System.out.println("VERIFICATION_OF.’” + method + ’ _FAILED:”);

9, 9

System.err.println(method + ;. + e.getMessage());

}
}
}
catch (VerifError e) {
System.out.println(”’Initialization _failed ("’ + e.getMessage() + ”).”);
failed = true;

}

if (failed) System.exit(1);

}
}

Source 7.4.2 (ClassInfo.java). Datastructure for main program.

interface ClassInfo {

// Verification context.
StdContext getStdContext();

// Number of methods in the class.
int getMethodCount();

// Set "current” method index.
// Throws VerifError if the index is out of bounds 0..getMethodCount()—1.
void setMethodIndex (int index) throws VerifError;

// Get name of method with the set index.
String getMethodName();

// Get internal information of method with the set index.
// Note: uses static storage so only use one at the time.

Method getMethod();

// Get certificate for method with the set index.
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// Note: uses static storage so only use one at the time.
// Throws VerifError if there is no certificate for the method.
Cert getCert() throws VerifError;

}

Source 7.4.3 (BCEL.java). Class file access interface using Markus Dahm’s ByteCode Engineer-
ing Library (BCEL) package [12] such that we can access standard Java .class files.

// Implementation of class and certificate access interfaces for method
// lightweight bytecode verification using Markus Dahm’s BCEL (Byte Code
// Engineering Library).

import java.io.x;
import java.util. Vector;
import java.util.BitSet;

class BCEL implements ClassInfo, StdContext, ConstPool, ClassHier,
Method, MethSig, CodeAtt, Code, ExcTable, ExcAtt, Cert,
de.fub.bytecode.Constants // include bytecode Constants

{

// Singleton instance.
private static BCEL self;

// Creation factory method.

public static ClassInfo getClassInfo(String name) throws VerifError {
if (self == null) self = new BCEL();
self.instantiate (name);
return self;

}

// State.

// ClassInfo state
private int mCount; // number of methods
private int mIndex; // "current” method index

// StdContext state.

private String file; // class file name

private String cid; / class type

private de.fub.bytecode.classfile.JavaClass jc; // BCEL class file object.
private boolean certDirty; // whether certificate needs to be reread

// ConstPool state.

private de.fub.bytecode.classfile.ConstantPool jcp; #/ BCEL constant pool
private int jcpLength; // BCEL constant pool length

private FieldOrMethRef item; // cached BCEL constant pool item



41
4
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87

7.4. THE INFRASTRUCTURE CODE 179

// ClassHier state.
private String|[] c; // class names
private int[] superIndex; // c[superindex[i]] is the superclass of c[i], or bot.

// Method, MethSig, and CodeAtt state.

private de.fub.bytecode.classfile.Method jm; // cached BCEL method
private String desc; // cached method type description

private de.fub.bytecode.classfile.Code jcode; // cached BCEL code

private String[] jxs; / escaping exceptions

private de.fub.bytecode.classfile.CodeException[] jhs; // exception handlers

// Cert state.

private int[] certLabel;

private FrameTypeMap certFrameType;
private int certPendingSize;

// Private dummy constructor.
private BCEL() {}

// Private instantiator.
private void instantiate(String name) throws VerifError {

// Class name and file name.
if (name.startsWith("L”) && name.endsWith(”;”)) {
file = name.substring(1, name.length()—1);

}
else {

file = name.replace(’.’, ’/’);
}
// Class Hierarchy (from file).
{

Vector cs = new Vector();
Vector supercs = new Vector();

cs.add(Type.object);
supercs.add(null);

// Read file.
try {
set_input(file + ”.ch™);
skip(*{");
char ch = next_nonspace();
if (ch!="}"){
unreadl(ch);
do {

cs.add(next_type());
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skip(<:”);
supercs.add(next_type());
} while ((ch = next_nonspace()) ==".");
}
if (ch !="}") throw new IOException(””’, _or.’ }" _expected”);
}
catch (IOException x) {
throw VerifError.getlnstance(”class _hierarchy _input_error.(” + x.getMessage() + °)”);

}

// Construct c array of class names.

int clength = cs.size();

¢ = new String[clength];

for (int i = 0; i < clength; ++i) c[i] = (String) cs.elementAt(i);

// Construct superlndex array of indices.

int[] si = new int[clength];

for (int i = 0; i < clength; ++i) {
String supercsi = (String) supercs.elementAt(i);
si[i] = findIndex(supercsi);

}

superIndex = si;

}
// Read BCEL class object.
try {
//System.out.printin(” Reading " + file + ”.class’ file.”);
jc = new de.fub.bytecode.classfile.ClassParser(file+”.class™).parse();
}

catch (IOException x) {
throw VerifError.getlnstance(”could._not.read.class.file.””” + file+”.class’ (" + x.getMessage() + )”);
}

// Get class name.
cid = Type.type("L” + jc.getClassName() + 7;”);

// Initialize constant pool.
jep = je.getConstantPool();
jepLength = jep.getLength();
item = null;

// Initialize method information.
mCount = jc.getMethods().length;
mlndex = —1;

Jjm = null;

desc = null;

jcode = null;
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135 jxs = null;

136 jhs = null;

137 certDirty = true;

138 }

139

140 // ClassInfo implementation.

141

142 public StdContext getStdContext() {

143 return this;

144 }

145

146 public int getMethodCount() {

147 return mCount;

148 }

149

150 public void setMethodIndex (int index) throws VerifError {
151 if (index < 0 || index > getMethodCount())
152 throw VerifError.getInstance(’no._method._number.” + index);
153 mlIndex = index;

154 jm = jc.getMethods()[index];

155 desc = jm.getSignature();

156 jcode = jm.getCode();

157 de.fub.bytecode.classfile.ExceptionTable jet = jm.getExceptionTable();
158 if (jet == null)

159 jxs = new String[0];

160 else {

161 jxs = new String[jet.getNumberOfExceptions()];
162 int[] jxis = jet.getExceptionIndexTable();
163 for (inti=0;1 < jxs.length; ++i)

164 jxs[i] = Type.type(getClassldent(jxis[i]));
165 }

166 jhs = jeode.getExceptionTable();

167 certDirty = true;

168 }

169

170 public String getMethodName() {

171 return jm.getName();

172 }

173

174 public Method getMethod() {

175 return this;

176 }

177

178 public Cert getCert() throws VerifError {

179 if (certDirty) {

180

181 // Open certificate file for method.
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try {

}

set_input(file + . + getMethodName() + .cert”);

catch (IOException x) {

}

// Fall—back: empty certificate.
certFrameType = new FrameTypeMap(this, 0);
certLabel = new int[0];

int certPendingSize = 3;

return this;

// Read certificate file for method.
try {

char ch;
Skip(”(”);

// Read label list.
BitSet labels = new BitSet();
skip(”{”);
ch = next_nonspace();
if (ch!="}"){
unreadl(ch);
do {
//System.out.println(” Got label” );
labels.set(next_integer());
} while ((ch = next_nonspace()) ==",’);
}
if (ch !="}") throw new IOException(””’, _or.’} _expected”);
intl1=0;
for (inti=0;i < labels.length(); ++i) {
if (labels.get(i)) {
++l;
//System.out.printin(” Got label #”+1+7: " +i);
}
}
certLabel = new int[1];
for (inti= 0, j=0;i < labels.length(); ++i)
if (labels.get(i)) {
//System.out.println(” Got label #”+i);
certLabel[j++] = i;
}

Skip(”’”);
// Read FrameType "deltas”.

Vector pps = new Vector();
Vector fts = new Vector();
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skip(*{");
ch = next_nonspace();
if (ch!="}"){
unreadl(ch);
do {
pps.add(new Integer(next_integer()));
skip(":”);
FrameType ft = new FrameType(this, getMaxStack(), getMaxLocals());
skip("(");

skip("(");
ch = next_nonspace();
if (ch!=")){

unreadl(ch);

do {

ft.stackPush(next_type());

} while ((ch = next_nonspace()) ==",’);
¥
if (ch !=")") throw new IOException(”’," .or.’)’ _expected”);
skip(",");

skip("(");
inti=0;
ch = next_nonspace();
if (ch!=")){

unreadl(ch);

do {

ft.localsSet(i++, next_type());

} while ((ch = next_nonspace()) ==".");
}
if (ch !=")") throw new IOException("’, _or.’)’ _expected”);
if (i != getMaxLocals())

throw new IOException(”incorrect_local _variable _type _numbers”);

fts.add(ft);
Skip(”)”);
} while ((ch = next_nonspace()) ==",’);

}
if (ch !="}") throw new IOException(””’, or.’}’ _expected”);
certFrameType = new FrameTypeMap(this, pps.size());

for (inti=0;1i < pps.size(); ++i)
certFrameType.set(((Integer) pps.get(i)).intValue(), (FrameType) fts.get(i));

skip(")");

certPendingSize = next_integer();
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skip(")");
}
catch (IOException x) {

throw VerifError.getlnstance(”certificate _input.error (” + X.getMessage() + ”)”);

}

certDirty = false;

}

return this;

}

// StdContext implementation.

public ConstPool getConstPool() {
return this;

}

public String getClassldent() {
return cid;

}

public ClassHier getClassHier() {
return this;

}

// ConstPool implementation.

public int getConstPoolLength() {
return jcpLength;

}

public String getClassIdent(int index) throws VerifError {
if (index <=0 || index >= jcpLength)
throw VerifError.getInstance(’no._constant._pool.item.#” + index);
try {
de.fub.bytecode.classfile.Constant it = jcp.getConstant(index);
if (it.getTag() == CONSTANT Class) {
de.fub.bytecode.classfile.ConstantClass cc =
(de.fub.bytecode.classfile.ConstantClass) it;
de.fub.bytecode.classfile.ConstantUtf8 cu8 =
(de.fub.bytecode.classfile.ConstantUtf8) jcp.getConstant(cc.getNamelndex());
String t = cu8.getBytes();
return Type.type(t.charAt(0) =="[" ?t:"L” +t+7}”);
}
else
throw VerifError.getlnstance(”’constant _pool _item.number.” + index + ”_is.not.a.Classldent”);
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323 catch (java.lang.ClassFormatError x) {

324 throw VerifError.getlnstance("illegal _item™);

325 }

326 }

327

328 public FieldRef getFieldRef(int index) throws VerifError {

329 try {

330 de.fub.bytecode.classfile.Constant it = jcp.getConstant(index);
331 if (it.getTag() == CONSTANT Fieldref) {

332 if (item == null) item = new FieldOrMethRef();

333 item.setIndex (index);

334 return (FieldRef) item;

335 }

336 else

337 throw VerifError.getlnstance(”constant _pool_ittem.number.” + index + ”.is.not.a.FieldRef”);
338 }

339 catch (java.lang.ClassFormatError x) {

340 throw VerifError.getlnstance(illegal _item™);

341 }

342 }

343

344 public MethRef getMethRef(int index) throws VerifError {

345 try {

346 de.fub.bytecode.classfile.Constant it = jcp.getConstant(index);
347 if (it != null && it.getTag() == CONSTANT Methodref) {
348 if (item == null) item = new FieldOrMethRef();

349 item.setIndex (index);

350 return (MethRef) item;

351 }

352 else

353 throw VerifError.getInstance(”’constant _pool._item.number.” + index + ”_is.not.a_MethRef”);
354 }

355 catch (java.lang.ClassFormatError x) {

356 throw VerifError.getlnstance(illegal _item”);

357 }

358 }

359

360 public int getInteger(int index) throws VerifError {

361 try {

362 de.fub.bytecode.classfile.Constant it = jcp.getConstant(index);
363 if (it.getTag() == CONSTANT nteger)

364 return ((de.fub.bytecode.classfile.ConstantInteger) it).getBytes();
365 else

366 throw VerifError.getInstance(”’constant _pool._item._number.” + index + ”_is.not.an Integer”);
367 }

368 catch (java.lang.ClassFormatError x) {

369 throw VerifError.getlnstance(”’no._constant _pool._item.number.” + index);
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370 }

371 }

372

373 // not used

374 public String getString(int index) throws VerifError {

375 try {

376 de.fub.bytecode.classfile.Constant it = jcp.getConstant(index);

377 if (it.getTag() == CONSTANT _String) {

378 int x = ((de.fub.bytecode.classfile.ConstantString) it).getStringIndex();
379 de.fub.bytecode.classfile.ConstantUtf8 cu8 =

380 (de.fub.bytecode.classfile.ConstantUtf8) jcp.getConstant(x);

381 return cu8.getBytes();

382 }

383 else

384 throw VerifError.getInstance(”constant_pool.item._number.” + index + ”.is.not.a.String”);
385 }

386 catch (java.lang.ClassFormatError x) {

387 throw VerifError.getlnstance(”’no._constant _pool._item.number.” + index);
388 }

389 }

390

391 public String getType(int index) throws VerifError {

392 if (index <=0 || index >= jcpLength)

393 throw VerifError.getInstance(”’no._constant _pool._item.#” + index);

394 try {

395 de.fub.bytecode.classfile.Constant it = jcp.getConstant(index);

396 if (it.getTag() == CONSTANT_Utf8) {

397 return Type.type("L” + ((de.fub.bytecode.classfile.ConstantUtf8) it).getBytes() + *;”);
398 }

399 else if (it.getTag() == CONSTANT Class) {

400 return Type.type(getClassldent(index));

401 }

402 else

403 throw VerifError.getInstance(”constant._pool_ittem.number.” + index + ”.is.not.a._Type”);
404 }

405 catch (java.lang.ClassFormatError x) {

406 throw VerifError.getInstance("illegal _item (" + x.getMessage() + ”)”);
407 }

408 }

409

410 // String representation of ConstPool item.

411 public String item(int index) {

412 StringBuffer it = new StringBuffer();

413 try {

414 de.fub.bytecode.classfile.Constant item = jcp.getConstant(index);

415 if (item == null)

416 return null;
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else if (item.getTag() == CONSTANT Class)
it.append(getClassldent(index));
else if (item.getTag() == CONSTANT Integer)
it.append(getInteger(index));
else if (item.getTag() == CONSTANT _String)
it.append(”\”” + getString(index) + ”\"”);
else if (item.getTag() == CONSTANT Fieldref) {
FieldRef fref = getFieldRef(index);
it.append(’fieldref("+fref.getClassldent()+”, . +fref.getldent )+, " +fref.getType )+7)”);
}
else if (item.getTag() == CONSTANT Methodref) {
MethRef mref = getMethRef(index);
it.append("methodref(’+mref.getClassldent()+”, _methsig(”+mref.getldent()+”, [ ”);
String lead =”;
for (int a = 0; a < mref.getArgumentCount(); ++a) {
it.append(lead+mref.getArgumentType(a));
lead =7,.7;

}

it.append(”’]),. +mref.getReturnType()+)”);
}
else
return null;
}
catch (VerifError x) {
it.append(”?”+index);
}

return it.toString();

}

// FieldRef and MethRef implementation.
class FieldOrMethRef implements FieldRef, MethRef {

// State.

private de.fub.bytecode.classfile.ConstantCP it;

private de.fub.bytecode.classfile.ConstantNameAndType nt;

private String sig;

void setIndex(int index) {
it = (de.fub.bytecode.classfile.ConstantCP) jcp.getConstant(index);
nt = (de.fub.bytecode.classfile.ConstantNameAndType)

jep.getConstant(it.getName And Typelndex());
sig = Type.type(((de.fub.bytecode.classfile.ConstantUtf8)
jep.getConstant(nt.getSignatureIndex())).getBytes());

}

public String getClassldent() {
int x = ((de.fub.bytecode.classfile.ConstantClass)
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jep.getConstant(it.getClassIndex())).getNamelndex();
return Type.type("L” + ((de.fub.bytecode.classfile.ConstantUtf8)
jep.getConstant(x)).getBytes() + ;7);

}

public String getldent() {
return Type.type(((de.fub.bytecode.classfile.ConstantUtf8)
jep.getConstant(nt.getNamelndex())).getBytes());

}

public String getType() {
return sig;
}

public String getReturnType() {
return Type.type(de.fub.bytecode.generic. Type.getReturnType(sig).getSignature());
}

public int getArgumentCount() {
return de.fub.bytecode.generic. Type.getArgumentTypes(sig).length;
}

public String getArgumentType(int i) {
return Type.type(de.fub.bytecode.generic. Type.getArgumentTypes(sig)[i].getSignature());
}

// ClassHier implementation.

public boolean isClass(String type) {

}

return (findIndex(type) >= 0);

int findIndex(String type) {

}

for (inti=0;i < c.length; ++i) {
if (c[i] == type) {
return i;
}
}

return —1;

public boolean compatible(String cid, String sub_cid) throws VerifError {

int i = findIndex(cid);
if (i <0)
throw VerifError.getlnstance(’no.class.” + cid + ”.in.class _hierarchy”);
int sub_i = findIndex(sub_cid);
if (sub_i < 0)
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throw VerifError.getlnstance(’no.class.” + sub_cid + ”.in.class hierarchy”);
while (sub_i =1 && sub.i !=—1)

sub_i = superIndex [sub_i];
return (sub_i == 1);

}

public String meet(String cidl, String cid2) throws VerifError {

int il = findIndex(cid1);
if (i1 < 0)

throw VerifError.getlnstance(”no.class.” + cidl + .in.class hierarchy”);
int i2 = findIndex(cid2);
if (i2 < 0)

throw VerifError.getlnstance(’no.class.” + cid2 + ”.in.class hierarchy”);
while (i1 > 0) {

for (inti=12;1 > 0; i = superIndex[i])

if (i1 ==1) return c[i];

il = superIndex[il];

}

return Type.object;

}

// String representation of ClassHier.
public void printClassHier(String prefix) {
for (inti =0; i < c.length; ++i) {
int si = superIndex[i];
System.out.println((i == 0 ? prefix+".{.” : ”.,.") + c[i]+ "o<:” + (s1 < 0 ? ”bot” : c[si]));

}

System.out.println(”_}");

}

// Method implementation.

public MethSig getMethSig() {
return this;

}

public String getReturnType() {
return Type.type(de.fub.bytecode.generic.Type.getReturnType(desc).getSignature());

}

public CodeAtt getCodeAtt() {
return this;

}

public ExcAtt getExcAtt() {
return this;

}

189
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558

559 // MethSig implementation.

560

561 public String getldent() {

562 return jm.getName();

563 }

564

565 public int getArgumentCount() {
566 return de.fub.bytecode.generic. Type.getArgumentTypes(desc).length;
567 }

568

569 public String getArgumentType(int i) {
570 return Type.type(de.fub.bytecode.generic. Type.getArgumentTypes(desc)[i].getSignature());
571 }

572

573 // CodeAtt implementation.

574

575 public int getMaxStack() {

576 return jcode.getMaxStack();
577 }

578

579 public int getMaxLocals() {

580 return jcode.getMaxLocals();
581 }

582

583 public Code getCode() {

584 return this;

585 }

586

587 public ExcTable getExcTable() {
588 return this;

589 }

590

591 // Code implementation.

592

593 public int getMaxCode() {

594 return jcode.getCode().length — 1;
595 }

596

597 public int getOpcode(int pp) {
598 int op = jcode.getCode()[ppl;
599 if (op < 0) op +=256;

600 switch (op) {

601

602 case WIDE:

603 return getOpcode(pp+1);

604
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605 case BIPUSH:

606 case SIPUSH:

607 case ICONST M1:
608 case ICONST 2:
609 case ICONST_3:
610 case ICONST 4:

611 case ICONST_5:
612 return ICONST_O;
613

614 case ILOAD _O:

615 case ILOAD_1:

616 case ILOAD 2:

617 case ILOAD_3:

618 return ILOAD;
619

620 case ALOAD 0:

621 case ALOAD_I:

622 case ALOAD_2:

623 case ALOAD 3:

624 return ALOAD;
625

626 case ISTORE_O:

627 case ISTORE_I:

628 case ISTORE_2:

629 case ISTORE_3:

630 return ISTORE;
631

632 case ASTORE_O:
633 case ASTORE_1:
634 case ASTORE_2:
635 case ASTORE_3:
636 return ASTORE;
637

638 case LDC_W:

639 return LDC;

640

641 default:

642 return op;

643 }

644 }

645

646 public int getLength(int pp) {
647 int op = jcode.getCode()[ppl;
648 if (op < 0) op +=256;
649 switch (op) {

650

651 case WIDE:



192 CHAPTER 7. THE PROTOTYPE IMPLEMENTATION

652 return 1 + getLength(pp+1);
653

654 case NEW:

655 // Special case: new = NEW + DUP + INVOKESPECIAL <init> assumed!
656 return 7,

657

658 case LDC_W:

659 case GETFIELD:

660 case PUTFIELD:

661 case INVOKEVIRTUAL.:
662 case ANEWARRAY:

663 case CHECKCAST:

664 case IFEQ:

665 case IFNE:

666 case IFLT:

667 case IFGT:

668 case IFLE:

669 case IFGE:

670 case GOTO:

671 case IFNULL.:

672 case IFNONNULL.:

673 case SIPUSH:

674 return 3;

675

676 case ILOAD:

677 case ALOAD:

678 case ISTORE:

679 case ASTORE:

680 case BIPUSH:

681 case NEWARRAY:

682 case LDC:

683 return 2;

684

685 default:

686 return 1;

687 }

688 }

689

690 public int getArgument(int pp) {
691 int op = jcode.getCode()[pp];
692 if (op < 0) op +=256;

693

694 int bl, b2; // scratch variables
695

696 switch (op) {

697

698 case WIDE:
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699 ++pp; // hack: use 2—byte unsigned argument code below...
700 case LDC_W:

701 case GETFIELD:

702 case PUTFIELD:

703 case INVOKEVIRTUAL:

704 case NEW:

705 case ANEWARRAY:

706 case CHECKCAST:

707 // Instructions with a two—byte unsigned argument.
708 bl = jcode.getCode()[pp+1];

709 if (b1 < 0) bl +=256;

710 b2 = jcode.getCode()[pp+2];

711 if (b2 < 0) b2 +=256;

712 return (b1%256 + b2);

713

714 case IFEQ:

715 case IFNE:

716 case IFLT:

717 case IFGT:

718 case IFLE:

719 case IFGE:

720 case GOTO:

721 case IFNULL.:

722 case [IFNONNULL.:

723 // Instructions with a two—Dbyte signed argument.
724 bl = jcode.getCode()[pp+1];

725 b2 = jcode.getCode()[pp+2];

726 if (b2 < 0) b2 +=256;

727 return (b1%256 + b2);

728

729 case LDC:

730 case ILOAD:

731 case ALOAD:

732 case ISTORE:

733 case ASTORE:

734 case NEWARRAY:

735 // Instructions with a single—byte unsigned argument.
736 bl = jcode.getCode()[pp+1];

737 if (bl < 0) bl +=256;

738 return bl;

739

740 // Instructions with implied argument.
741 case ILOAD _0:

742 case ALOAD_O:

743 case ISTORE_O:

744 case ASTORE_O:

745 return O;
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746

747 case ILOAD_1:

748 case ALOAD_I:

749 case ISTORE_I:

750 case ASTORE_I:

751 return 1;

752

753 case ILOAD 2:

754 case ALOAD_2:

755 case ISTORE_2:

756 case ASTORE_2:

757 return 2;

758

759 case ILOAD 3:

760 case ALOAD 3:

761 case ISTORE_3:

762 case ASTORE_3:

763 return 3;

764

765 // The default is instructions with no offset/branch argument.
766 default:

767 return 0;

768 }

769 }

770

771 // String representation of byte code instruction.

772 public String instruction(int pp) {

773 StringBuffer ins = new StringBuffer();

774 int opcode = getOpcode(pp);

775 int arg = getArgument(pp);

776

777 switch (opcode) {

778

779 case WIDE:

780 switch (getOpcode(pp+1)) {

781 case ILOAD: ins.append("wide._iload.’+arg); break;
782 case ALOAD: ins.append(”wide_aload .”+arg); break;
783 case ISTORE: ins.append(”wide.istore . +arg); break;
784 case ASTORE: ins.append(”wide._astore. +arg); break;
785 }

786 break;

787

788 case ACONST_NULL: ins.append(”aconst_null”’); break;
789 case ICONST_M1: ins.append(”’iconst.—1""); break;

790 case ICONST_0: ins.append(iconst_0"); break;

791 case ICONST_1: ins.append(”’iconst._1"); break;

792 case ICONST_2: ins.append(”’iconst._2”); break;



7.4. THE INFRASTRUCTURE CODE 195

793 case ICONST_3: ins.append(iconst._3"); break;

794 case ICONST 4: ins.append(”’iconst.4”); break;

795 case ICONST_S: ins.append(”’iconst._5"); break;

796 case POP: ins.append(”’pop”); break;

797 case DUP: ins.append(”dup”); break;

798 case IADD: ins.append(’iadd”); break;

799 case ISUB: ins.append(”isub”); break;

800 case IRETURN: ins.append(”ireturn”); break;

801 case ARETURN: ins.append(”areturn’); break;

802 case RETURN: ins.append(’return”); break;

803 case ATHROW: ins.append(”’athrow”); break;

804 case ARRAYLENGTH: ins.append(”arraylength”); break;

805 case AASTORE: ins.append(”aastore”); break;

806 case AALOAD: ins.append(”aaload”); break;

807

808 case ILOAD: ins.append(’iload.’+arg); break;

809 case ALOAD: ins.append(”aload.’+arg); break;

810 case ISTORE: ins.append(istore.”+arg); break;

811 case ASTORE: ins.append(”astore.”+arg); break;

812 case BIPUSH: ins.append(”bipush.’+arg); break;

813 case SIPUSH: ins.append(”’sipush.’+arg); break;

814

815 case LDC: ins.append(’ldc.+item(arg)); break;

816 case LDC_W: ins.append(’ldc_w._"+item(arg)); break;

817 case GETFIELD: ins.append(”getfield "+item(arg)); break;

818 case PUTFIELD: ins.append(”’putfield . +item(arg)); break;

819 case INVOKEVIRTUAL.: ins.append(”’invokevirtual .’+item(arg)); break;
820 case NEW: ins.append("new . +item(arg)); break;

821 case NEWARRAY: ins.append(’newarray .’ +item(arg)); break;
822 case ANEWARRAY: ins.append(’anewarray .’ +item(arg)); break;
823 case CHECKCAST: ins.append(”checkcast._’+item(arg)); break;
824

825 case IFEQ: ins.append(“ifeq_"+(arg<0?":"+”)+arg); break;

826 case IFNE: ins.append(”ifne."+(arg<07"”:"+")+arg); break;

827 case IFLT: ins.append(”iflt."+(arg<0?”:”+”)+arg); break;

828 case IFGT: ins.append(ifgt_"+(arg<07”:”+”)+arg); break;

829 case IFLE: ins.append(”ifle. +(arg<07”:”+")+arg); break;

830 case IFGE: ins.append(”ifge . +(arg<0?””:”+)+arg); break;

831 case GOTO: ins.append(”goto.”+(arg<0?7””:"+")+arg); break;
832 case [IFNULL: ins.append(”ifnull .”+(arg<0?"":”+”)+arg); break;
833 case IFNONNULL.: ins.append(”’ifnonnull .”+(arg<0?"”:”+”)+arg); break;
834

835 default: ins.append"UNKNOWN._("+opcode+” . +arg+")”); break;
836 }

837 return ins.toString();

838 }

839
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// ExcAtt implementation.

public void checkContains(String excep) throws VerifError {
for (inti=0;1i < jxs.length; ++i)
if (compatible(jxs[i], excep))
return;
throw VerifError.getInstance(”’exception . _unhandled”);

}

// ExcTable implementation.

public int getExcCount() {
return jhs.length;

}

public boolean inTryRange(int n, int pp) {
return (jhs[n].getStartPC() <= pp && pp < jhs[n].getEndPC());

}

public String getCatchType(int n) throws VerifError {
String t = Type.type(getClassldent(jhs[n].getCatchType()));
//System.out.printin(” getCatchType(”+n+") = "+t);
return t;

}

public int getCatchPP(int n) {
return jhs[n].getHandlerPC();

}

// Cert implementation.

public boolean isLabel(int pp) {
for (int i = 0; i < certLabel.length; ++i) {
if (certLabel[i] == pp) return true;
}

return false;

}

public int labelCount() {
return certLabel.length;

}

public void applyDeltaTo(FrameType ft, int pp) throws VerifError {
if (certFrameType.contains(pp))
ft.meetWith(certFrameType.get(pp));

CHAPTER 7. THE PROTOTYPE IMPLEMENTATION
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887 public int getPendingSize() {

888 return certPendingSize;

889 }

890

891 public void printCert(String prefix) {

892 StringBuffer sb = new StringBuffer(prefix+”({”);
893 for (inti=0;i < certLabel.length; ++i)

894 sb.append((i==07""":"") + certLabel[i]);

895 sb.append(”},”);

896 System.out.println(sb.toString());

897 System.out.println(”_."+certFrameType.frameTypeMap()+,”);
898 System.out.println(”_."+certPendingSize+")”);
899 }

900

901 // Input utility methods.

902

903 // State.

904 private InputStreamReader input; // input stream
905 private int unread_char; // lookahead char

906

907 // Set input source.

908 private void set_input(String name) throws IOException {
909 //System.out.println(” Input file *” + name + 7’:”);
910 input = new FileReader(name);

911 unread_char = —1;

912 }

913

914 // Return next character.

915 private char next_char() throws IOException {

916 char ch =readl();

917 //System.out.printin(” read *” + ch + ”’”);

918 return ch;

919 }

920

921 // Return next non—space character.

922 private char next_nonspace() throws IOException {
923 char ch =readl();

924 while (Character.isWhitespace(ch)) ch = read1();
925 //System.out.println(” read ’” + ch + 7’7);

926 return ch;

927 }

928

929 // Skip spaces and s.

930 private void skip(String s) throws IOException {

931 unreadl (read 1nonspace()); // hack to skip spaces before reading
932 for (int i = 0; i < s.length(); ++i) {

933 char ch =readl();



198 CHAPTER 7. THE PROTOTYPE IMPLEMENTATION

934 if (ch !=s.charAt(i)) throw new IOException(”’” + s + *’ _expected”);
935 }

936 //System.out.println(” skip *” + s+ 7’7);

937 }

938

939 // Return next integer on the input.

940 private int next_integer() throws IOException {

941 inti=0;

942 char ch;

943 for (ch = read1nonspace(); Character.isDigit(ch); ch = read1()) {
944 i = ix10 + Character.digit(ch, 10);

945 }

946 unreadl(ch);

947 //System.out.println(” integer *” + i + 77);

948 return i;

949 }

950

951 // Return next (extended) type identifier.
952 private String next_type() throws IOException {

953 StringBuffer sb = new StringBuffer();
954 char ch = read1nonspace();

955 if (ch=="]) {

956 sb.append(ch);

957 ch =readl1();

958 }

959 if (ch=="T) {

960 sb.append(’I’);

961 }

962 else if (ch=="b") {

963 unread1(ch);

964 skip(”bot”);

965 sb.append(”bot”);

966 }

967 else if (ch=="t") {

968 unreadl(ch);

969 skip(top”);

970 sb.append(”bot”);

971 }

972 else if (ch=="1L") {

973 sb.append(ch);

974 ch =read1();

975 while (Character.isJavaldentifierStart(ch)) {
976 do {

977 sb.append(ch);

978 while (Character.isJavaldentifierPart(ch = read1())) sb.append(ch);
979 } while (ch =="/");

980 if (ch !=";") throw new IOException(”’; _expected”);
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sb.append(ch);
}
}
else throw new IOException("JVM.type._or. bot’ _or.’top’ _expected”);

return Type.type(sb.toString());

}

// Low—level character read.
private char read1() throws IOException {
if (unread_char >=0) {
char ch = (char) unread _char;
unread_char = —1;
return ch;
}
else {
int ch = input.read();
if (ch < 0)
throw new IOException(”end._of _file”);
else {
return (char) ch;

}
}
}

// Low—level non—space character read.

private char read1nonspace() throws IOException {
char ch =read1();
while (Character.isWhitespace(ch)) ch = read1();
return ch;

}

// Low—level character unread.
private void unreadl(char ch) {
unread_char = ch;

}

Remark 7.4.4 (BCEL hacks). The BCEL. java file includes several hacks to make the use of
standard classfiles feasible in connection with our subset:

e A new instruction in the class file is assumed followed by dup and an invokespecial of the
constructor <init> method; the whole lot generates just a single new instruction.

e Several alternative forms of integer load instructions are “coerced’ into iconst_0 instructions.
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7.5 The User Manual

Documentation 7.5.1 (Installation). In order to use the program you need the following:
e A Java 2 standard edition execution environment,
e 1bv. jar file accompanying this thesis, and
e bcel. jar file with Markus Dahm’s Byte Code Engineering Library [12].

Once these are available you can run the lightweight bytecode verifier by placing 1bv. jar and
bcel. jar in the same directory, say d, and run

java -jar d/1bv.jar arguments

where the possible arguments are given in the usage below.

Documentation 7.5.2 (Usage). The program takes the following arguments (in that sequence):
-v Indicates that 1bv should output the derived frame type as it goes. Optional.

class The class to verify (without .class extension).

method Method name to verify (by default all methods are verified). Optional.

In addition it expects to find these files:

class . ch File describing class hierarchy for class context. Includes a {}-delimited ,-separated list
of simple direct superclass relations using the JVM notation for class names and written
“subclass <: superclass”.

class .method . cert for each method: File with certificate for that method in the class. The
certificate is expected as a triple of

e the labels as a {}-delimeted ,-separated list of program point integers,

e the frame type certificate as a {}-delimeted ,-separated list of simple maps of the form
“program-point : frame-type” where a frame-type in turn has the form “< stack-type
, locals-type > with both of stack-type and locals-type a .-separated list of extended
type-name identifiers from the set I, bot, top, Lclass;, and [type-name, and

e the largest size og P during the proof.

Example 7.5.3 (Ged11. ch class hierarchy file). A possible class hierarchy file corresponding
to the class hierarchy used by the cksum () example is the following.

{

Ljava/lang/Throwable; <: Lijava/lang/Object; ,
Ljava/lang/Exception; <: Ljava/lang/Throwable; ,
Ljava/lang/RuntimeException; <: Ljava/lang/Exception; ,
Ljava/lang/NullPointerException; <: Ljava/lang/RuntimeException; ,
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Ljava/lang/ArrayIndexOutOfBoundException; <: Ljava/lang/RuntimeException; ,
Ljava/lang/ArrayStoreException; <: Ljava/lang/RuntimeException; ,
Ljava/lang/NegativeArraySizeException; <: Ljava/lang/RuntimeException; ,
Ljava/lang/ClassCastException; <: Ljava/lang/RuntimeException; ,

LCrCardRd; <: Ljava/lang/Object; ,

LUnsetCrCard; <: Ljava/lang/Exception; ,

LAbort; <: Ljava/lang/Exception; ,

LCkSum; <: Ljava/lang/Object; ,

LGcdll; <: LCkSum;

}

Example 7.5.4 (Ged11. cksum. cert certificate file). A possible certificate file for the cksum ()
example:

({20}, {},2)



Chapter 8

Comparisons

In this chapter, we compare lightweight verification technique as presented in Chapter 5 with re-
cently implemented bytecode verification techniques for limited devices: In Section 8.1 we explain
to what extent lightweight verification is a generalization of Sun’s J2ME “KVM?” Java Virtual Ma-
chine, and in Section 8.2 we show how lightweight bytecode verification is a generalization of
Leroy’s proposed “On-card Verifier”.

8.1 Sun’s “StackMap’’ Attribute

Sun’s J2ME [56] “Connected, Limited Device Configuration” specification [58] defines the re-
quirements to a J2ME Java Virtual Machine in general and the classfile (bytecode) verifier in par-
ticular. The latter has been implemented by Sheng Liang [28] for the “KVM” virtual machine [59]
using a “Stack map attribute” that is a slight simplification of our certificate FTC component: The
KVM verifier simplifies the lightweight verification certificate by having no label set but contain-
ing in FTC the FTA(PP) for all PP that are the target of a jump whether forward or backward. This
makes it possible to check all constraints immediately, even for forward jumps, by comparing to
the frame type stored in the certificate.

Example 8.1.1 (cksum () stack map attribute). The jump pattern of cksum () as illustrated in
Figure 4.5 corresponds to a stack map corresponding to the certificate

(8.1.1a) CE = ({pP — FTA(PP) | PP € {10,15,20,39,47}},0)
Below we modify the rules of LBV to include this simplified view.

Definition 8.1.2 (KVM simplifications). The rules of Chapter 5 should be modified as follows to
simulate the KVM verifier:

1. For each backward jump rule (5.3.8a), (5.3.9a), (5.4.6a), and (5.4.7a), add a variant where
S(pPp”) is replaced with FTC(PP"”) in the premise.

2. For each forward jump rule (5.3.8b), (5.3.9b), (5.4.6b), and (5.4.7b), add a variant with the
premise CH - FTC(PP”) C FTpps added and the side condition updating P removed (replacing
occurrences of P/ with P).

202
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Note that this creates four rules per jump category.
Theorem 8.1.3 (Simulation of KVM). The system of Definition 8.1.2 simulates the KVM verifier.

Proof. Assume bytecode packaged with certificate CE = (FTC, €) where FTC maps all target pro-
gram points. Clearly S will never be extended thus none of the original backward rules will be
invoked. Similarly, we can always choose to use the new variant for forward rules thus we never
need to extend P. Thus we can simulate the KVM’s bytecode verifier’s linear run through the code
with only the single “current” frame type being updated troughout. U

Remark 8.1.4 (combining KVM with lightweight bytecode verification). Clearly one could
combine the above KVM rules with the lightweight verifier, however, this would break the unique-
ness of certificates.

Remark 8.1.5 (resource use of KVM’s bytecode verification). KVM’s bytecode verifier stores
a larger certificate, however, the certificate is immutable and can thus be stored in flash memory
in contrast to our aproach whereS and P must be stored in scratch memory. In practice it is often
worthwhile to trade the overhead of downloading the larger certificate for using less scratch mem-
ory — indeed the KVM algorithm derived from the above modified lightweight bytecode system
only uses the scratch memory occupied by the current frame type.

8.2 Leroy’s “On-Card Verifier”

Leroy proposes a collection of (automizable) simplifications of bytecode that makes it possible
to use an “On-Card Verifier” [27] that requires very few resources. In this section we show how
our certificate collapses to nothing with Leroy’s constraints thus making lightweight bytecode
verification mimic Leroy’s algorithm in that case.

Definition 8.2.1 (Leroy’s constraints). Leroy operates with the following constraints:

1. From a certain point PP, all following frame types have a constant local variable type. For-
mally, JLT: VPP, PP > PP(: FTA(PP) = (STpp,LT).

2. Every jump target PP satisfies PP > PPy and FTA(PP) = (e€,LT) (with PPy and LT as above).

Example 8.2.2 (cksum () transformed to conform to Leroy’s constraints). Figure 8.1 shows
our cksum() example after it has been transformed to conform to Leroy’s restrictions. It has
PPp =9, LT = Gcdll-CrCardRd- int - int - int, and the stack type is € for each target program
point (in {19,24,29,48 56}).

The above considerations leads to the following:

Theorem 8.2.3 (Simulation of Leroy’s algorithm). Code satisfying the restrictions of Defini-
tion 8.2.1 can be equipped with a certificate of the form (e,LS) such that lightweight verification
succeeds.
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PP | FTApp.ST FTApp.LT (this-ccnum-x-y-z) |I
0le Gcdll-CrCardRd-L- L - L iconst_0
1] int Gedll-CrCardRd-L-L1 -1 istore[2]
3e Gedll-CrCardRd-int-1-L iconst_0
4| int Gedll-CrCardRd-int- L - L istore(3]
6|¢€ Gedll-CrCardRd-int-int- L |iconst.0
7| int Gedll-CrCardRd-int-int-1 | istore[4]
91 e Gecdll-CrCardRd-int-int-int | aload[1]
11| CrCardrd Gedll-CrCardRd-int -int-int | invokevirtual[1]
14| int Gedll-CrCardRd-int-int-int | istore[2]
16 | € Gedll-CrCardRd-int-int-int | goto[+8] _
19 | UnsetCrCard Gcdll-CrCardRd-int-int-int | pop
20| e Gedll-CrCardRd-int-int-int | new[2]
23 | Abort Gecdll-CrCardRd-int-int-int | athrow
24 | e Gedll-CrCardRd-int-int-int | Idc.w[3]
27 | int Gedll-CrCardRd-int-int-int | istore[3]
29| e Gedll-CrCardRd-int-int-int |iload[2] AR
31| int Gedll-CrCardRd-int-int-int | iload[3]
33| int-int Gedll-CrCardRd-int-int-int |isub
34| int Gedll-CrCardRd-int-int-int | istore[4]
36| € Gedll-CrCardRd-int-int-int | iload[4]
38 | int Gedll-CrCardRd-int-int-int | ifle[410] i
41 | e Gedll-CrCardRd-int-int-int |iload[4]
43 | int Gedll-CrCardRd-int-int-int | istore[2]
45 | e Gedll-CrCardRd-int -int-int | goto[—16] |
48 | € Gedll-CrCardRd-int-int-int | iload[4]
50| int Gecdll-CrCardRd-int-int-int | ifne[+6] i
53| ¢ Gedll-CrCardRd-int-int-int |iload[2]
55| int Gcdll-CrCardRd-int-int-int | ireturn
56| € Gedll-CrCardRd-int-int-int |iload[2]
58 | int Gecdll-CrCardRd-int-int-int | istore[4]
60| e Gedll-CrCardRd-int-int-int | iload[3]
62 | int Gcdll-CrCardRd-int -int-int | istore[2]
64| e Gedll-CrCardRd-int-int-int |iload[4]
66 | int Gedll-CrCardRd-int -int -int | istore[3]
68 | e Gedll-CrCardRd-int-int-int | goto[—39] B

Figure 8.1: cksum () that verifies with Leroy’s algorithm.
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Proof. The constraints clearly imply that a certificate can have the form (LS, €), i.e., has an empty
FTC component, as jumps are always between identical frame types (e,LT). Thus the FTC com-
ponent of any certificate will be empty. The certificate may contain an LS component but this
corresponds to the fact that Leroy’s algorithm permits testing for whether a program point is a
“jump target”. U

Remark 8.2.4 (resource use with Leroy’s restrictions). The lightweight proof system will con-
struct S and P as usual but with the peculiarity that all the values are the same, namely (e,LT).
So one can optimize an implementation to not actually store these values but merely the program
points in each of S and T that have this value. This optimization correponds to the space use
of Leroy’s algorithm where only the “current” frame type is stored along with information about
which program points are jump targets.



Chapter 9

Java Access Protection through Typing

This chapter is a slightly extended reprint of a joint paper with Kristoffer Rose [49].

Abstract We propose integrating field access in general, and dedicated read-only field access in
particular, into the Java type system. The principal gain is that “getter” methods can be eliminated
such that

e fast static lookup can be used instead of dynamic dispatch for field access (without requiring
a sophisticated inlining analyses),

e the (noticeable) space required by getter methods is avoided,
e denial-of-service attacks on field access is prevented, and

e access protection violations can be discovered by the bytecode verifier thus further simpli-
fying the required run-time support.

We obtain this by extending a formalization of the Java bytecode verifier with access control so we
can prove that the change is safe and backwards compatible.

9.1 Introduction

Object-oriented programming languages in general, and Java in particular, do not distinguish be-
tween read- and write-access to fields. Instead the recommended method to only permit read access
to a field is to make the field private and write a “getter’” method that accesses the field and returns
the stored value.

For Java, the semantics of field access states that the actual field location accessed in an object
can be determined statically (at compile-time), whereas the actual getter method invocation is
determined dynamically (at run-time) [19, §15.10.1]. This has the following consequences:

e Using a getter method is significantly slower (at run-time) than using a direct field access.
(The traditional remedy for this is to declare getter methods final which permits the com-
piler to inline its body, i.e., insert the field access instruction directly at the invocation place.
In Java this is frequently not feasible because Java employs dynamic class loading which

206



9.1. INTRODUCTION 207

means that often a class to inline from is not available when installing a class using a getter
method.)

e [t is possible to access the field belonging to a particular (super)class of an object by simply
casting the object of the field access to the appropriate class. One cannot obtain a similar
effect with a getter method. (One may see this as a feature rather than an inconvenience.)

e “Denial-of-service” attacks are possible in that a getter method can be overriden by a sub-
class. (This can also be avoided by declaring the method final.)

e Finally, getter methods may add a significant space overhead to class files since they must
be declared and their code given. For example, getter methods account for about one fourth
of the total number of methods in the standard Java “java. *” package source classes.!

Furthermore the Java virtual machine (JVM) specifies that field access control is performed through
(dynamic) load and run time checks. This seems a shame since everything else about fields is static.

Here is a traditional example with a getter method: an object that simply contains an integer
value that should be publicly readable.

class CrCardRdl {

int it;

public int getIt() {return it;}
}

Access to the it field value of an object cc of type CrCardRdl requires the method invocation
cc.getIt () with the problems discussed above.

In this paper we propose a simple modification in two steps that eliminates the problem alto-
gether:

1. add a special get-specific access modifier that permits making the reading of a field “more
public” than the modification of it, and

2. integrate field access checks into the type system.
In effect we propose replacing the above code with

class CrCardRd2 {
read public int it;

}

which explicitly permits everyone to read off the field value with the usual field access syntax
cc.it (butnot to assign to it).

I'This measure obtained for Sun’s JDK 1.1 [54] with the unix commands “find jdk1.1 -name ’*.java’ -exec
grep ' +public .* (" '{}’ ;' | wc -1 to get the total number of public methods (4317), and “find jdkl.1
-name ’*.java’ -exec egrep ' +public .* get.* (" ’{}' ;' | wc -1” to get the number of getter meth-
ods (999).
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o

T I
S |8 D3 g
AR
Accessibility from = | a & a &
same class v vV VY
other class, same package x v v Vv
subclass outside package X X v v
other class outside package | X X X V

Table 9.1: Java Access Modifiers.

Plan. In section 9.2 we propose a mininimal extension of the Java language [19] with the desired
semantics, and since the Java runtime environment is centered around the JVM [30], we exlain
how the modification could be specified for the JVM. In section 9.3 we then explain how we
can integrate field access into the type system of the JVM to be performed by the JVM bytecode
verifier. Finally, we conclude in section 9.4 with some remarks on future work.

9.2 Read-only Field Access in Java

Recall that the Java access “modifiers” change the access rights as shown in table 9.1. (The “pack-
age” modifier is the default assumed when no modifier keyword is present and the table has v
when access is permitted and X when it is not.) Notice that the permissions are strictly included in
each other and, in fact, statically checkable, since both the class hosting the field and the method
attempting to access it are statically known.

We propose to extend the Java language with syntax for specifying an access modifier specific
to reading a field value. This can be done with the following syntax extension to the Java Language
Specification [19, §8.3.1]:

FieldDeclaration:
FieldModifiers,, ReadModifier,, Type VariableDeclarators ;

ReadModifier:
read AccessModifier,,

The semantics of the new construction is that we must separate field access from field assignment:
an access that is not an assignment, i.e., is not a Java LeftHandSide [19, §15.25], is permitted if
either of the (original) field access modifier or the specific read access modifier (if any) permits it.
By using “either” we ensure that our extension is conservative in that old systems ignoring the
read modifier will always be strictly less permissive than new ones.
In fact we can emulate the effect of the declaration

class ¢ {
wread v t f;

}



9.3. FIELD ACCESS TYPES 209

(with c a class name, w and 7 field modifiers, t a field type, and f a field name) by

class ¢ {

wt f;

final T t get_c_f() {return f; }
}

where we must then replace all read accesses of the form o.f (for some object o with a static
(sub)type of ¢) with o.get c_f().

This change permeates through to the JVM [30] where it could be realized directly by ex-
tending the access_flags item of the field_info structure and modifying the getfield semantics
correspondingly, however, we will prefer to integrate it into the type system as described in the
next section.

The first issue is simply a matter of extending the description of the field modifiers [30, §4.5]
as shown in table 9.2. The second issue, changing the semantics of the getfield instruction [30,

Flag Name Value
ACC_PUBLIC 0x0001
ACC_PRIVATE 0x0002

ACC_PROTECTED 0x0004

ACC_RD_PUBLIC 0x0100
ACC_RD_PRIVATE 0x0200
ACC_RD_PROTECTED | 0x0400

Table 9.2: JVM read-only access_flags extension.

§6.4], is as easily achieved by changing the occurrence of “protected” to “read protected”
and similarly for the associated verification constraint [30, §4.8.2].

9.3 Field Access Types

At present field access rights are checked for the getfield instruction both at Java verification time,
for the declared “static” type [30, §4.8.2, p.138], and again at run-time, using the real “dynamic”
type [30, §6.4, p.248].

Our idea is the following: if access information is integrated into the type system then

1. the bytecode verifier can check for access violations assuming that the provided access in-
formation (in the type) is correct, and

2. resolution requires equality of the used and actual type.

Thus once resolution has happened the system has checked that no access violation can happen.
Formalizing this is based on the ordering

private < package < protected < public
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(where larger access rights define more accessible fields).
Assume a field is declared like

class ¢7 {
w read v t f;

}

with ¢ the class hosting the field, w the “write” access modifiers, T the “read” access modifiers,
t the field (value) type, and f the field name. Consider an access in a class ¢ from within some
method with code like

C2 X;
'

(with c; a subclass of c1). When we include the access modifiers in the type information this
means that the field access generates the JVM instruction

getfield(cy, w read r t ,f)
where we note that the bytecode (as usual) contains
e the class where the field is declared: cq,

e a copy of the (complete) type of the field extracted from the original definition: w read r t,
and

e the field name: f.

We will express the static check for access rights of the above situation by extending the JVM type
checking (verification) rules with a judgment like

c - getfield(cy, w readrt,f)

defined by

¢ + geffield(cy, w read public t,f)

T > protected c<:iCq
c - getfield(cy, w readrt,f)

T > package same-package(c,c)
c - getfield(cy, w readrt,f)

¢  getfield(c, w read privatet,f)

Notice that it is the fact that the checks in table 9.1 are static that makes this possible since the
verifier merely needs to be able to determine whether two classes belong to the same package and
whether the current class is a subclass of the class owning the field; both can be checked with
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information readily available. There are similar rules for putfield checking the w component of the
type, of course.

All that remains is to encode the access modifiers into the JVM FieldDescriptor encoding [30,
§4.3.2]: the existing type equality test at resolution time will ensure that the verifier has not made
false assumptions. (The encoding is not difficult but outside the scope of this paper.)

9.4 Conclusion

We have outlined how access rights to fields, and specifically read-only access rights, can be en-
coded in the Java type system as implemented by a (slightly modified) Java bytecode verifier, thus
eliminating all access right checks at run-time.

One very interesting further venue of research is that using “access types” could be used to
implement “sticky” access rights such as “private objects” where the value cannot be passed out of
the current method, for example.

One may comment that “static is bad because everything should be run-time configurable.”
This possibility remains (using setter and getter methods) but we believe it is important to give
the programmer of a class the choice of permitting (efficient) build-in static field access even for
read-only fields, specifically for the variants of Java targeted at devices with limited resources [56].

Another question that one could ask is “why not for ‘setter’ methods?”” This can be done but is
complicated by the fact that “setter” methods usually also check the value to be stored for validity
to ensure that the object is (internally) consistent. One could introduce special “validity checks”
such that our getter example could be extended, for example, with a

class CrCardRd raises IllegalCreCalt {
protected read public int it
{if (it<0) raise IllegalCreCalt;}
}

with the semantics that any assignment to it would execute the additional “assertion” code. Such
an addition may be worth considering, however, in contrast to the read-only case it complicates the
Java language considerably.

Finally we remark that the above can without problems be integrated with lightweight bytecode
verification, as used by Sun’s KVM [59], to permit static access control even in sparse resources.
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Conclusions

First we briefly summarize the constributions of this thesis, then we describe some related results.
Finally, we give our view of possible future directions and perspectives.

10.1 Contributions

The main scientific contribution of the thesis is the specification of lightweight Java bytecode ver-
ification, along with a formal proof which shows that the type safety guarantees provided by a
standard Java bytecode verifier are equally provided by the lightweight technique on an important
JVM subset. The thesis demonstrates that the concept can be realized by including an implementa-
tion of a prototype, written in Java, which can be run on real “.class” files. An implementation with
an observed space bound in (7.1.1a) given by (ML +MS) x (1+#LS + q), where ¢ is the number
of forward jump targets.

The main industrial contribution of the thesis work has been that the lightweight verification
idea has been integrated into the foundation for the K-virtual machine (for ressource-constrained
systems), implemented by Sun Microsystems in terms of a “preverifier” that generates a “stackmap
attribute” [58, 59, 28]: the “preverifier” realizes the idea of a lightweight certification stage, which
establishes a certificate from the type annotations at the jump targets, and the “stackmap attribute”
realizes the lightweight certificate. In order to accomodate the lightweight idea, Sun has actually
modified the Java class file standard for the K-Virtual Machine to encompass the “stackmap”
attribute. This means that at KVM today allows a method’s attribute to hold the certificate.

Finally we mention, that the formal lightweight verification specification has been mechani-
cally verified as “correct” by Klein and Nipkow [23], as accounted for in Section 10.2. For a more
exhaustive listing of the thesis contributions, we refer to Section 1.1.

10.2 Related Work

Leroy [25] gives a good overview of the problems of specifying and implementing bytecode verifi-
cation, and Hartel and Moreau [20] thoroughly surveys the area of formal methods for Java safety,
specifically targeted at ressource-constrained devices such as Java Cards. The most interesting is-
sues are dealt with in the literature on formalization of Java constructs in general and type safety
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in particular [3, 2, 6, 10, 42, 43].
The following three works are directly related.

Sun’s StackMap attribute. In Section 8.1 we explained how this attribute can be simulated
by our lightweight formalization. Here we simply point out that the KVM verifier simplifies a
lightweight verification certificate by having no label set, but instead the frame type assignment
images FTA (PP) stored for all jump targets PP. The advantage is that no delayed structures need to
be activated, as all which is left to do is to check the frame types against the bytecode constraints.
The drawback is that the certificate becomes proportional in the number of code jumps. Specifi-
cally we have that a certificate which contains a frame type at all jump targets, the space bound in
(7.1.1a) collapses to a constant.

Leroy’s “On-Card” Verifier. In Section 8.2 we explained how this verifier can be simulated by
our lightweight formalization. Leroy proposes a collection of (automizable) simplifications of the
bytecode, prior to verification on a Java Card, which simplifies the verification tasks in several
ways. In relation to our JVM code specifiction, he operates with the following system constraints.
First, all local variable locations are assumed to be uniformly typed throughout method, that is
they cannot be used to store values of other types than the given ones. Second, he assumes to
know all jump targets (this set will contain our certificate labels component). Finally, it is assumed
that the operand stack is empty at every such jump target. In relation to our work, this means
that any certificate collapses to nothing as jumps are always between identical frame types of the
form (e, LT). With respect to our verifier, the lightweight proof system will construct S and P as
usual but with the peculiarity that all the values are the same, namely (e,LT). So one can optimize
an implementation to not actually store these values but merely the program points in each of S
and P that have this value. This optimization correponds to the space bound of Leroy’s algorithm
where only the “current” frame type is stored along with information about which program points
are jump targets. With the restrictions introduced by Leroy we notice, as expected, that the space
bound in (7.1.1a) collapses to a constant.

Klein and Nipkow’s Mechanically Verified Proof Klein and Nipkow [23] have formalized a
restriction of lightweight bytecode verification in the Isabelle/HOL theorem prover. Their formal-
ization is somewhat simplified by the fact that they, similarly to the “stack map attribute” of the
KVM discussed above, do not compress the certificate to just the needed information, and also
they do not include exceptions. The Isabelle/HOL formalization is executable thus [23] also have
an executable lightweight bytecode verifier. When the certificate specifies the frame type of all
jump targets then the space bound in (7.1.1a) collapses to a constant, which is indeed what the au-
thors find from analyzing the formalizations as an algorithm (in a high-level functional language).
However, the main goal of their work is merely to mechanically prove type safety and their result,
verified with Isabelle/HOL, is similar to our equivalence theorem in Theorem 6.1.1. In a recent
publication [62], the formalization of lightweight bytecode verification has continued beyond our
JVM subset with the inclusion of object initialization.
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10.3 Future Directions

We would like to extend the lightweight Java bytecode verifier to be a proper extension of the full
JVM verifier, handling all of the missing issues, including packages, interfaces, initialization, all
base types and multi-dimensional arrays, static components, and inner classes.

Another interesting perspective is to investigate how to replace existing runtime checks by
static checks by representing more information in the type system. An example of this is the
access protection checks discussed in Chapter 9, but many more are interesting, including array
and jump table bound checks, overflow checks, and null pointer avoidance.



Appendix A

cksum () Example Details

This appendix gives the details of the cksum () method example introduced in Example 3.2.14
(page 45) and used throughout the thesis.

A.1 Standard Verification Proof

This section gives the details of the proof for Proposition 4.5.1. We assume all the definitions
of that proof except we shall omit the “k-superscripts and impose a structure on the code code
C =iload[1] - Sy where CSg = invokevirtual[1] - CS», ..., CS57 = goto[—39] (one can read CSpp as
“the code following the instruction at PP”’). Throughout we use = and — for their ’tsafe’-annotated
counterparts in Chapter 4, and we have abbreviated the subsets of PPS with “...”. Finally the
following convention is used for inference rules.

Notation A.1.1 (proof trees). Because the unfoldings are rather extensive we shall write

L (Axiom)

premise,

L (Axiom)

remise
P - k (Rule)
conclusion
for the inference proof fragment
— (Axiom) --- ——— (Axiom)
remise remise
p 1 : P k (Rule)
conclusion

A boxed premise is a reference to another definition where the proof of the premise(s) is given.

QF 0:aload[l] — 2,FTa(2)

(4.1.28a)

(A.1.2) CHF FTA(2) C FTA(2)

. . (4.2.8b)
Q F 0,aload[1] - invokevirtual[1] - CS7,0 = PPS
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c (4.1.280)
CH F FTA(10) C (UnsetCrCard,LTqg) )

: (4.1.282)
CH F FTA(10) C (UnsetCrCard,LT1g)
: (4.1.282)
CH - FTA(10) C (UnsetCrCard,LTyp)
(4412
OF2€,€ wars
4.10a
OF2,e,ET
(4.4.12b)
O F 2,UnsetCrCard, € @t
A.l4a
(A.1.3) O F 2,UnsetCrCard,ET

(4.4.12b)
©F 2,Abort -UnsetCrCard, €

OF 2,Abort - UnsetCrCard,ET
OF 2,Exception-Abort-UnsetCrCard, €
O F 2,Exception-Abort-UnsetCrCard,ET
OF 2, Throwable-Exception-Abort -UnsetCrCard, €

©F 2, Throwable-Exception-Abort -UnsetCrCard,ET 24'4'1621)

Q 2 :invokevirtual[1] — 5,FTA(5) (4.3.172)
(4.1.28)

(4.4.16a)

(4.4.12b)

(4.4.16a)

(4.4.12b)

CHF FTA(5) C FTA(5)

Q F 2, invokevirtual[1] - istore[2] - CS5,{0} = PPS

(4.2.8b)

where © = (Q,LT;, false) with the contained list of possible exceptions obtained from {E | E <:cy
Throwable}, and with FTA(10) = (ST19,LT10).

QF5: istore[2] — 7,FTA(7) a8y

(4.1.28a)

(A.1.4) CHF FTA(7) C FTA(7)

Q+ 5,istore[2] - goto[+8] - €S7,{0,2} = PPS

(4.2.8b)

{FCH FFTA(15) C FTA(7) (125

QF7:goto[+8] — 10, T
CHF FTA(10)C T (1280

Q + 7,goto[+8] - pop - CS10,{0,2,5} = PPS

(4.3.222)
(A.1.5)

(4.2.8b)
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c (4.3.6a)
QF10:pop — 11,FTA(11)

(4.1.28a)

(A.1.6) rCHI—FTA(H)EFTA(H)

QF 10,pop-newl2] - C811.10,2,5.7] = PPS

L (4.4.12b)
[ (Q,LTy7,false) - 11,€,ET

QF11:new([2] — 14, FTA(14)
(4.1.28a)

(4.3.132)

(A.1.7)

CHF FTA(14) C FTA(14)

QO+ 11,new(2] - athrow- €S14,{0,2,5,7,10} = PPS

(4.2.8b)

where LTq; is defined by FTA(11) = (_,LTq7).

(4.4.20b)

CH F Abort,EA

CH I~ true,Abort,EA

L (4.4.12¢)
(Q,LT14,true) - 14, €,ET

(A.1.8) (Q,LTy4,true) F 14 Abort, €
(Q,LTy4,true) - 14 Abort,ET
QF 14 :athrow — 15, T

CHF FTA(15)C T (1250

Q + 14, athrow - Idc_w(3] - €S15,{0,2,...,11} = PPS

(4.4.19b)

(4.4.12b)

(4.4.12d)

(4.3.24b)

(4.2.8b)

where LT14 is defined by FTA(14) = (| LT14).

e (4.4.12b)
[ (Q,LT5,false) - 15,€,ET

QF15:Idcw([3] — 18,FTA(18)

CHF FTA(18) C FTA(18) (125

Q F15,Idc_w(3] - istore[3] - CS13,1{0,2,...,14} = PPS

(4.3.13a)

(A.1.9)

(4.2.8b)

where LT15 is defined by FTA(15) = (_,LTy5).
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(A.1.10)

(A.1.11)

(A.1.12)

(A.1.13)

(A.1.14)

(A.1.15)

APPENDIX A. CKSUM () EXAMPLE DETAILS

(4.3.8a)

QF 18 istore[3] — 20, FTA(20)
CHF FTA(20) C FTA(20) 1280

QO+ 18,istore([3] -iload[2] - €S20,{0,2,...,15} = PPS

(4.2.8b)

(4.3.8a)

QF 20 :il0ad2] — 22,FTA(22)
CHF FTA(22) C FTA(22) (128

Q+F 20,iload[2] -iload[3] - ¢S32,{0,2,...,18} = PPS

(4.2.8b)

(4.3.8a)

QF 22 :il0ad3] — 24, FTA(24)
CHF FTA(24) C FTA(24) (128

QO+ 22 iload[3] -isub- CS4,{0,2,...,20} = PPS

(4.2.8b)

(4.3.6a)

QF 24 :isub — 25, FTA(25)
C (4.1.28a)
CH - FTA(25) C FTA(25)

Q F 24,isub - istore[4] - €S»5,{0,2,...,22} = PPS

(4.2.8b)

QF 25 istore[4] — 27 ,FTA(27) (4.3.82)

CHF FTA(27) C FTA(27) 125

Q + 25,istore[4] -iload[3] - €S,7,{0,2,...,24} = PPS

(4.2.8b)

rQ 27 :iload[3] — 29,FTA(29) (4.3.82)

CHF FTA(29) C FTA(29) 125

Q+ 27, iload[3] - ifle[+10] - €S29,{0,2,...,25} = PPS

(4.2.8b)
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{CH F FTA(39) C FTA(32) (1250

QF29:ifle[+10] — 32,FTA(32)

CHF FTA(32) C FTA(32) 1250

(5.3.8b)

(A.1.16)

QF 29,ifle[+10] -iload[4] - CS32,{0,2, ...,27} = PPS

(4.3.8a)

QF 32 :iload[4] — 34,FTA(34)

(4.1.28a)

(A.1.17) CHF FTA(34) C FTA(34)

Q+ 32,iload[4] - istore[2] - €S34,{0,2,...,29} = PPS

(4.3.8a)

QF34: istore[2] — 36,FTA(36)

(4.1.28a)

(A.1.18) CHF FTA(36) C FTA(36)

(4.2.8b)

(4.2.8b)

Q + 34,istore[2] - goto[—16] - CS34,{0,2,...,32} = PPS

(4.1.28a)

{CH F FTA(20) C FTA(36)
QF 36:goto[—16] — 39, T

CHF FTA(39)C T (41259

(4.3.222)

(A.1.19)

(4.2.8b)

QO+ 36,goto[—16] -iload[4] - €S39,{0,2,...,34} = PPS

rO_ 39 :iload[4] — 41,FTA(41) (4.3.82)

(4.1.282)

(A.1.20) CHF FTA(41) C FTA(41)

Q + 39,iload[4] - ifne[+6] - €S41,{0,2,...,36} = PPS

{CH F FTA(47) C FTA(44) (128

Q41 :ifne[+6] — 44,FTA(44)

CHF FTA(44) C FTA(44) 125

Q + 41,ifne[+6] - iload([2] - CS44,{0,2,...,39} = PPS

(4.3.202)

(A.1.21)

(4.2.8b)

(4.2.8b)

(4.2.8b)
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b 44 . |Ioad[2] — 46,FTA(46) (4.3.8a)
(A.1.22) CHF FTA(46) CFTA(d6) 2%
A.1.23
i i (4.2.8b)
QF 44)||Oad[2] -ireturn - CS46){0’2) . )4]} . PPS
QF46:ireturn 47,7
r (4.1.28d)
(A.1.23) CHFFTA(47)C T
A.1.24
i [ (4.2.8b)
Q 46, ireturn -iload[2] - CS47,{0,2, ...,44} = PPS
b 47 |Ioad[2] — 49,FTA(49) (4.3.8a)
(A.1.24) CHF FTA(49) CFTa(49) 2%
A.1.25
(4.2.8b)

Q + 47 iload[2] - istore[4] - €S49,{0,2,...,46} = PPS

b 49 :istore[4] — 51,FTA(51) (4.3.82)

(4.1.28a)

(A.1.25) CHF FTA(51) C FTA(51)

Q + 49 istore[4] -iload[3] - ¢S51,{0,2,...,47} = PPS

(4.2.8b)

(4.3.8a)

QF 51 :il0ad3] — 53, FTA(53)

(4.1.28a)

(A.1.26) CHF FTA(53) C FTA(53)

Q + 51, iload[3] - istore[2] - €S53,{0,2,...,49} = PPS

(4.2.8b)

QF53: istore[2] — 55,FTA(55) (4.3.82)

(4.1.28a)

(A.1.27) CHF FTA(55) C FTA(55)

Q + 53, istore[2] -iload[4] - CSs55,{0,2,...,51} = PPS

(4.2.8b)
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(A.1.28)

(A.1.29)

(A.1.30)

(4.3.8a)

QF 55 iload[4] — 57,FTA(57)

CHF FTA(57) C FTA(57) 125

QO + 55,iload[4] - istore[3] - €S57,{0,2,...,53} = PPS

(4.2.8b)

(4.3.8a)

QF57: istore[3] — 59,FTA(59)
CHF FTA(59) C FTA(59) 1250

Q + 57, istore[3] - goto[—39] - €,{0,2,...,55} = PPS

(4.2.8b)

rQ -59: goto[—39] — 62, T (4.3.22a)

QF 59 goto[—391,{0,2,...,55,57} = PPS

(4.2.8a)

A.2 Lightweight Verification Proof

221

This section gives the details of the proof for the lightweight bytecode verification Proposition 5.5.1
(on page 120). We assume the same definitions as in that proof and allow shorthands as in the
previous section except in this section we allow = and — for their ’ltsafe’-annotated counterparts
of Chapter 5. Finally we permit reference to FTA of Figure 4.5 since it provides just the right the
frame type assignments in most cases.

(A2.1)

Quignt - (0, FTA(0)), aload[1], (Po, So) — (2, FTA(2)), Pg

(5.3.3a)

Qiight - (0,FTA(0)) , aload[1] - invokevirtual[1] - €S3,0, (Po, So) = PPS, (Po, S20)

(5.2.6b)
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(5.4.5¢)

Olighe - 2, €, €, (P2,S0) — P2

@light F 2, €,ET, <P2,So> — P
Olight - 2,UnsetCrCard, €, (P2,50) — P2
@ﬁght F2,UnsetCrCard,ET, <P0,So> — Py
(A22) Olight - 2,Abort - UnsetCrCard, €, (Po,So) — P2
Olight - 2,Abort - UnsetCrCard, ET, (Po, So) — P2
Olight - 2,Exception-Abort - UnsetCrCard, €, (Po,So) — P2
Olight - 2,Exception- Abort - UnsetCrCard,ET,(Po,So) — P2
Olight - 2, Throwable - Exception-Abort - UnsetCrCard, €, (Po,So) — P2
Olight - 2, Throwable - Exception-Abort - UnsetCrCard, ET, (Po,So) — P2
Qiight - (2,FTA(2)) ,invokevirtual[1], (Po, So) — (5,FTA(5)), P2

Qiight - (2,FTA(2)) ,invokevirtual[1] - istore[2] - €S5,{0}, (Po, So) = PPS, (Po, S20)

(5.4.7b)

(5.4.5b)

(5.4.6b)

(5.4.5b)

(5.4.7b)

(5.4.5b)

(5.4.7b)

(5.4.5b)

(5.4.7b)

(5.3.7a)

(5.2.6b)

where P, = Py 1{10 + FTA(10)} here and below, and with Ojighe = (Qiigni, LT, false) with the
contained list of possible exceptions obtained from (E | E <:cy Throwable ), and with FTA(10) =

(ST10,LT10).

(5.3.3a)

Qugne F (5,FTA(5)),istore[2], (P2, So) — (7,FTA(7)), P,

(A.2.3)

Qg - (5,FTA(5)) ,istorel2] -goto[+8] - C57,{0,2}, (P2, So) = PPS, (Po,S20)
. (5.3.9b)
Qlight F <7,FTA(7)> ,goto[+8], <P2,So> — <10, T> , P7
(A.2.4)
— (5.2.6b)
Qlight = <7>FTA(7)> )90t0[+8] - pop - CS]O){O>2)5}) <P2> SO> = PPS, <P0> SZO>
where P7 = P, M{15 — FTA(15)} here and below.
. (5.3.2a)
Qiighe = (10,FTA(10)) ,pop, (P7,S0) — (11,FTA(11)), P10
(A.2.5)
.

Qjighe = (10, T) ,pop - new(2] - €s11,1{0,2,5,7}, (P10, So) = PPS, (Po, S20)



A.2. LIGHTWEIGHT VERIFICATION PROOF 223

where P1op =P7M{10+— T}.

(A.2.6)

C (5.4.5b)
(Qighi, LT11,false) 11, €,ET

Qlight F <1 1 ,FTA(] 1 )> ,new[Z], <P10,So> — <14,FTA(14)> ,P10

Qlight F <1 1 ,FTA“ 1 )> ,new[Z] - athrow - CS14,{O, .. ,10}, <P]o,So> = PPS, <P0,Szo>

(4.3.132)

(5.2.6b)

where LT17 is defined by FTA(11) = (_,LTq7).

(A.2.7)

c (4.4.20b)
CH - Abort,EA

CH F true,Abort,EA

(4.4.19b)

. (5.4.5¢)
<Qlight,LT14,true> F14,¢,ET, <P]o,So> — P1o

<Qlight,LT]4,true> F14,Abort, €, (P10,So) — P10
<Qlight,LT14,true> 14, Abort,ET, (P10,S0) — P10

(5.4.5b)

(5.4.5d)

Qigne - (14,FTA(14)) ,athrow - Idc_w(3] - €S15,{0, ..., 11}, (P10,S0) = PPS, (Po, S20)

(5.2.6b)

where LTy4 is defined by FTA(14) = (_,LT14).

(A.2.8)

. (5.4.5b)
<_O.11ght,LT]5, false> F15,€,ET

Qiight = (15,FTA(15)) ,Idc_w(3], (P10, So) — (18,FTA(18)), Py

(5.3.5a)

Qjigne F (15, FTA(15)), Idc_w(3] - istore[3] - Cs13, {0, . . ., 14}, (P, So) = PPS, (Po, S20) (5.2.6b)
where LT15 is defined by FTA(15) = (_,LTy5).
(A.2.9)
blight - (18,FTA(18)) ,istore[3], (P, So) — (20,FTA(20)), Po (5.3.3a)
A.2.10
(5.2.6b)

Qiigne - (18,FTA(18)) ,istore[3] -iload[2] - €S20,{0, ..., 15}, (Po, So) = PPS, (Po, S20)
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(A.2.10)

blight - (20,FTA(20)),iload[2], (Py, S20) — (22,FTA(22)), P (4330

Qiight F (20,FTA(20)} iload(2] -iload[3] - 522,10, - ., 18}, {Po, S20) = PPS, (Pg, S20) (5.2.6b)
b“ght - (22,FTA(22)),iload(3], (Po, S20) — (24,FTA(24)), Py 633
(A2.11)
-A.Z. 12 o

Quight - (22, FTA(22)) ,iload[3] - isub - €524,1{0, ..., 20}, {Po, S20) = PPS, (Po, S20)

(A2.12)

rﬂ“ght - (24,FTA(24)) ,isub, (Po, S20) — (25,FTA(25)), Po (5.3.29)

Qiight = (24, FTA(24)) isub -istore[4] - C$25, {0, ..., 22}, {Po, S20) = PPS, (Po, S20)

(5.2.6b)

(A.2.13)

(5.3.32)

blight F (25,FTA(25)) ,istore[4], (Po, S20) — (27,FTA(27)), Py

Quignt F (25, FTA(25)), istore[4] - iload[3] - CS27,{0, ..., 241, Py, S20) = PPS, (Po, S20)

(5.2.6b)

(A.2.14)

(5.3.3a)

Quignt F (27, FTA(27)),iload[3], (Po, S20) — (29, FTA(29)), P

Qiight - (27,FTA(27)) ,iload(3] - ifle[+10] - €S29,{0, ..., 25}, (Po, S20) = PPS, (Po, S20)

(5.2.6b)

(A.2.15)

r(llight - <29)FTA(29)> ,|f|e[+]0], <PO)SZO> N <32,FTA(32)> ,P29 (5.3.8b)

Qiigne - (29,FTA(29)) ,ifle[+10] -iload(4] - €532,{0, ..., 27}, (P29, S20) = PPS, (Po, S20)

(5.2.6b)

where Pyo = Py M{39 — FTA(39)}.

(A.2.16)

(5.3.3a)

Qight F (32, FTA(32)),iload[d], (P29, S20) — (34, FTA(34)), P2

Qiighe - (32,FTA(32)) ,iload[4] -istore[2] - €534, {0, ..., 29}, (P29, S20) = PPS, (Po, S20)

(5.2.6b)
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(A2.17)

blight - (34,FTA(34)) ,istore(2], (P29, S20) — (36,FTA(36)), P29 4330

Qignt - (34, FTA(34)), istore[2] - goto[16] - €536, 10, - -, 32}, (P29, S20) = PPS, (Po, S30)

(A.2.18)
(5.3.92)

b“ght - (36,FTA(36)),goto[—16], (P29,520) — (32, T), P29

Qighe - (36,FTA(36)) ,goto[—16] -iload[4] - €S39,{0,....,34}, (P29, S20) = PPS, (Po, S20) (3269

(A.2.19)
(5.3.32)

Qiighi - (39,FTA(39)) ,Tload], (P29, S20) — (41,FTA(41)), Py

Qight F (39, FTA(39)) , load[4] - e[ +6] - CSa1, 0, -, 36}, {Po, S20) = PPS, (Po,S20)

(A.2.20)

r-Qlight F (41,FTA(41)) ,ifne[+6], (Po,S20) — (44,FTA(44)), Py (5:3.80)

Qiigh - (41,FTA(41)) ,ifne[+6] - iload[2] - €S44,{0, . ..,39}, (P41,S20) = PPS, (Po, S20)
where P41 = Py M{47 — FTA(47)} here and below.

(5.2.6b)

(A2.21)
(5.3.3a)

rQ]ight - (44,FTA(44)) ,iload[2], (P41,S20) — (46,FTA(46)), P43

Qiigh - (44, FTA(44)) iload[2] - ireturn - CS46, 10, . . ., 41}, (P41, S20) = PPS, (Po, S20)

(5.2.6b)

(A.2.22)

blight - (46,FTA(46)) ,ireturn, (P41,S20) — (47, T), P (5.3.11a)

Quignt - (46, FTA(46)) , ireturn -l0ad[2] - CS47,10, .., 4], (Pa1, S20) = PPS, (P, S20)

(A.2.23)
(5.3.32)

Quignt - (47, FTA(47)) ,il0ad[2], (P41, S20) — (49, FTA(49)), Pg

Qlight - <47,FTA(47)> ,i|08.d[2] . istore[4] . CS49,{O) . ,46}, <PO> SZO) = PPS, <Po, SZO>

(5.2.6b)
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(A.2.24)

(5.3.3a)

Quignt - (49, FTA(49)) istore[4], (Po, S20) — (51, FTA(51)), P

Qiight - (49,FTA(49)) istore[4] - iload[3] - ¢S51,{0, ...,47}, (Po, S20) = PPS, (Po, S20) (5.2.6b)
(A.2.25)
blight F(51,FTA(51)),iload[3], (Po,S20) — (53,FTA(53)), Py 633
A.2.26 »
Qjighe - (51,FTA(51)),iload[3] -istore[2] - CSs3,{0, . . ., 49}, (Po, S20) = PPS, (Po, S20) (5.2.6b)
(A.2.26)
Quignt - (53, FTA(53))  istore[2], (P, S20) — (55, FTA(55)), P 6339
5.2.6b
Qiigt - (53,FTA(53)),istore[2] - fload[4] - CS55, 10, .. ., 51}, (Po, S20) = PPS, (Po, S0) (5.2.6b)
(A.2.27)
blight  (55,FTA(55)) ,iload[4], (Py,S20) — (57,FTA(57)), Py 6339
A.2.28 »
Qiight - (55, FTA(55)), iload[4] - istore[3] - CS57,{0, ..., 53}, (Po, S20) = PPS, (Pg, S20) (5.2.6b)
(A.2.28)
rQnght + (57,FTA(57)) ,istore[3], (Po, S20) — (59,FTA(59)), Py (5.3.3a)
A.2.29 »
Quigni - (57, FTA(57)) ,istore3] - goto[—39]- €, 10, .., 55}, (Po, Sz0] = PPs, (Po,S20)
r (5.3.92)
(A.2.29) {nght - (59,FTA(59)),goto[—39], (Po, S20) — (62, T), Py e

Qiighe - (59,FTA(59)) ,goto[—39]1,{0, ..., 57}, (Po, S20) = PPS, (Po,S20)

A.3 Lightweight Certification Proof

This section gives the details of the proof for the lightweight bytecode certification Proposi-
tion 6.5.1 (on page 149). We assume the same definitions as in that proof and allow shorthands
as in the previous section except in this section we allow = and — for their ’certify’-annotated
counterparts of Chapter 6. Finally we permit reference to FTA of Figure 4.5 since it provides just
the right the frame type assignments in most cases.
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QT 0,aload[1], (Po,0) — Z,FTA(2), (P0,0) "

(A.3.1)

Q F 0,aload[1] - invokevirtual[1] - CS;, 0, (Py, 0) = PPs, (Py,{20}) (6.2.9b)
ST
Olight - 2, €,ET, (P2,0) — (P2,0)
Olight - 2,UnsetCrCard, €, (P2,0) — (P2,0) (6.4.4b)
Olight - 2,UnsetCrCard, ET, (Po,0) — (P2,0) (6.4.5b)
(A.3.2) Olight - 2,Abort - UnsetCrCard, €, (Po,0) — (P2,0) ((6:;::)
Olight - 2,Abort - UnsetCrCard, ET, (Py,0) — (P2,0)
Olight - 2,Exception-Abort - UnsetCrCard, €, (Pg,0) — (P2,0) (6.4.4b)
Olight - 2,Exception - Abort - UnsetCrCard, ET, (Po,0) — (P2,0) (6:4.6b)
Olight - 2, Throwable - Exception- Abort - UnsetCrCard, €, (Po,0) — (P2,0) (6.4.4b)
Olight - 2, Throwable - Exception- Abort - UnsetCrCard, ET, (Po,0) — (P,0) (6.4.6b)
Q 2, invokevirtual[1], (Py,0) — 5,FTA(5), (P2,0) 63.72)

(6.2.9b)

Q I 2,invokevirtual[1] - istore[2] - CS5,{0}, (Py,0) = PPS, (Py,{20})

where P = Py {10 — FTA(10)} here and below, and with Oyign = (QQ,LT2, false) with the con-
tained list of possible exceptions obtained from (E | E <:cy Throwable), and with FTA(10) =

(ST10,LT10).

(6.3.3a)

QF 5,istore[2], (P2,0) — 7,FTA(7), (P2,0)

(A.3.3)

Q + 5,istore[2] - goto[+8] - €S7,{0, 2}, (P2,0) = pPs, (Py,{20}) (6.2.9b)
OF7,goto[ 48], (P, 8) = 10,7, (P, 0) >
(A.3.4) .|
- (6.2.9b)

Q+ 7,goto[+8] - pop - CS10,{0, 2,5}, (P2,0) = pps, (Pp,{20})

where P; = P, M{15 — FTA(15)} here and below.
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QF10,pop, (P7,0) = 11,FTA(11), (P10, 0) "

(A3.5)

QF (10,T),pop- newl2] -Cs11,(0,2,5,7], (P1o,0) = PPS, (Po, (20))
where P1op =P7M1{10+— T}.
{F<Q,LT]] , false) F11,¢€,ET, <P]0,0> — <P]0,0> ((66.34.54?)
(A3.6) OF T1,new(2], (P19, 0) — 14,FTA(14), (P10,0)
QF 11,new(2] - athrow- CS12,10,-.., 10}, (P10,8) = PPs, (P, 1200} "
where LTy is defined by FTA(11) = (_,LTq7).
: (4.4.20b)
CH F Abort,EA
(4.4.19b)
CH F true,Abort,EA
c (6.4.4¢)
(Q,LT14,true) - 14, €,ET, (P19,0) — (P10,0)
(A.3.7) (6.4.4b)
(Q,LTy4,true) - 14, Abort, €, (P10,0) — (P10,0) 644
(Q,LT14,true> F14,Abort, ET, <P10,@> — <P10,0> (6.3 .10b)
Q F 14 athrow, (P15,0) — 15, T, (P10, 0) o
oaom
Q F 14, athrow - Idc_ w[3] - €S15,{0,..., 11}, (P10,0) = PPS, (Po,{20})
where LT14 is defined by FTA(14) = (| LT14).
Qs Ealse) F 15,¢,ET, {P0.0) 5 (Po,0) o
(A.3.8) Q F15,1dc-w(3], (P10,0) — 18,FTA(18),(Po,0)
QF 15,1dc.w[3] -istore[3] - CS15,10, ..., 147, (Po,8) = PPs, (P, 1200 "
where LT5 is defined by FTA(15) = (_,LTy5).
; . (6.3.32)
Q 18, istore[3], (Py,0) — 20,FTA(20), (Py,0)
(A.3.9) A.3.10 629

Q + 18, istore[3] -iload[2] - S20,{0, ..., 15}, (Po,0) = PPS, (Pp,{20})
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(6.3.3a)

QT 20,il0ad(2], (Po, {20} — 22, FTA(22), (Po, 0)

(A.3.10)
A3.11 629
QI 20,iload[2] -iload[3] - €S22,{0,...,18},(Po,{20}) = pps, (Py,{20})
c (6.3.32)
Q' 22,il0ad[3], (Po,{20}) — 24, FTA(24), (Po, 0)
(A3.11)
(6.2.9b)
QF 22 iload[3] -isub- €S74,1{0,. .., 20}, (Py,{20}) = PPs, (Po,{20})
: (6.3.2a)
Q F 24 isub, (Py,{20}) — 25,FTA(25), (Py,0)
(A3.12)
A3.13 6295
Q24 isub -istore[4] - €S25,{0,...,22}, (Po,{20}) = PPS, (Po,{20})
; . (6.3.32)
QF 25,istore[4], (Py,{20}) — 27,FTA(27), (P, 0)
(A.3.13)
2o
Q + 25,istore[4] -iload[3] - €S27,{0, ...,24}, (Po,{20}) = PPs, (Py,{20})
: (6.3.3a)
Q' 27,il0ad[3], (Po, {20}) — 29,FTA(29), (Po, 0)
(A3.14)
A.3.15 629
Q+ 27, iload[3] - ifle[+10] - €S29,{0, ..., 25}, (Py,{20}) = pps, (Pp,{20})
: : (6.3.8b)
Q1 29,ifle[+10], (Po,{20}) — 32, FTA(32), (P29, 0)
(A.3.15)
(6.2.9b)
QF 29,ifle[+10] - iload[4] - €S32,{0, ..., 27}, (P29,{20}) = PPS, (Po,{20})
where Pyo = Py M1{39 — FTA(39)}.
; . (6.3.32)
Q F 32,iload[4], (P29,{20}) — 34,FTA(34), (P29, 0)
(A.3.16)
-

Q + 32,iload[4] -istore[2] - €S34,{0, ..., 29}, (P29,{20}) = PPs, (Py,{20})

229
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Q F 34, istore(2], (P29, {20}) — 36,FTA(36), (P29,0) "

(A.3.17)
A3.1 8' 6200,
Q - 34,istore[2] - goto[—16] - €S34,1{0, . .., 32}, (P29,{20}) = PPS, (Py,{20})
. (6.3.92)
Q  36,goto[—16], (P29,{20}) — 39, T, (P29,{20})
(A.3.18)
| -
Q + 36,goto[—16] -iload[4] - CS39,{0,...,34}, (P29,{20}) = PPS, (Py,{20})
; : (6.3.32)
Q+ 39,iload[4], (P29,{20}) — 41,FTA(41), (Po,{20})
(A.3.19)
A.3.20. . 629
Q+ 39,iload[4] - ifne[+6] - CS41,{0, . ..,36}, (Py,{20}) = pps, (Po,{20})
c : (6.3.8b)
Q +41,ifne[+6], (Po,{20}) — 44,FTA(44), (P41,{20})
(A.3.20)
(6.2.9b)
Q + 41, ifne[+6] -iload(2] - CS44,{0, . ..,39}, (P41,{20}) = pPPs, (Py,{20})
where P41 = Py M{47 — FTA(47)} here and below.
: : (6.3.32)
QI 44 iload[2], (P41,{20}) — 46,FTA(46), (P41,{20})
(A.3.21)
| -
Q + 44 iload[2] -ireturn - CS4¢,{0, . ..,41}, (P41,{20}) = pps, (Py,{20})
c ; (6.3.11b)
Q F46,ireturn, (P41,{20}) — (47, T), (P41,{20})
(A.3.22) FRE
——— : (6.2.9b)
Q +46,ireturn -iload[2] - €S47,{0,...,44}, (P41,{20}) = pps, (Py,{20})
e . (6.3.3)
Q +47,iload[2], (P41,{20}) — 49,FTA(49), (Po,{20})
(A.3.23)
-

Q +47,iload[2] - istore[4] - CS49,{0, .. .,46}, (Po,{20}) = PPS, (Py,{20})
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QF 49, istore[d], (Po, (201} — 51, FTA(51), (Po, (201)

(A.3.24)
A.3.25. . 6200)
QI 49 istore[4] -iload[3] - cS51,{0, ...,47}, (Po,{20}) = pps, (Py,{20})
c (6.3.3a)
QF 51,iload[3], (Py,{20}) — 53,FTA(53), (Po,{20})
(A.3.25)
A-3.26 (6.2.9b)
QI+ 51,iload[3] -istore[2] - CS53,{0, ...,49}, (Po,{20}) = pps, (Py,{20})
; . (6.3.32)
Q F 53,istore[2], (Py,{20}) — 55,FTA(55), (Po,{20})
(A.3.26)
oo
Q + 53, istore[2] -iload[4] - CS55,{0,...,51}, (Po,{20}) = PPs, (Py,{20})
; : (6.3.32)
Q- 55, il0ad[], (Po,{20}) — 57, FTA(57), (Po, {20})
(A.3.27) A308
—— . (6.2.9b)
Q + 55, iload[4] - istore[3] - CS57,{0, ...,53}, (Po,{20}) = PPs, (Py,{20})
c (6.3.3a)
Q +57,istore[3], (Py,{20}) — 59,FTA(59), (Po,{20})
(A.3.28)
A.3.29. 629
Q 57, istore[3] - goto[—39] - €,{0,...,55}, (Py,{20}) = PPs, (Py,{20})
c (6.3.92)
(A.3.29) [Q - 59,goto[—39], (Po,{20}) — 62, T, (P,{20})

(6.2.9a)

QF 59,goto[—39],10,...,57], (Po,120}) = PPS, (Py,120})

A.4 Example Jave Source and Bytecode

The actual files used for the cksum () example are shown here.

Source A.4.1 (Ged1l1l. java). This is the Java source of Gcdll. java actually used for the ex-
ample (from which the code shown in Example 1.3.8 was extracted).

// ON—CARD CLASSES.

// Thrown when attempting to read uninitialized credit card.
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class UnsetCrCard extends Exception {}

// On—card class with credit card information.
class CrCardRd {
int it; // credit card number (0 if uninitialized)
9 public int getlt() throws UnsetCrCard {
10 if (it == 0) throw new UnsetCrCard();
11 return it;
12 }
13 }
14
15 // Thrown to bail out when credit card cannot be read.
16 class Abort extends Exception {}
17
18 // Check sum interface.
19 interface CkSum {
20 public int cksum(CrCardRd ccnum) throws Abort;
21 }
22
23 // DOWNLOADED CLASSES.
24
25 // Implementation of check sum calculation.
26 class Gedl1 implements CkSum {

[c <IN BN e RV, I SN

27

28 public int cksum(CrCardRd ccnum) throws Abort {
29 int x;

30 try {

31 x = ccnum.getlt();

32 } catch (UnsetCrCard e) {

33 throw new Abort();

34 }

35 inty=11;

36 while (true) {

37 intz=x—y;

38 if(z>0{x=2z}

39 else if (z == 0) { return x; }
40 else{z=x;x=y;y=12}
41 }

42 }

43

44 }

File A.4.2 (Ged11l. class bytecode). This is the complete output from javap -c -verbose Gcdll
(from which the bytecode shown in Figure 3.7 was extracted).
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Compiled from Gecdll.java
synchronized class Gcdll extends java.lang.Object implements CkSum
/* ACC_SUPER bit set */

public int cksum(CrCardRd);
/* Stack=2, Locals=5, Args_size=2 */
Gedll (),
/* Stack=1, Locals=1, Args_size=1 */
}

Method int cksum(CrCardRd)
0 aload_1
1 invokevirtual #9 <Method int getIt()>
4 istore_2
5 goto 17
8 pop
9 new #1 <Class Abort>
12 dup
13 invokespecial #7 <Method Abort ()>
16 athrow
17 bipush 11
19 istore_3
20 iload_2
21 iload_3
22 1isub
23 istore 4
25 iload 4
27 ifle 36
30 iload 4
32 istore_2
33 goto 20
36 iload 4
38 ifne 43
41 iload_2
42 ireturn
43 iload_2
44 istore 4
46 iload_3
47 istore_2
48 iload 4
50 istore_3
51 goto 20
Exception table:
from to target type
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0 5 8 <Class UnsetCrCard>

Method Gcdll ()
0 aload_0
1 invokespecial #8 <Method java.lang.Object ()>
4 return

A.S Execution of the 1bv Program on Ged11

We will execute the 1bv program of Chapter 7 with
e Gcdll.class is class file shown above,
e Gcdll.ch contains class hierarchy of Figure 4.2, and
e Gcdll.cksum.cert contains the certficate of Example 5.5.1.

File A.5.1 (Output of 1bv on Ged11). Shows the contents of the class hierarchy file Gecd11.ch,
the certificate file Gcdl1l.cksum. cert, and that the constructor method “<init>" cannot be veri-
fied (because it contains an unsupported instruction). The file was produced by running the com-
mand “java -jar lbv.Jjar -v Gedll.”

LIGHTWEIGHT BYTECODE VERIFICATION of ’Gcdll’:

CLASS HIERARCHY ch = { Ljava/lang/Object; <: bot
, Ljava/lang/Throwable; <: Lijava/lang/Object;
, Ljava/lang/Exception; <: Ljava/lang/Throwable;
, Ljava/lang/RuntimeException; <: Ljava/lang/Exception;
, Ljava/lang/NullPointerException; <: Ljava/lang/RuntimeException;
, Ljava/lang/ArrayIndexOutOfBoundException; <: Ljava/lang/RuntimeException;
, Ljava/lang/ArrayStoreException; <: Ljava/lang/RuntimeException;
, Ljava/lang/NegativeArraySizeException; <: Ljava/lang/RuntimeException;
, Ljava/lang/ClassCastException; <: Ljava/lang/RuntimeException;
, LCrCardRd; <: Ljava/lang/Object;
, LUnsetCrCard; <: Ljava/lang/Exception;
, LAbort; <: Ljava/lang/Exception;
, LCkSum; <: Ljava/lang/Object;
, LGcdll; <: LCkSum;

METHOD ’'cksum’ :
CERTIFICATE ce =({20},
{}
2)
VERIFICATION fta =



A.5. EXECUTION OF THE 1.BV PROGRAM ON GCD11

- <*, LGcdll; .LCrCardRd; .bot.bot .bot>

0: alocad 1
- <LCrCardRd;, LGcdll; .LCrCardRd; .bot.bot.bot>
1: invokevirtual methodref (LCrCardRd;, methsig(getIt, []), I)

- <I, LGcdll; .LCrCardRd; .bot.bot.bot>

4: istore 2

- <*, LGcdll; .LCrCardRd; .I.bot.bot>

5: goto +12

- <LUnsetCrCard;, LGcdll; .LCrCardRd; .bot.bot.bot>
8: pop

- <*, LGcdll; .LCrCardRd; .bot.bot.bot>

9: new LAbort;

- <LAbort;, LGcdll;.LCrCardRd; .bot.bot.bot>
12: dup

- <LAbort; .LAbort;, LGcdll; .LCrCardRd; .bot.bot.bot>
13: invokespecial methodref (LAbort;, methsig(<init>, []), V)
- <LAbort;, LGcdll;.LCrCardRd; .bot.bot.bot>
16: athrow

- <*, LGcdll; .LCrCardRd; .I.bot.bot>

17: iconst O

- <I, LGcdll; .LCrCardRd; .I.bot.bot>

19: istore 3

- <*, LGcdll; .LCrCardRd; .I.I.bot>

20: iload 2

- <I, LGcdll;.LCrCardRd;.I.I.bot>

21: iload 3

- <I.I, LGcdll; .LCrCardRd;.I.I.bot>

22: 1isub

- <I, LGcdll; .LCrCardRd;.I.I.bot>

23: istore 4

- <*, LGcdll; .LCrCardRd; .I.I.I>

25: iload 4

- <I, LGcdll;.LCrCardRd;.I.I.I>

27: ifle +9

- <*, LGcdll; .LCrCardRd; .I.I.I>

30: iload 4

- <I, LGcdll;.LCrCardRd;.I.I.I>

32: istore 2

- <*, LGcdll; .LCrCardRd; .I.I.I>

33: goto -13

- <*, LGcdll; .LCrCardRd; .I.I.I>

36: iload 4

- <I, LGcdll;.LCrCardRd;.I.I.I>

38: ifne +5
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- <*, LGcdll
41: iload 2
- <I, LGcdll
42: ireturn
- <*, LGcdll
43: iload 2
- <I, LGcdll
44: istore 4
- <*, LGcdll
46: iload 3
- <I, LGcdll
47: istore 2
- <*, LGcdll
48: iload 4
- <I, LGcdll
50: istore 3
- <*, LGcdll
51: goto -31
- top
VERIFICATION

METHOD ’<ini
CERTIFICATE

{}

2)
VERIFICATION
- <*, LGcdll
0: aload 0
- <LGcdl1;,

; .LCrCardRd; .I.

; .LCrCardRd; .I.

; .LCrCardRd; . I.

; .LCrCardRd; .I.

; .LCrCardRd; . I.

; .LCrCardRd; . I.

; .LCrCardRd; .I.

; .LCrCardRd; . I.

; .LCrCardRd; .I.

OF 'cksum’ OK.

>
ce =({},

fta =
;>

LGcdll; >

LI>

LI>

LI>

LI>

LI>

LI>

LI>

LI>

LI>

APPENDIX A. CKSUM () EXAMPLE DETAILS

1: invokespecial methodref (Ljava/lang/Object;, methsig(<init>, []), V)

- <*, LGcdll
4: return

- top
VERIFICATION

;>

OF ’<init>’ OK.
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